
PKI Cloud Suite for 
Federal Agencies
Microsoft 365 Government Integration | Entra ID CBA | Serverless Secure Workflows

MODERNIZE FEDERAL DOCUMENT SECURITY WITH 
KONICA MINOLTA MARKETPLACE PKI CLOUD SUITE APPS

Konica Minolta MarketPlace® apps bring secure, 
cloud-based workflows directly to the MFP for 
Microsoft 365 GCC and GCC High environments. 
Users authenticate at the device using CAC/PIV 
smart cards via Microsoft Entra ID, enabling instant, 
password-free access to secure print and scan.

With no servers or middleware required, this native, 
serverless integration reduces complexity and cost 
while strengthening identity assurance. The result 
is a streamlined, Zero Trust–aligned approach to 
authentication, scanning, and print release.

As the industry’s first embedded MFP integration 
for Microsoft 365 GCC and GCC High, the solution is 
purpose-built for U.S. federal agencies.



FEDERAL VALUE &  
COMPLIANCE ALIGNMENT

Supports Microsoft 365 GCC and 
GCC High environments 

Leverages Microsoft FedRAMP-
authorized cloud services 

Supports U.S. Federal 
CAC/PIV smart cards

Aligns with Zero Trust and 
identity-centric security models 

Eliminates password-based 
MFP authentication

CAC/PIV AUTHENTICATION
Secure Printing for GCC & GCC High

•	CAC/PIV authentication at the MFP via Microsoft Entra ID

•	Password-free access reduces credential risk

•	Secure print release only after identity verification

•	Certificate-Based Authentication (CBA) ensures authorized access

Zero Trust at the Print Edge

•	Identity-based access (not network-based)

•	Every action tied to a verified user

•	Full audit trail aligned to federal standards

Serverless & Simplified

•	No print servers, middleware, or AD required

•	Direct Entra ID integration

•	Lower complexity, stronger security



PKI CLOUD SUITE
With CAC/PIV authentication and Entra ID validation embedded directly at the device, Konica Minolta 
transforms the MFP into a secure, cloud-connected endpoint. The PKI Cloud Suite brings this capability 
together through three integrated applications that deliver end-to-end identity-driven document 
workflows for federal agencies —without servers, middleware, or password-based authentication.

1. PKI Card Authentication - Entra ID

Konica Minolta enables direct CAC/PIV smart card 
integration with Microsoft Entra ID Certificate-Based 
Authentication (CBA), delivering true device-level identity 
enforcement. 

•	Authenticate to Entra ID using CAC/PIV + PIN (MFA) 

•	No password entry required 

•	No on-premises Active Directory dependency 

•	Reduces Azure AD Domain Controller infrastructure costs 

2. PKI Card Scan to OneDrive

Users can scan directly from the MFP to OneDrive for 
Government agencies using Entra ID authentication 
without server-based solutions or token registration. 

•	Immediate OneDrive access after CAC/PIV 
authentication 

•	Single Sign-On derived from Entra ID token 

•	No middleware or server infrastructure required 

•	Secure cloud-first document workflows 

3. PKI Cloud Universal Print Release

Konica Minolta delivers a serverless secure print release 
solution integrated with Microsoft Universal Print. 

•	Cloud-based Universal Print integration 

•	Secure print release at any connected KM device 

•	Prevents abandoned or mis-collected documents 

•	No on-premises print servers required 



SYSTEM REQUIREMENTS 
Required Accounts/Licenses 

•	MarketPlace account 

•	PKI Cloud Suite app device license 

This solution is supported only on the latest  
Konica Minolta bizhub i-Series devices. 

•	bizhub C751i/C651i/C551i/C451i/C361i/C301i/C251i 
•	bizhub C750i/C650i/C550i/C450i/C360i/C300i/C250i 
•	bizhub 751i/651i/551i/451i/361i/301i 
•	bizhub 750i/650i/550i/450i/360i/300i 
•	bizhub 4751i/4750i/4051i/4050i (coming soon)
•	bizhub C4751i/C4050i/C3350i (coming soon) 

Supported Environments

Microsoft 365 GCC  
(Government Community Cloud) Microsoft 365 GCC High

For details on Microsoft 365 Government and related licensing, please refer to the Microsoft 
web page and Microsoft Learn documentation below. 

•	www.microsoft.com/en-us/microsoft-365/enterprise/government-plans-and-pricing 
•	www.learn.microsoft.com/en-us/universal-print/fundamentals/universal-print-government

For limitations related to the use of Universal Print, please refer to the Microsoft Learn 
documentation below.

•	www.learn.microsoft.com/en-us/universal-print/fundamentals/universal-print-limits

Supported Card Readers/Cards 

Supported CAC/PIV PKI Smart Cards 

Additional Requirements

bizhub i-Series firmware version  GP4-SA(00) or later

Marketplace Client Version 5.7.100 or later

www.konicaminoltamarketplace.com

For complete information on Konica Minolta products and solutions,  
please visit: CountOnKonicaMinolta.com
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