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MAKING A CASE FOR HIGHER 
SECURITY AND BEST 
PRACTICES FOR LAW FIRMS.
Of all the legal resources, protecting your client’s valuable information is paramount. Law 

firms have strict legal and ethical duties to ensure client data is secure and compliant with 

guidelines from the American Bar Association and other international entities. 

That’s why Konica Minolta offers lock-down protection with bizhub® SECURE Platinum for 

Legal — a set of enhanced password and data security measures to give your bizhub MFP 

an extra level of security.   With additional safeguards provided by your Konica Minolta 

field engineers, ensure your legal data is not just secure—it’s bizhub SECURE.
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Security and confidentiality of client information for total peace of mind.  Security features 

in compliance with HIPAA, Sarbanes-Oxley, Patriot Act, PCI, Federal Rules of Civil Procedure 

and GDPR are available for Konica Minolta MFPs to identify users and restrict access with 

secure authentication in any form.

bizhub SECURE PLATINUM 
FOR LEGAL

Advanced Solutions

At Konica Minolta, we understand your concerns 

about sensitive data and how it interacts with 

endpoint devices to stay protected from malware, 

bad actors (internal and external) and unauthorized 

device access. 

That is why we developed the bizhub SECURE 

Platinum for Legal – to ensure you have the 

resources needed to lock down and protect any 

document data stored on the bizhub’s internal 

storage media. 

Konica Minolta bizhub devices are world-renowned 

for delivering advanced protection services to 

ensure customer data is optimally secured. Your 

bizhub MFP includes, as standard, all the security 

features required by legal departments:

•	 Award-winning security service locks down, 

hardens and protects devices before being 

connected to the network

•	 Change the device administrator password

•	 Hard Drive / Solid State Drive (SSD) encryption

•	 Hard Drive / SSD password protection

•	 Auto document deletion (SSD/HDD Models 

Only)

•	 Temporary data overwrite (Hard Drive Models 

Only) 

•	 Optional industry-leading anti-malware engine

•	 Meet industry requirements for HIPAA, Sarbanes 

Oxley, PCI audits, and more.

To order your bizhub SECURE Platinum for Legal, 

simply contact your bizhub representative. Count 

on Konica Minolta to provide the MFP security 

services that your legal environment demands.

Konica Minolta’s bizhub 
SECURE Platinum for Legal 
provides the following set of 
features: 
Advanced network and storage media security 

functionality to meet the needs of law firms. bizhub 

SECURE Platinum for Legal adds an enhanced layer of 

security to network ports and protocols - to further 

safeguard your clients’ data.  

•	 Create a 20-digit secure alphanumeric password to 

lock down your bizhub storage media 

•	 Encrypt the entire contents of your bizhub SSD for 

remarkable data security 

•	 Eliminate any trace of data even after it’s been 

deleted with Temporary Data Overwrite (Temporary 

Data Overwrite conforms to DoD methods) (HDD 

Models Only)

•	 Time your bizhub MFP to auto delete any material 

located in personal or public User Boxes, System 

User Boxes, Documents and Folders (SSD/HDD 

Models Only)

•	 Disable Non-secured and unwanted Services, 

Protocols and Ports at the MFP 

•	 Enable TLS v1.3 on the MFP (self-signed certificate) 

•	 Enable Network User Authentication 

•	 Enable MFP Audit Logs
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For more information on Konica Minolta’s end-to-end security offering, including the bizhub SECURE Suite, 

please visit:  http://kmbs.konicaminolta.us/security

PARTNERSHIP
Konica Minolta can help give shape to your ideas and partner with you to achieve your corporate objectives. 

Contact us to realize opportunities in:

INFORMATION MANAGEMENT

Intelligent Information Management (IIM)

Document Management

Automated Workflow Solutions

Business Process Automation

Security and Compliance

Mobility

IT SERVICES

Application Services

Cloud Services

IT Security

Managed IT Services

IT Consulting & Projects

TECHNOLOGY

Office Multifunction Business Solutions

Commercial and Production Printers

Wide Format Printers

Laptops, Desktops and Computer Hardware

Servers and Networking Equipment

Managed Print Services (MPS)

Managed Enterprise Services

Video Security Solutions (VSS)

Monochrome Small mSD-based MFPs 3 Color Small mSD-based MFPs3 Monochrome SSD-based MFPs4 Color SSD-based MFPs4 

CHANGE ADMINISTRATOR PASSWORD1 √ √ √ √
ENABLE STORAGE MEDIA ENCRYPTION √ √ √ √
TIMED AUTOMATIC OVERWRITE OF A FILE  
IN AN ELECTRONIC FOLDER (BOX) √ √
AUTOMATIC OVERWRITE OF TEMPORARY 
IMAGE DATA2

SSD LOCK PASSWORD √ √
DISABLE UNPROTECTED SERVICES,  
PROTOCOLS AND PORTS √ √ √ √
ENABLE SSL (SELF-SIGNED CERTIFICATE) √ √ √ √
ENABLE MFP AUTO LOGS √ √ √ √
ENABLE ADMINISTRATOR ACCOUNT  
AUTO LOGOFF √ √ √ √
ENABLE USER ACCOUNT AUTO LOGOFF √ √ √ √
ENABLE USER AUTHENTICATION √ √ √ √
1 �bizhub SECURE may be disabled using the customer’s unique Administrative Password. It is recommended that customers not disclose the unique Administrative Password and keep the Administrative Password in a safe place. Custom-

ers shall indemnify and hold Konica Minolta harmless of any claims, damages or costs relating to loss of data or disclosure of data due to intentional acts or omissions of others, end-user error or release of Administrative Password.
2 Applies to “non i-Series” Large MFPs with a hard drive. Automatic Overwrite of Temporary Image Data not required on i-Series MFPs due to SSD (Solid-State Drive)  technology.
3 mSD (MicroSD or micro secure digital) an internal flash memory card used for storing information.
4 SSD (Solid-State Drive) is an advanced type of storage device. 
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