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N
1 About Security

1.1 Introduction

Thank you very much for purchasing our products.

This User's Guide describes how to operate the security features of KONICA MINOLTA AccurioPress C5080 /
AccurioPress C5070 / AccurioPrint C5065, as well as instructions for use. Read through this User's Guide prior
to use to maximize this system performance and ensure effective use. After reading, be sure to keep this system
in custody.

If you have any problems, please contact the service provider.

Conformance to the 1ISO 15408 Standard

This system's security features are compatible with ISO/IEC15408 and Hard Copy Devices Protection Profile
(HCD PP v1.0). Turning Enhanced Security Mode [ON] provides robust security features. If you wish to use
this system in an ISO/IEC15408 certified configuration, please contact your administrator.

Note

In this document, the term "job" is used to refer to image data with print settings information.

This User's Guide describes the following:

° TOE name: KONICA MINOLTA AccurioPress C5080 / AccurioPress C5070 / AccurioPrint C5065 with
UK-112

° Version: GM0-11
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1.2 About Security Features 1

1.2 About Security Features

This system allows the administrator to choose whether to use Enhanced Security Mode.

When using Enhanced Security Mode, the security icon [FIEESIBRREN appears at the bottom right of the
screen and the following security items are enhanced.

1.2.1 Contents of Enhanced Security Mode

To Strengthen Password

There are 3 types of security-related Password.
. Administrator Password

° User Password

° Account Password

Administrator Password can be 8 to 64 character strings. If you enter a Password of 64 characters or longer,
the last character is recognized as the 64th character. Character types are single-byte alphanumeric
characters (alphabetic characters are case sensitive) and the following symbols (33 characters).

SAN@[]:, N ES% & ()=~ [+ <>

User Password can be 8 to 64 character strings (less than 8 character User Password is disabled in Enhanced
Security Mode). If you enter a Password of 64 characters or longer, the last character is recognized as the
64th character. Character types are single-byte alphanumeric characters (alphabetic characters are case
sensitive), single-byte spaces, and the following symbols (32 characters).

SAN@[]:;, /N ES%& ()=~ {+*)<>7_

Account Password can be 8 character strings (less than 8 character Account Password is disabled in
Enhanced Security Mode). If you enter a Password of 8 characters or longer, the last character is recognized
as the 8th character. Character types are single-byte alphanumeric characters (alphabetic characters are
case sensitive).

If an incorrect Password is entered when entering the above 3 types of Password, re-entry will not be
accepted for approximately 5 seconds. Also, if the User Password is entered incorrectly 3 consecutive times
on the Control panel, the account will be locked, and it will not be possible to carry out authentication.
Unlocking the account requires an operation by the administrator. Follow the steps below to perform the
unlock operation.

1. Press [Security Setting], [Security Details], and [Restrict Authentication Op.] on Administrator Setting menu
screen in that order.

2. Press [Lock Release]. This releases the access lock status caused by an authentication failure.

If you forget security-related Password, take the following actions depending on the type of Password.
. If you forget User Password or Account Password, please contact your administrator.
° If you forget the Adminstrator Password, contact the service provider.

To prevent unauthorized accesses and falsification, change Password regularly.

Strengthening Data Protection

When you set up Enhanced Security Mode, encryption enhances the security of all images in this system
Store.

It also protects the following data managed by the administrator.

° User's data

° Data to manage the machine

AccurioPress C5080 / AccurioPress C5070 / AccurioPrint C5065 1-3



1.2

About Security Features 1

Access to Data

When Enhanced Security Mode is set, authentication is required when accessing the data as shown below.

° Since Authentication Method is set to MFP Authentication, when you Store data to an HDD or output
Store data to an HDD, you must enter User Name and Password for User Authentication.

° Aborting a copy job can be operated only by the job owner. When you press Stop to abort a job, if you
are not logged in or if a different user than the job owner is logged in, User Authentication will be
requested. Please enter the user name and password of the job owner. Only if the authentication is
successful, the job will be aborted.

° User Authentication is required when deleting jobs from the [Reserved Job] screen of JOB LIST screen.
Enter the job owner's User Name and Password. Deletes the job only if authentication is successful.
You can only delete jobs in the [Reserved Job] screen. Jobs cannot be operated from the Spool and
Schedule screen of JOB LIST screen.

° In Enhanced Security mode, only administrators can change the settings for Scan Address Register.

Anyone, including unauthenticated users, can view the transmission history of scan data sent by scan
operations, the history of output by copy operations, the un-output history which is the history of jobs
whose output has been canceled, and the output reservations of jobs whose output has not been
completed.

Prohibition of External Access

You cannot access from any telephone lines (including CS Remote Care).

Application Limitation

When Enhanced Security Mode is on, the following functions cannot be used.
° Web Connection
° Web Utilities

Certification of the Administrator

The administrator's authentication data is set by the service provider. The administrator enters Administrator
Password to be authenticated. Only 1 authentication data can be registered for the machine.

Administrator Mode

Once Administrator Password entered by the administrator is authenticated, the machine goes into
administrator mode. In administrator mode, you can change the settings of various functions.

If you leave this system while using administrator mode, be sure to exit administrator mode. If the timeout
does not occur for 30 minutes in administrator mode, the system automatically logs out.

IC Card

When Enhanced Security Mode is turned on, User Authentication using IC cards is disabled.

Function Permission of USB Ports

When Enhanced Security Mode is turned on, the USB port functions other than USB Flash Drive ISW function
are disabled.

Auditing Functions

You can Store operations and job histories that have been performed with this system to the server. You can
track fraud on this system.
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2 User Edition

2.1 User Auth./Account Track Function

Prior to using this system, authenticate that you are a legitimate user using User Name, Account Name, Pass-
word, etc. User Authentication manages individuals, and Account Track manages groups and users.

2.1.1 How to User Authentication

Describe how to enter User Name and User Password to obtain User Authentication and how to enter Ac-
count Name and Account Password to obtain Account Authentication.

v

v

Users assigned User Name or User Password use the machine within the limits of the administrator-
configured functions and outputs.

Users assigned a Account Name or Account Password use the machine within the limits of the func-
tions and outputs set by the administrator.

Depending on the administrator's setting, authentication may be obtained only by User Authentication
or Account Authentication, or both authentications may be required.

To avoid unauthorized operation by a third-party, do not leave the area while operating the machine
under authentication. If you must leave the area, be sure to press the Access on the Control panel to
log out. While under authentication, if the operation is not performed within the time specified in the
Auto Reset Setting (up to 9 minutes) and goes into timeout, you will be automatically logged out. Be
aware that since the Auto Reset Setting can be changed by any user, it is possible that you may not be
logged out until up to 9 minutes have passed. Please note.

This system displays the authentication screen whenever you use a feature that requires authentication.
In this case, Password is not authenticated if it is not set to the minimum number of password charac-
ters (default: 8) or more of Password set by the administrator using single-byte alphanumeric characters
or symbols. If the input is incorrect during authentication, the input cannot be re-entered for 5 seconds.

Enter up to 64 single-byte alphanumeric characters and symbols for User Name, 8 to 64 single-byte
alphanumeric characters (alphabetic characters are case sensitive), single-byte spaces, and symbols
for User Password, 8 single-byte alphanumeric characters for Account Name, and 8 single-byte alpha-
numeric characters for Account Password. User Password and Account Password that are less than
the minimum number of password characters (default: 8) set by the administrator cannot be used in
Enhanced Security Mode.

When using the Enhanced Security Mode, the authentication screen is displayed on the screen for ex-
ecuting the Print, Scan, Copy, and Job HDD Store/Export/Editing functions.
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21 User Auth./Account Track Function 2

1 Enter the requested User Name, User Password, Account Name, Account Password. One of the fol-
lowing screens is displayed. Follow the instructions for each entry.
= When the following screen is displayed, enter User Name and User Password.

= [f the administrator has set up the [Synchronize User Authen-tication & Account Track] function, if
Account Name has not been set up in advance in User Registration, then User Name and User Pass-
word do not authenticate.

VACHINE | BB JOBLIST | @ RECAL | *@  STORE =]

m Please enter the user name and password

User Authentication

< User Authentication >

= When the following screen is displayed, enter the Account Password set for Account Name.

MACHINE B wBLIST “§ RECALL =

m Please enter password

Account Authent ication

< Account Authentication >

©11:18 QReady to receive

= When the following screen is displayed, enter Account Name and the Account Password set for Ac-
count Name.

MACHINE B JBLIST & RECALL =

Please snter account name and

passwor ——
0.000%

Account Authent ication

< Account Authentication >

(D11:18 QyReady to receive
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2.1 User Auth./Account Track Function 2

= When the following screen is displayed, enter User Name, User Password, Account Name and Ac-
count Password.

B MACHINE B wBLIST “§ RECALL

Please enter user name, account name
and password

User Auth. / Account Auth.

< User Authentication >

< Account Authentication >

©11:18 QReady to receive

2 Press [OK] or the Access on the Control panel.

The accessed screen is displayed.

=> [Counter Remaining (Max.): User Authentication $#######(S######4#)] is displayed and it may not
be used. Contact your administrator.

= Even if it is authenticated, some functions in [Print] and [Recall] may not be available in the admin-
istrator's settings. Contact your administrator.

3  Start work.

Normal operation is possible.

= When the reset function is activated, the screen will be replaced with the MACHINE Screen. To op-
erate the screen that requires authentication, obtain authentication again.

NOTICE
Do not use the Interrupt button.

4 Atter finishing the work, press the Access on the Control panel.

The authentication screen is displayed to disable operation.
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2.2 Password Change Function

You can change Password required by User Authentication. It is recommended that users reconfigure their
own Password after the administrator has User Registration.

NOTICE
When you change User Password without obtaining User Authentication, you must enter User Name assigned
to User Password to be changed.

How to Change Password

v
v

3

User Password should never be known to other users.

Do not leave this place while you are authenticating and operating this system. Be sure to log out when
you have to leave the place.

Press the Utility/Counter button on the Control panel to open the UTILITY screen.
Press [User Setting].

UTILITY.

Utility Menu
Please select one of following itens

05 Quick Security Setting ,

Details Counter System Information

Exit [UTILITY]

User Setting Menu screen is displayed.
Press [Change Password].

UTILITY.

User Setting Menu
Please select one of following itens

Exit [UTILITY]

Change Password screen is displayed.

AccurioPress C5080 / AccurioPress C5070 / AccurioPrint C5065 2-5



2.2

Password Change Function

4 Press [User Name] to enter User Name assigned to Password to be changed.

< Change Password >
Please enter password

Change Password

Cancel

m Please enter user nane

Cancel

Press [OK].

5  Press [Current Password] to enter the current Password corresponding to User Name entered in step 4.

m Please enter current password

Cancel

Press [OK].
The entered Password is displayed as *******.
= Single-byte alphabetic characters are case sensitive.
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= If you enter an incorrect password or a password containing fewer single-byte alphanumeric char-
acters than the minimum number of password characters (default: 8) set by the administrator and
press [OK], the message [Password does not match] will be displayed and no keys or buttons will
function for 5 seconds. Enter the correct Password again 5 seconds later.

Upon successful authentication, Change Password screen is displayed.

Set a new Password.

- Press [New Password] to enter the new Password corresponding to User Name entered in step 4.

= For User Password, enter 8 to 64 characters in single-byte alphanumeric characters (upper case
and lower case for alphanumeric characters) and symbols.

- The Current Password cannot be configured as a New Password.

UTILITY.

m Please enter new password

Change Password

Press [OK].

NOTICE
Do not set Password such as name, birthday, employee number, etc. that can be easily guessed by oth-
ers.

Enter the same Password again for verification.

= Press [Input Confirmation] and enter New Password again.
Press [OK].

Press [OK].

= If this is not confirmed, press [Cancel]. Both will return to [User Setting Menu] screen.

Press [Close€].
Returns to the UTILITY screen.
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2.3 HDD Store Function in Enhanced Security Mode
Unlike normal mode, only user-created Store jobs can be accessed during Enhanced Security Mode. Note
that Store jobs created by other users cannot be accessed.
The administrator can check the list of jobs for all users and delete jobs, but cannot perform functions such
as creating, recalling, and editing jobs.
The administrator should alert the user that [OFF] is selected when Enhanced Security Mode is temporarily
set to [OFF] for any reason.
NOTICE
If the HDD is running out of space during data Store, [HDD is full and files cannot be Store] is displayed, and
Store process is aborted. Delete unnecessary files from the HDD and try again. Do not use the Public folder
if you do not want the created job to be accessed by other users.
2.3.1 Recall HDD Store Jobs

This section describes how to recall HDD Store jobs during Enhanced Security Mode.

The [RECALL] option for an HDD Store job is the selection of whether to print the job, temporarily Store it, or
temporarily combine the print and Store, and the selection of how to print it.

HDD Store jobs Store the set number of copies, but can be changed arbitrarily when recalling.

1 Press [RECALL] and press [User Name] in the displayed User Authentication screen.

S MACHINE B e LisT S RECALL

m Please enter the user nane and password

(D 11:18 QyReady to receive

User Name entry screen is displayed.
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2.3 HDD Store Function in Enhanced Security Mode

2 Enter the set User Name and press [OK].

= You can enter up to 64 single-byte alphanumeric characters and symbols for User Name. Single-

byte alphabetic characters are case sensitive.

S MACHINE B ueLisT S RECAL Y&  STORE

E] Please enter user nane

User Name

Return to User Authentication screen.
3 Press [Password].

S MACHINE B ueLisT S RECAL Y&  STORE

E] Please enter password

Password

Password entry screen is displayed.

4 Enter the set Password and press [OK].

- Enter 8 to 64 characters in single-byte alphanumeric characters and symbols for User Password.

= If you enter an incorrect password or a password containing fewer single-byte alphanumeric char-
acters than the minimum number of password characters (default: 8) set by the administrator and
press [OK], the [Authentication failed] dialog box will be displayed. Press [OK] to enter the correct

Password.
Return to User Authentication screen.

5  Press [OK].
RECALL screen is displayed.
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2.3 HDD Store Function in Enhanced Security Mode

6 Select the location (root directory, folder, and boxes) where HDD Store jobs are being Store.

= [f Password is set in the folders or boxes, enter Password.

RECALL

l;ecall the file from HI

DD
ile in HOD can be output or transnitted

__| Root. Directory

_ File Name Repetition
cting File Nare

B IO

7/  Select the job to recall.

Press the job field of the job to recall from the list.
NOTICE

In Enhanced Security Mode, a job is sent to a computer on the network. (FTP/SMB/webDAV) cannot be

used.

= If the recall job is not displayed, press [¥] or [A] to display the desired job.
- Press JOB LIST to sort the titles in the order in which they are sorted.

\CHINE B B LIST |Sss. RECALL

Recall the file from HDD
File in HOD can be output or transmitted

cting File Name

user|

user|

(D 11:18 DiReady to receive

= To select multiple jobs, press [Multi-Sel.] to select the job.
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2.3 HDD Store Function in Enhanced Security Mode 2

= To select all jobs, press [All Select]. All jobs are selected and [Multi-Sel.] is highlighted instead.

ACHINE B JBLIsT |Ss  RECALL

Recall the file from HOD
File in HDD can be output or transmitted

2 Name B Delete

User Name Las P Sets

El _ E FTP/SMB/WebDAY

8  Press [Recall].

9  Select the recalling method.

= Select [Print] to output.
= Select [Print&Hold] to output and temporarily store jobs simultaneously.
= Select [Hold] to store jobs temporarily without outputting.

ACHINE B JBLIsT |Ss  RECALL

Recall the file from HOD
File in HDD can be output or transmitted

(D 11:18 QyReady to receive

10 When [Print] or [Print&Hold] is selected, select the output method.

= Select [Normal] to output the number of copies set for the job.

= Select [Proof] to output only 1 copy to check the output.

= Select [Proof(1st)] to output only the first sheet to check the output.

= Select [Wait] to turn the job to Reserved Job and the output is stopped.
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11 Select the output target.

= Select [All Sheets] to place the target on all sheets.

= Select [Specify Sheet] to specify the target sheet in the [Specify Sheet] screen. If multiple jobs are
selected, [Sheet Specify] cannot be used.

= Specify the sheet with a number. If you specify multiple sheets, separate them with a comma
(e.g. 2, 4, 6). For consecutive sheets, specify a range by hyphen (e.g. 2-5).

- Select the output method for the specified sheet.

[Divided]:

Outputs the specified sheet while the existing job ticket is maintained. The [Stamp/Page No.] is re-shak-

en in the specified sheet.

[Replacement]:

Outputs a specified sheet for replacing a previously output job. [Staple], [Fold & Staple], and [Sort] are

released. The [Creep Adjustment] and [Stamp/Page No.] settings of the Booklet are retained when out-
putting all sheets.

S MACHINE B e LisT S RECALL

Recall the file from HOD
File in HDD can be output or transmitted

12 usethe Keypad on the Control panel to change the number of copies of the output.

= Displays the number of copies set for the job, but can be changed and output. Even if you change
it, the number of copies that are originally configured for HDD Store jobs will remain unchanged.

= Enter the number using the Keypad on the Control panel. You can enter between 1 to 9,999.

S MACHINE B ueLisT S RECAL Y=  STORE

Recall the file from HDD

File in HOD can be output or transmitted T TR0
0 [Memor 0.000%
0 |Insp. Menory  0.000:

Output Method to Print
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2.3 HDD Store Function in Enhanced Security Mode 2

= When multiple jobs are selected, [----] is displayed. The output cannot be performed unless the
number of copies is entered. The number of Copies entered will be reflected in all selected Jobs,
but the job information for the number of Copies set will not be rewritten.

ACHINE B B LIST |Sss. RECALL

Recall the file from HDD
File in HOD can be output or transmitted

The nunber of sets will be applied to all the selected jobs

OQutput Method

PrintgHold
Specify Sheet Output Method to Print

(D 11:18 DiReady to receive

13 Press [OK] in the dialog.
Recall out as specified in Step 9, Step 10, and Step 11.

23.2 Delete HDD Store Jobs
This section describes how to delete HDD Store jobs in Enhanced Security Mode.

You can delete multiple jobs at once.

1 Press the [RECALL] tab to display the [RECALL] screen.
The [Root Directory] screen of the [RECALL] screen is displayed.

2 Displays Store location of the HDD Store jobs that you want to delete.

= Select the location (root directory, folder, and boxes) where HDD Store jobs are being Store. If Pass-
word is set in the folders or boxes, enter Password.

B B LIST |Sss. RECALL &  STORE
ecall the file fron HDD .
File in HOD can be output or transmitted

__| Root. Directory

_ File Name Repetition

Selecting File

B IO
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2.3 HDD Store Function in Enhanced Security Mode 2

3  Selectthe job to delete.

Press the job field of the job that you want to delete from the list.

RECALL

Recall the file from HDD
File in HOD can be output or transmitted

cting File Name

= To select multiple jobs, press [Multi-Sel.] to select the job.
= To select all jobs, press [All Select]. All jobs are selected and [Multi-Sel.] is highlighted instead.

4 Press [Delete].

5  Press [Yes].

= To cancel deletion, press [NOJ.

\CHINE B B LIST |Sss. RECALL

Recall the file from HOD .
File in HOD can be output or transmitted

(D 11:18 DiReady to receive

Deletes the selected job and returns to the [RECALL] screen.
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