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1.1

1.1.1

Security

Introduction

Thank you for purchasing our product.

This User's Guide contains the operating procedures and precautions to be used when using the security
functions offered by the bizhub C4051i/C3351i machine. To ensure the best possible performance and ef-
fective use of the machine, read this manual thoroughly before using the security functions. The administrator
of the machine should keep this manual for ready reference. The manual should be of great help in finding
solutions to operating problems and questions.

This User's Guide (version 1.00) covers the following.

TOE name KONICA MINOLTA bizhub C4051i/bizhub C3351i with FK-517

G00-R2

Version

Persons using the machine

Persons using the machine are categorized into a user and an administrator. A user, in particular, who has
registered in the machine, is represented as a registered user. The administrator is categorized into two
types: one is implemented on the machine in advance; and the other is registered by the implemented ad-
ministrator. The former is called the administrator of the machine and the latter is called the user administra-
tor.

The user administrator is a user who is given the authority to operate the machine as an administrator. The

administrator of the machine or the user administrator can register the user administrator. In the ISO15408

certification of the machine, "Give all rights" is set to the user administrator, he/she makes evaluation. Note

that the user administrator should be responsible for Precautions for Operation Control. For details, see

page 1-12.

The differences from the administrator of the machine are as follows:

. The same procedure as a user applies to the user administrator when he or she changes the password
or fails authentication.

. To change password of the user, log on to the user mode.

The table below indicates the available operations for each of the user and the administrator.

Mode Description Display Available Operation

User mode A state having been logged on User ¢ Functions for the job display screen
through the user interface au- e Functions for the user screen
thenticated by the user or the Available operations depend on each
user administrator interface
A state having been logged on Adminis- ¢ Functions for the administrator
through the interface for ac- trator screen

cess to the user mode by the
user administrator or the ad-
ministrator of the machine

Administrator
mode

A state having been logged on
through the interface for ac-
cess to the administrator
mode by the user administra-
tor or the administrator of the
machine

e Functions for the job display screen

e Some functions for the user screen
(information display, job display,
and boxes)

Available operations depend on each

interface, and the user administrator or

the administrator of the machine

": This interface authenticates the user administrator and the administrator of the machine.

Tips

. A job being receiving a password encrypted PDF is not displayed in the job list.
° Below, the administrator collectively means both the administrator of the machine and the user admin-

istrator.

bizhub C4051i/C3351i



1.1 Introduction 1

The administrator mode is used in the description of the administrator screen operatable by the admin-

istrator of the machine (administrator mode) and the user administrator (administrator mode).

in the HTML user's guide.

The administrator of the machine (administrator mode) is referred to as the Administrator Setting mode

1.1.2 Relation between user and job deletion
Job Interface Mode (display) Job deletion
Print"! Control Panel User mode Select the job performed by the user
Receive a fax Web Connection (user) from Job List and delete the job.
(print a received - - -
document) User mode Select a job from Job List and delete it.

(administrator)

Scan2 Control Panel - Execute stop or tap [Stop] on the
Copy 2 screen while the scanner unit is read-

Send a fax 2

ing a document to select a job from the
displayed list of jobs currently stopped
and delete the job.

Control Panel User mode Select the job performed by the user
Web Connection (user) from Job List and delete the job.
User mode Select a job from Job List and delete it.

(administrator)

Store in the user
box

Control Panel

Execute stop or tap [Stop] on the
screen while the scanner unit is read-
ing a document to select a job from the
displayed list of jobs currently stopped
and delete the job. 8

Control Panel User mode Select the job performed by the user
Web Connection (user) from Job List and delete the job.
User mode Select a job from Job List and delete it.

(administrator)

Read a document Control Panel User mode Select the job performed by the user
stored in the user Web Connection (user) from Job List and delete the job.
box

User mode Select a job from Job List and delete it.

(administrator)

Print a document
stored in the per-
sonal user box ™

Control Panel

Tap [Stop] during printing to select a
job from the displayed list of jobs cur-
rently stopped and delete the job.

"3 The document is not stored.

"4 The document is not deleted.

"2: The document contained in the job is also deleted.

"1 With ID & Print User Box, the document contained in the job is also deleted.

bizhub C4051i/C3351i
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1.2

1.2.1

Compliance with the 1ISO15408 Standard

When the [Enhanced Security Mode] on this machine is set to [ON], more enhanced security functions are
available.

The security function of this machine shall comply with PP and Errata described below.
PP Name: Protection Profile for Hardcopy Devices
PP Version: 1.0 dated September 10, 2015

Errata: Protection Profile for Hardcopy Devices-v1.0 Errata #1. June 2017

Hardware and software

The following lists the software, hardware, and their versions used for the ISO15408 evaluation for this ma-
chine.

The user should appropriately manage the hardware and software used with the machine on his or her own
responsibility.

Hardware/software Version, and so on

Printer Driver © 2003 KONICA MINOLTA, INC.
Universal / Generic Universal
PCL: Ver. 3.9.525.0

PS: Ver. 3.9.525.0

External authentication server Windows Server 2019 Std
DNS server Windows Server 2019 Std
WebDAV server apache? 2.4.46

Audit log server

SMB server samba 4.13.5

SMTP server Postfix 3.5.6

‘Install a server compliant with the SMTP protocol (conforms to RFC2821) for the transmission mail server.
The SMTP authentication settings must match between the server and the MFP. See the HTML user's guide
for the setting procedure in details.

"The copyright display and name of the printer driver can be displayed from the printer driver. See "Home >
Print > Printer Driver Settings > What You Can Do with the Initial Settings" on the HTML user's guide for how
to display in details.

bizhub C4051i/C3351i 1-4
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1.2.2

Operating precautions

The machine gives an alarm message or an alarm sound (peep) when a wrong operation is performed or a

wrong entry is made during operation of the machine. (No "peep" alarm sound is issued if a specific sound
setting in Sound Setting of Accessibility is set to [OFF].) If the alarm message or alarm sound is given, perform
the correct operation or make the correct entry according to the instructions given by the message or other
means.

The administrator must not leave the machine with each setting screen left displayed before, during, and after
access to each mode. Leaving the machine with each setting screen left displayed may result in a risk that
the settings and critical information may be falsified. If he or she has to leave the machine, make sure that he
or she logs out and returns the screen to the authentication screen.

The administrator must make sure that each individual general user logs out and returns the screen to the
authentication screen if he or she leaves the machine with each mode screen left displayed before, during,
and after access to each mode.

If an error message appears during operation of the machine, perform steps as instructed by the message.
For details of the error messages, refer to the User’s Guide furnished with the machine. If the error cannot be
remedied, contact your service representative.

If the network connection fails during use of the machine, check the LAN cable connection and the network
settings, or turn OFF/ON the power.

In the event of an error appearing on the control panel of the machine and stop during use Web Connection,
turn OFF/ON the main power switch of the machine and restart.

As an action against a failure in high-trust communication connection, check the cable connection status, the
audit log, the status of the communication counterpart, settings, and the like to identify and respond to the
cause of the error. When how to deal with the error cannot be figured out, contact your service representative.

Restart the machine, if an illegal parameter is entered.
The Web Connection functions can be used only if the setting is made to accept "Cookie."

For any query, request, or opinion concerning the machine, please contact your dealer from which you pur-
chased your machine or Service Representative.

Any notice concerning this machine will be given in writing by the dealer from which you purchased your ma-
chine or Service Representative.

bizhub C4051i/C3351i 1-5
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1.3 Installation procedure

If you want to use the Enhanced Security Mode, the administrator must complete the installation procedure
by setting the procedure described in this section and the procedure described in "1.3.1 Setting of password
rules" and "1.3.17 Check of device information" in this order, and then "1.5.7 Operation and control of the
machine". If you are unable to perform the given procedures, contact the service engineer (CE).

This machine can be used under the structure that has obtained the ISO/IEC15408 certification.

This machine (bizhub C4051i, bizhub C3351i) has obtained the certification with the TOE version G00-R2
where the firmware and fax kit are constructed in. This fax kit will have been assembled by the service engi-
neer (CE) when you received it.

The administrator should confirm that the machine has a compliance configuration using the following meth-
od.

° Service engineer (CE): Please contact your dealer for the name of the service engineer (CE) beforehand.
So that, you can make sure that it is an authorized service engineer (CE) by checking the name when
you visit it.

° Machine: When receiving the machine, make sure that there is no unauthorized installation or modifi-
cation has been done unintentionally on it. For any abnormality, please contact your dealer. Make sure
that the model name "bizhub C4051i", "bizhub C3351i" is stated on the front door of the machine.

° Software: Make sure that the firmware version is conformable.

MFP card version
bizhub C4051i/bizhub C3351i A93E0Y0-F000-G00-R2

NOTICE
The version of the firmware certificated by ISO15408 is shown in above table.

Note that when the version has been changed after updating the firmware, it will not be guaranteed.

@ Reference

See page 1-20 for the checking method of version in details.

° Fax kit: To verify the identification, please ask the service engineer (CE) to remove the fax kit. The FK-
517 (AA1K) has a barcode number on the surface of the board with the first 4 digits beginning with
"AA1K". If the number is different, please ask the service engineer (CE) to install the correct fax kit.
Please confirm the installation of the fax kit FK-517 (AA1K) on which the identification has been verified.

@ Reference

See "Home > About This machine > Specifications of Optional Components" on the HTML user's guide or
page 1-19 for the function of FAX in details.

° Guidance: The guidance conforms to this TOE is shown below. The available languages is English.

- bizhub C4051i/C3351i User's Guide Ver. 1.00 (AAJN-9585BA-00)
- bizhub C4051i/C3351i User's Guide Security Operation 2024. 6. 17 Ver. 1.00 (AAJN-9585B-00)

. If the following optional products are installed or activated, using this machine as an ISO/IEC15408 cer-
tificated device will not be guaranteed.

- Authentication unit (AU-xxx)

- Keypad (KP-xxx)

- Security kit (SC-xxx)

- Fax kit (optional fax products not applicable to this product)
- i-Option (LK-xxx)

- Upgrade kit (UK-xxx)

- Local interface kit (EK-xxx)

- Expanded memory unit (EM-xxx)

bizhub C4051i/C3351i 1-6
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1.3.1

1.3.2

1.3.3

. The machine must be restored to its factory settings in order to restore it to a state where security can
be ensured. The administrator should contact the Service Representative and perform "1.3 Installation
procedure" again with a service engineer (CE). At that time, the service engineer (CE) will need to re-
configure the machine as necessary to restore the factory settings.

- Reregistration of various fonts and video/still image operation guide data
- Reregistration of function pattern customization data

NOTICE
Do not connect this machine to the outside network or the internet until the procedure of "Network setting"
is completed.

There is a possibility that this machine is illegally accessed from the outside because the network protection
function is not working.

When setting is performed using Web Connection, make sure that the machine is not connected to the out-
side network.

The administrator should perform the following set up procedure.

Setting of password rules
Set the password rules after restarting.

If [Administrator] is not displayed in [Utility], the startup may still be in process, or another administrator may
have been logged in.

Please wait until the machine completes the startup and becomes able to be operated, or wait until another
administrator logs out.

@ Reference

See "Home > Descriptions of Functions/Utility Keys > Password Rules" on the HTML user's guide or
page 1-18 for the setting method in details.

Setting of IP address and DNS host
Set the IP address, DNS host name, etc.

This setting is necessary when introducing the certificate necessary for IPsec using Web Connection.

@ Reference

See "Home > Descriptions of Functions/Utility Keys > TCP/IP Setting" on the HTML user's guide for the set-
ting method in details.

Setting of administrator password
Set the administrator password that satisfies the conditions of password rules.

If you entered an administrator password that does not meet the conditions of password rules, an error mes-
sage appears to deny your access.

The initial value of the administrator password is [1234567812345678].

When the usage status check screen appears, select [Restrict]. If you have selected [Allow] from the usage
status check screen by mistake, display the administrator mode, and tap [System Settings] - [List/Counter] -
[Meter Count and Device Confirmation Tx Settings] - [OFF].

NOTICE
Manage carefully not to forget the administrator password.

In the event of a forgotten it, it is necessary to initialize all the data including the hardware.

@ Reference

See "Home > Descriptions of Functions/Utility Keys > Administrator Password Setting" on the HTML users'
guide or page 2-33 for the setting method in details.

bizhub C4051i/C3351i 1-7
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1.34 Setting of user authentication

Set [ON (MFP)], [ON (External Server)] (Active Directory only), or [ON (MFP + External Server)] (Active Directory
only).

If you have selected an unexpected authentication method, please redo this setting.

When [ON (External Server)] (Active Directory only) or [ON (MFP + External Server)] (Active Directory only) is
set, make sure that the ticket holding time (Active Directory) is set to [0 minutes].

@ Reference

See "Home > Descriptions of Functions/Utility Keys > Authentication Type" on the HTML user's guide or
page 2-23 for the setting method in details.

1.3.5 Setting of accurate date and time

Set the accurate date and time to this machine. The log data to be checked when the machine is attacked is
recorded according to this setting of date and time. If inaccurate date and time are set, you may not be able
to obtain the correct information.

If the date and time has not been set accurately, please redo this setting.

@ Reference

See page 2-66 for the setting method in details.

1.3.6 Setting of job log obtaining method
Set to [Auto].
Do not select [syslog].
Select WebDAV as TX Protocol.

If settings other than above have been set, please redo this setting.

@ Reference

See page 2-34 for the setting method in details.

1.3.7 Setting of operation of ID & Print function
Set to [ON].

@ Reference

See page 2-25 for the setting method in details.

1.3.8 Setting of Memory RX
Set to [YES].
Setting of [Memory RX User Box Password] is also necessary.

If no options are displayed in this setting, there may be an installation failure of the fax kit. Please contact the
service engineer (CE).

Install the fax kit correctly, then check again from "1.3.1 Setting of password rules".

@ Reference

See page 2-32 for the setting method in details.
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1.3.9

1.3.10

1.3.11

1.3.12

Setting of FW Update (USB) Password
Set the FW Update (USB) Password that satisfies the password rules.

If you have entered a FW Update (USB) Password that does not meet the conditions of password rules, an
error message appears to deny your access.

@ Reference

See "Home > Descriptions of Functions/Utility Keys > Firmware Update (USB) Permission Setting" on the
HTML user's guide for the setting in details.

Setting of FIPS mode
Set to [ON].
With [Enhanced Security Mode] set to [ON], this setting cannot be changed.

To change this setting, set [Enhanced Security Mode] to [OFF], then [FIPS Settings] to [ON]. After that, set
[Enhanced Security Mode] to [ON].

@ Reference

See page 2-72 for the setting method in details.

Setting of function pattern customization

Select [ISO15408] at [Copy/Print Screen Pattern] and [Send/Save Screen Pattern] of the administrator mode
[System Settings] - [Custom Function Pattern Selection]. If a different pattern has been selected, please redo
this setting.

If [ISO15408] is not displayed, settings by the service engineer (CE) are required. For details, please contact
your Service Representative.

When the service engineer (CE) has performed necessary settings, check again from "1.3.1 Setting of pass-
word rules".

Setting of Enhanced Security Mode
Perform the following operations before setting [Enhanced Security Mode] to [ON].

If you have skipped the following operations and set [Enhanced Security Mode] to [ON], set [Enhanced Se-

curity Mode] to [OFF]. After the following operations have be performed, set [Enhanced Security Mode] to

[ON] again.

° Using [Administrator] - [Network] - [TCP/IP Setting] - [Quick IP Filtering] to set the IP filtering setting to
[No Filtering].

° Using [Administrator] - [Network] - [TCP/IP Setting] - [TCP/IP Setting1 (with Wireless LAN Interface Kit)]
to set the Wireless LAN setting to [Wired Setting].

° Delete an unnecessary global route CA certificate.

NOTICE

Connect the personal computer using Web Connection and this machine directly with the LAN cable (cross)
or with the LAN cable via the network HUB to construct the network where this machine and the personal
computer used by the administrator are only connected. (At this point, do not connect the machine to the
outside network or the internet. There is a possibility that this machine is illegally accessed from the outside
or critical information like password is intercepted because the network protection function is not working.)

Set [Enhanced Security Mode] to [ON] at [Administrator] - [Security].

@ Reference

See page 2-13 for the setting method in details.

See page 2-10 for setting of each security function changed by turning on [Enhanced Security Mode].
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1.3.13 Setting of IPsec communication certificate
Set the device certificate used for IPsec communication.

NOTICE

Connect the personal computer using Web Connection and this machine directly with the LAN cable (cross)
or with the LAN cable via the network HUB to construct the network where this machine and the personal
computer used by the administrator are only connected. (At this point, do not connect the machine to the
outside network or the internet. There is a possibility that this machine is illegally accessed from the outside
or critical information like password is intercepted because the network protection function is not working.)

@ Reference

See page 2-17 for the setting method in details.

1.3.14 Setting of network

Set the network according to customers' environment.

At the same time, set each server setting and the server side setting corresponding to each setting.

@ Reference

See page 2-15 for the setting method in details.

1.3.15 Check of IPsec setting for communication with each server

Make sure that IPsec has been set for communication between this machine and the DNS server/SMTP serv-
er/WebDAV server/SMB server/Audit log server.

Make sure that IP sec has been set for the communication between this machine and the client PC as nec-
essary.

If the expected IPsec setting has not been performed, check the setting in "1.3.2 Setting of IP address and
DNS host" again, and check from "1.3.13 Setting of IPsec communication certificate".

1.3.16 Check of settings banned for operation

Invalidate each function to use this machine with it disabled. See page 1-14 for each function in details.

1.3.17 Check of device information

Check that the settings to be prohibited on setting and operating the security function of this machine have
been made, and [Device Information] (Security Model) is displayed on the control panel.

If [Device Information] (Security Model) is not displayed, settings by the service engineer (CE) are required.
For details, please contact your Service Representative.

When the service engineer (CE) has performed necessary settings, check again from "1.3.1 Setting of pass-
word rules".
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1.4 Enhanced security mode

Setting the [Enhanced Security Mode] to [ON] will validate the security function of this machine. For details
of the settings of different security functions to be changed by turning [ON] the [Enhanced Security Mode],

see page 2-10.

1.4.1 Major security functions in operation under ISO15408 certification

The following describes major security functions in operation under ISO15408 certification.

Function

Description

Identification and au-
thentication function

Access control is then provided through password authentication for any ac-
cess to the Administrator Mode, user authentication mode, User Box, and a
User Box data file. Access is thereby granted only to the authenticated user.
A password that can be set must meet the Password Rules. The machine
does not accept setting of an easily decipherable password. For details of
the Password Rules, see page 1-18.

As an action against a failure in defined certification, if a wrong password is
entered, during password authentication, a predetermined number of times
(once to three times.) or more set by the administrator, the machine deter-
mines that it is unauthorized access through Prohibited Functions, prohibit-
ing any further entry of the password. By prohibiting the password entry
operation, the machine prevents unauthorized use or removal of data. The
administrator is responsible for resetting the prohibition of the password en-
try operation. For details, see page 2-22.

User limiting function

Specific functions to be used by each user may be limited. For details, see
page 2-27.

Auditing function

Information including operations performed on the machine and a job history
can be stored in the Storage or log server. Setting the job log (audit log) al-
lows an illegal act or inadequate operation performed on the machine to be
traced. For details, see page 2-34.

Network communication
protecting function

Communication data between the machine, client PC, and servers can be
encrypted using the IPsec, which prevents information leakage through
eavesdropping over the network. For details, see page 2-15.
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1.5 Precautions for operation control

This machine and the data handled by this machine should be used in an office environment that meets the

following conditions. The machine must be controlled for its operation under the following conditions to pro-

tect the data that should be protected.
1.5.1 Roles of the owner of the machine

NOTICE

An improper administrator may weaken and invalidate the security function. Besides, to maintain the security

for users who are to use the machine, the following actions must be taken.

The owner (an individual or an organization) of the machine should take full responsibility for controlling the

machine, thereby ensuring that no improper operations are performed.

° The owner of the machine should have the administrator recognize the organizational security policy
and procedure, educate him or her to comply with the guidance and documents prepared by the man-
ufacturer, and allow time for him or her to acquire required ability. The owner of the machine should
also operate and manage the machine so that the administrator can configure and operate the machine
appropriately according to the policy and procedure. If the administrator does not or cannot follow the
policy and procedure, the security function of this machine cannot be maintained.

° The owner of the machine should have users of the machine recognize the organizational security policy
and procedure, educate them to follow the policy and procedure, and operate and manage the machine
so that the users acquire the required ability. If the ability is insufficient, the administrator may not be
able to protect user's personal information, and a secure operation of the machine cannot be main-
tained.

° The owner of the machine should vest the user with authority to use the machine according to the or-
ganizational security policy and procedure. The owner of the machine must carry out it to prevent se-
curity information from being leaked by users.

° The owner of the machine should select a trustworthy person as an administrator who has sufficient
knowledge, technology, and experience to maintain the security of the machine and can take proper
actions when trouble occurs, then ask he/she to control the machine.

° The owner of the machine should operate and manage the machine so that the administrator checks
the job log (audit log) data at appropriate timing to thereby determine whether a security compromise
or a faulty condition has occurred during an operating period. Proper management makes it possible
to prevent trouble from occurring, or take prompt actions soon after a trouble occurs.

° The owner of the machine must permit only the administrator to handle the job log (audit log) data that
has automatically been distributed. The owner of the machine should also operate and manage the ma-
chine such that the job log (audit log) data is not illegally accessed, deleted, or altered. Critical informa-
tion may be leaked unintentionally.

1.5.2 Maintenance of the security environment

The owner of the machine should use the Enhanced Security Mode and maintain the operating environment
as follows.

° The client PC for operating the machine should be used in a secure state where the latest published
update program is used for the OS and applications (such a virus software, printer driver, browser, and
etc.).

° Connect the machine to the internal network which is protected by the firewall to prohibit any access
from the external network to the machine. Furthermore, control the machine to prevent the internal net-
work from being accessed by illegal devices.

NOTICE

If the machine is connected to an internal network which is not protected by the firewall, the machine may be
attacked from the external network.
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1.5.3 Roles of the administrator

The administrator should take full responsibility for controlling the machine, thereby ensuring that no improp-

er operations are performed.

° The machine administrator and the user's administrator should select a trustworthy person who has
sufficient knowledge, technology, and experience as a user's administrator, and ask he/she to control
the machine.

° When using an external authentication server, an SMTP server (mail server), a DNS server, an audit log
server, a WebDAV server, or an SMB server, each server should be appropriately managed by the ad-
ministrator and should be periodically checked to confirm that settings have not been changed without
permission.

1.54 Password usage requirements

NOTICE

Leakage of the password may result in such troubles as invalidated security function, leakage or falsification

of information.

The administrator must control the Memory RX user box password appropriately so that it may not be leaked.

The password should not be one that can be easily guessed. The user, on the other hand, should control the

user password appropriately so that it may not be leaked. Again, the password should not be one that can be

easily guessed. Furthermore, the following actions must be conformed.

Manage carefully not to forget the administrator password. In the event of a forgotten it, it is necessary to in-

itialize all the data including the hardware. Besides, necessary settings and confirmation will be disabled.

<To Achieve Effective Security>

° The administrator of the machine shall never disclose the administrator password to anyone other than
the administrator of the machine.

° Make sure that the administrator of the machine changes the administrator password regularly.

° The administrator must change the Memory RX user box password at regular intervals.

° The administrator of the machine should make sure that any number that can easily be guessed from
birthdays, employee identification numbers, and the like is not set for the administrator password.

. The administrator should make sure that any number that can easily be guessed from birthdays, em-
ployee identification numbers, and the like is not set for the Memory RX user box password.

. If a User Password has been changed, the administrator should have the corresponding user change
the password as soon as possible.

° If the administrator password has been changed by the Service Engineer, the administrator of the ma-
chine should change the administrator password as soon as possible.

° The administrator should have users ensure that the passwords set for the user authentication and the
box that can be used by the user are known only by the user concerned.

° The administrator should have users change the passwords set for the user authentication at regular
intervals.

° The administrator of the machine should have the user administrator log on to the user mode and
change his or her password in [Utility] - [Utility] - [Information] - [Change User Password] if he or she
changes the password.

° The administrator should make sure that any user does not set any number that can easily be guessed
from birthdays, employee identification numbers, and the like for the passwords set for the user authen-
tication.

1.5.5 External authentication server control requirements

The administrator and the server administrator are required to apply patches to, or perform account control
for, this machine and the external authentication server connected to the office LAN in which the machine is
installed to ensure operation control that achieves appropriate access control.

This machine can be used only after the user who uses this machine has been registered in the external au-
thentication server. The server administrator should also check registered users at regular intervals to thereby
ensure that any unnecessary users are left registered.

This machine cannot be used unless Windows Server DNS is used for the External authentication server.
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1.5.6 Security function operation setting operating requirements

The administrator should observe the following operating conditions.

The administrator should make sure that the machine is operated with the settings described in the in-
stallation procedure made properly in advance.

The administrator should make sure of correct operation control so that the machine is used with the
[Enhanced Security Mode] set to [ON].

When the [Enhanced Security Mode] is turned [OFF], the administrator is to make various settings ac-
cording to the installation checklist and then set the [Enhanced Security Mode] to [ON] again. See
page 2-10 for setting method in details.For details of settings made by the service engineer, contact
your service representative.

1.5.7 Operation and control of the machine

The administrator should perform the following operation control.

The administrator should log off from the Administrator Mode whenever the operation in the Adminis-
trator Mode is completed. The administrator of the machine should also make sure that each individual
user logs off from the user authentication mode after the operation in the user authentication mode is
completed, including operation of the user box and user box file.

During user registration and box registration, the administrator should make sure that the correct set-
tings are made for the correct users, including functional restrictions and box attributes.

The administrator should appropriately manage the device certificate (IPsec communication certificate)
and CA (certification authority) certificate for IPsec communication that have been registered in the ma-
chine.

The administrator should appropriately manage the files containing the job log (audit log) data that has
been stored in (distributed to) the server, as well as ensure that only the administrator of the machine
handles such files.

As actions to be taken when using an audit log and when an unauthorized action is found, the admin-
istrator should check the job log (audit log) data at appropriate timing, thereby determining whether a
security compromise or a faulty condition has occurred during an operating period.

The administrator should delete cache following the procedure specified for each browser when seeing
previews on a web browser because the contents can be cached on PCs and make sure that users
perform the same procedure.

The administrator should not permit the service engineer to set CS Remote Care. If connection is re-
ceived from the CS Remote Care center while CS Remote Care is not set, an error (R82) is displayed
on the machine panel.

As an action to be taken when any unauthorized fax sending and reception are detected, the adminis-
trator should check the fax reception status/user status of accessing the MFP and detect any possibility
of attack by checking the audit log.

The administrator should not permit the service engineer to enable the RS-232C interface. There will be
no response to connection received from the RS-232C interface which is disabled.

The administrator disables the following functions and operates and manages the machine under a condition
in which those functions are disabled.

Function Name Setting Procedure

Account Track Settings Using [Administrator] - [User Auth/Account Track] - [Authentication Meth-
od], set [Account Track] to [OFF].

User Box Save Setting Using [Administrator] - [Store Address], do not set [Address Book] to [Us-
er Box].

IP Filtering Using [Administrator] - [Network] - [TCP/IP Setting], set [Quick IP Filter-

ing] to Using [No Filtering].

LLMNR Setting Using [Administrator] - [Network] - [TCP/IP Setting] - [TCP/IP Settings1] -

[DNS Host], set [LLMNR Setting] to [OFF].

WINS/NetBIOS Using [Administrator] - [Network] - [SMB Setting], set [WINS/NetBIOS

Settings] to [OFF].

IP Address Fax Function’ Using [Administrator] - [Network] - [Network Fax Settings] - [Network Fax

Function Settings], set [IP Address Fax Function] to [OFF].

bizhub C4051i/C3351i 1-14



15 Precautions for operation control 1

Function Name Setting Procedure

Internet Fax Function” Using [Administrator] - [Network] - [Network Fax Settings] - [Network Fax
Function Settings], set [Internet Fax Function] to [OFF].

FTP TX Settings Using [Administrator] - [Network] - [FTP Settings] - [FTP TX Settings], set
[FTP TX] to [OFF].

SMB Server Settings Using [Administrator] - [Network] - [SMB Settings], set [SMB Server Set-
tings] to [OFF].

E-Mail RX (POP) Using [Administrator] - [Network] - [E-Mail Settings], set [E-Mail RX (POP)]
to [OFF].

SNMP Settings Using [Administrator] - [Network], set [SNMP Settings] to [OFF].

TCP Socket Settings Using [Administrator] - [Network] - [TCP Socket Setting], set [TCP Socket]
to [OFF].

WebDAV Settings Using [Administrator] - [Network] - [WebDAYV Setting] - [WebDAV Server
Settings], set [WebDAV Setting] to [OFF].

Enabling LDAP Using [Administrator] - [Network] - [LDAP Setting], set [Enabling LDAP] to
[OFF].

DPWS Settings (Printer Set- | e Using [Administrator] - [Network] - [DPWS Settings] - [Printer Set-

tings/Scanner Settings) tings], set [Print Function] to [OFF].
¢ Using [Administrator] - [Network] - [DPWS Settings] - [Scanner Set-

tings], set [Scan Function] to [OFF].

bizhub Remote Access Set- | Using [Administrator] - [Network], set [bizhub Remote Access Setting] to

ting [OFF].

Bonjour Setting Using [Administrator] - [Network] - [Bonjour Setting], set [Bonjour] to
[OFF].

LLTD Setting Using [Administrator] - [Network], set [LLTD Setting] to [OFF].

OpenAPI Setting ** Using [Administrator] - [Network] - [OpenAPI Setting] - [OpenAPI Setting],
set [Access Setting] to [OFF].

Single Sign-On Setting Using [Administrator] - [Network] - [Single Sign-On Setting] - [Domain
Login Setting], do not set [Permission Setting] to [ON].

* The setting items are displayed only when external authentication is en-
abled.

Mopria Setting e Using [Administrator] - [Network] - [Mopria Setting], set [Print Setting]

to [OFF].
e Using [Administrator] - [Network] - [Mopria Setting], set [Scan Setting]
to [OFF].

Time Adjustment Setting Using [Administrator] - [Maintenance] - [Date/Time Setting], set [Time Ad-
justment Setting] to [OFF], do not set it to [ON].

AirPrint Using [Administrators] - [Maintenance] - [Authorization function Setting] -
[Install License] - [Function Code], prohibit entering the AirPrint-enabling
code and enabling AirPrint.

File Re-TX Box Using [Administrator] - [Fax Settings] - [Function Settings], set [Incom-
plete TX Hold] to [OFF].

Report Settings Using [Administrator] - [Fax Settings] - [Report Settings], set [TX Result
Report], [Sequential TX Report], [Bulletin TX Report], [Relay TX Result Re-
port], [Activity Report], [Relay Request Report], [PC-Fax TX Error Report],
[Timer Reservation TX Report], [Confidential Rx Report], [Network Fax RX
Error Report] , [MDN Message] , [DSN Message] , [Print E-mail Message
Body] to [OFF].

PC-Fax Permission Using [Administrator] - [Fax Settings] - [Function Settings], set [PC-Fax
Permission Setting] to [OFF].

ID & Print Delete after Print Using [Administrator] - [System Settings] - [User Box Settings], set [ID &

Setting Print Delete Time] to [Always Delete].

Document Hold Setting Using [Administrator] - [System Settings] - [User Box Setting] - [Docu-
ment Hold Setting], set [Document Hold Setting] to [Hold], and set [Delete
confirmation screen.] to [OFF].

Registered Key Settings Using [Administrator] - [System Settings] - [Registered Key Settings], do
not set [Register Key 4] to [Previewl].

Do not set [Preview] and [Interrupt] to soft keys.
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Function Name

Setting Procedure

Delete Other User Jobs

Using [Administrator] - [Security] - [Restrict User Access], set [Delete Oth-
er User Jobs] to [Restrict].

Remote Service setting

Using [Administrator] - [Security] - [Security Details], set [Remote Service
setting] to [OFF].

Auto Distribution Setting

Using [Administrator] - [Security] - [Job Log Settings] - [Auto Distribution
Setting], set [SSL Setting] to [OFF].

Personal Data Security Set-
tings

Using [Administrator] - [Security] - [Security Details], set [Job History] and
[Current Job] under [Personal Data Security Settings] to [Yes].

Manual Destination Input

Using [Administrator] - [Security] - [Security Details], set [Manual Destina-
tion Input] to [Restrict].

File sending (WebDAV)

Using [Administrator] - [Store Address] - [Address Book] - [WebDAV] -

1.5.8

[New Registration], do not set [SSL Settings] to [ON].

": It will not be displayed in case of service mode where the setting is not configured (the function is set to
[OFF] when it is not displayed). Each default setting in the service mode is [OFF].

”: When you restart this machine with [Enhanced Security Mode] set to [OFF], [Access Setting] of [OpenAPI
Setting] changes to [ON].

Machine maintenance control

NOTICE

Operations not observing the following procedures may result in weakened or invalidated security function,
or take-out of parts or information.

The administrator should perform the following maintenance control activities.

When returning the lease or disposing of the machine, the administrator should take care not to leave
any confidential information inside the machine. Please contact the service engineer (CE) to securely
delete the information inside.

Provide adequate control over the machine to ensure that only the Service Engineer is able to perform
physical service operations on the machine.

Provide adequate control over the machine to ensure that any physical service operations performed
on the machine by the Service Engineer are overseen by the administrator.

The administrator should make sure that the machine is operated with all settings described in the in-
stallation procedure made properly in advance. Particularly, the administrator should thoroughly make
sure that the machine is used with [Enhanced Security Mode] set to [ON].

If [Enhanced Security Mode] is turned [OFF], the administrator should contact the Service Representa-
tive to perform together with the service engineer (CE), then set [Enhanced Security Mode] to [ON]
again. See page 2-10 for setting method in details. If the extent of the impact cannot be identified due
to concerns such as an administrator password leakage due to incorrect configuration changes, it is
necessary to restore the machine to its factory settings in order to restore it to a state where security
can be ensured. The administrator should contact the Service Representative and perform "1.3 Instal-
lation procedure" again with a service engineer (CE).

If the service engineer (CE) performs maintenance in response to trouble occurring in the enhanced se-
curity mode, perform the procedures for setting the enhanced security mode again.

Some options require that [Enhanced Security Mode] be turned [OFF] before they can be used on the
machine. If you are not sure whether a particular option to be additionally purchased is fully operational
with the [Enhanced Security Mode] turned [ON], contact your Service Representative.

Install the machine at a safe site that can be monitored and operate and manage the machine while
ensuring that the machine is protected from unauthorized physical access.

Refer to the description of each setting item for how to recover the machine from an insecure state due
to misconfiguration, etc.
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1.5.9 Precautions for using the printer driver

The following precautions should be used when the printer driver is to be used in this machine:

° When a document is to be transmitted from the PC to the machine, user registration is necessary in
advance.

° Any document that has been transmitted by a user who is yet to be registered is discarded.

. With the external server authentication, a user is registered in the machine when he or she has been
successful in identification authentication.

bizhub C4051i/C3351i 1-17



1.6

Miscellaneous

1.6 Miscellaneous
1.6.1 Password rules
Study the following table for details of the number and types of characters that can be used for each pass-
word. For details of the settings of the Password Rules, see page 2-14.
Types of Number of Types of characters Conditions for set-
passwords characters ting/changes
Administrator 8to64 | Numeric characters: 0 to 9 * A password only consist-
Password characters Alpha characters: upper and ing of identical charac-
User P q lower case letters ters cannot be registered
ser Passwor Symbols: I, #, $, %, &', (, ), or changed.
Memory RX User el < =>,2,@[ | e Thecurrent password
Box Password VA LG L), ~, +, SPACE must be entered before a
" (double quotation mark) is also change can be made in
selectable for the Memory RX the setting.
User Box password. e A new password to be
set should not be the
same as the current one.
Confidential RX 8 characters ¢ Numeric characters: 0 to 9 e Apassword only consist-
password e Symbols: *, # ing of identical charac-
ters cannot be registered
or changed.
Encrypted PDF - - e The password rules are
Password not applicable.
e Password that is set
when PDF document is
created.
": The minimum number of characters set in [Set Minimum Password Length] must be set for the password.
The default value is 15.
Precautions for Use of Umlaut
° Setting and entering an umlaut from the control panel may be disabled depending on the setting made
in this machine. However, by using Web Connection and the like, the setting and entering can be per-
formed from the client PC side. Therefore, an umlaut that is set in a password from the PC side cannot
be entered from the control panel, which means that this particular password is not usable.
NOTICE
If a password does not satisfy the password rules, as an action against a warning of password rules violation,
a message appears showing that the input password is not available. Input a password satisfying the pass-
word rules.
1.6.2 Precautions for use of various types of applications

Comply with the following requirements when using the Web Connection or an application of various other

types

The administrator should make sure that the user observes the following requirements.

The password control function of each application stores the password that has been entered in the PC
being used. Disable the password management function of each application and perform an operation
without storing a password.

Use a web browser or an application of various other types that shows "*" or "e" for the password en-
tered.

Once the password has been entered, do not leave your PC idle without logging on.
Set the web browser so that cache files are not saved.

To operate the machine through the configuration authenticated by the ISO15408, do not use any utility
that is available from the [Starting-up Data Management Utility] placed on the Web connection initial
screen.

Do not access any other site once you have logged onto the machine with the Web Connection. Ac-
cessing any other site or a link included in e-mail, in particular, can lead to execution of an unintended
type of operation. Whenever access to any other site is necessary, be sure first to log off from the ma-
chine through the Web Connection.

Do not restart the main body manually using Web Connection.
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° Using the same password a number of times increases the risk of spoofing.
° Optional applications not described in this User’s Guide are not covered by certification of ISO15408.

1.6.3 Encrypting communications
This machine guarantees encrypted communication via IPsec.
Use the machine under a network environment capable of using IPsec.
@Reference
For more information on the IPsec communications and settings for IPsec, see page 2-15.

1.6.4 Print functions
Only the following procedures are guaranteed for the print functions performed from the client PC.
° Use direct printing from the Web Connection for the print functions not performed via the printer driver.
IPP printing
IPP (Internet Printing Protocol) is a function that allows printing via the Internet by using the HTTP (HyperText
Transfer Protocol) of the TCP/IP Protocol.

1.6.5 FAX functions
Contact the Service Representative for the Fax Kit FK-517 required to use the fax functions. Do not turn off
the main power switch during transmission and reception.
If the USB port for the fax is not properly connected at the time of starting the machine, an error is displayed
on the screen after the start.
Fax transmission/reception can only be used when the fax interface of the machine is used. The fax function
performs only fax transmission/reception using the Super G3 protocol and G3 protocol in connection with
PSTN and does not accept any other commands via the public line. The machine does not have a function
to form a network bridge between PSTN and LAN.
The administrator is assigned as the user for document data and job data during fax reception. When recep-
tion is completed, data is stored in Memory RX Box and is controlled by its access right, and if F code is
specified, the user of the specified personal user box becomes the initial value of the security attribute.
Through the control panel, documents accumulated in the Memory RX User box can be printed and deleted
and the name of documents can be changed, while through the Web connection, such documents can be
deleted and downloaded.

1.6.6 USB keyboard
The USB keyboard is not used for the ISO15408 evaluation for this machine.

1.6.7 Different types of boxes

The boxes include a user box and a system box. In the operation of the user box, only a personal user box
can be used. With the personal user box, a user can create and delete a box, store documents as a file, and
print and send the file in a box, while with the system box, the Memory RX User Box, ID & Print Box, and
Password Encrypted PDF Box can be used.

To save files from the PC, store the files in a box by identification and authentication.

In this case, the total number of pages for one file cannot exceed 3000.

Type Description

Personal User Box The user registered as the owner of the personal box can store and
use documents.

Memory RX Box When a facsimile is received by the Memory RX function, it is stored
in the Memory RX User Box.

ID & Print Box Files transmitted from the client PC for printing are stored.

bizhub C4051i/C3351i 1-19



1.6

Miscellaneous 1

1.6.8

1.6.9

1.6.10

Type Description

Password Encrypted PDF Box When a password protected PDF file is printed out or stored in the
Box, the file is stored in the Password Encrypted PDF User Box.

Terminating a session and logging out

The machine allows the operator to automatically log out from or terminate a session, if it is unable to detect
an operation on the control panel or a communication packet on the network. Additionally, if a user changes
the user password on the control panel while the same user accessing the machine via Web Connection,
the session of Web Connection is terminated.

Occurrence of authentication error during external server authentication

If a user is unable to log in successfully during user authentication using the external server authentication,
possible causes include the status of connection to the external server, the condition of the external server
(the server is down), and the status of user registration with the external server such as the number of users
to be controlled by the machine reaching its limit and the user password quality on the external server.

The administrator should check these points and make the appropriate settings.

Finding the version information
<Find the version from the control panel>

v For the procedure to access the administrator mode, see page 2-2.

v Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

Tap [Utility] - [Administrator] - [Maintenance] - [ROM Version)].

= Find the version without logging on to the administrator mode.
Tap [Utility] - [Device Information].

Check the version information and the security authentication firmware version.

<Find the version from Web connection>

v/ For the procedure to access the administrator mode, see page 2-2.

v Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

Start the Web connection and access the administrator mode.
Click the [Maintenance] tab.
Click [ROM Version] from the menu.

Check the version information and the security authentication firmware version.
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S 0
2 Administrator Operations
21 Accessing the administrator mode

In administrator mode, the settings for the machine system and network can be registered or changed.

This machine implements authentication of the user of the administrator mode function through the admin-
istrator password or user password that verifies the identity as the administrator of the person who accesses
the function. During the authentication procedure, the administrator password entered for the authentication
purpose appears as "*" or "e" on the display.

When the [Enhanced Security Mode] is set to [ON], the number of times in which authentication fails is count-
ed.

NOTICE

Make sure that none of the general users of the machine will know the administrator password. Improper man-
agement may not only result in an intensionally leakage of critical information, but also expose the machine to
various risks.

The user who is given the administrative right by the administrator can access the administrator mode when
logging on as the user administrator.

The same settings as those performed with the control panel are available when the user logs on through the
Web Connection as the administrator of the machine.

211 Accessing the administrator mode
The machine does not accept access to the administrator mode under any of the following conditions. Check
the use status of the machine, then access the administrator mode again.

° The user has accessed the administrator mode through the application and control panel on the PC and
logged on to the administrator mode.

° A remote operation is being performed from an application on the PC.
. A job is being executed with the machine when the user logs on through the control panel.

° The machine has a reserved job (timer TX, fax redial waiting, and so on) when the user logs on through
the control panel.

° Immediately after the main power switch has been turned ON.
° A malfunction code is displayed on the machine.

<From the control panel as the administrator of the machine>

v Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

1 Tap [Utility] - [Administrator].

2 Enter the administrator password.

Use the keyboard to entel trator Password
Press 101 key 1

Enlarge
ULility > Adninistrator Settings Display

o ok

tzjefefsfse)r]efejof-]-]"]
e fyfu]ifofeftf1]]
e e e e e )
2o fafm] J ) ]

Space J Shift J

SBAEnlarge ON ) cancel ) 0K )

o -q # Reset Stop
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3 Tap [OK].

>

>

If a wrong administrator password is entered, a message that tells that the administrator password
does not match appears. Enter the correct administrator password.

If the [Enhanced Security Mode] is set to [ON], entry of a wrong password is counted as unautho-
rized access. If a wrong administrator password is entered a predetermined number of times (once
to three times) or more set by the administrator, a message appears saying that the machine ac-
cepts no more administrator passwords because of unauthorized access for any subsequent entry
of the administrator password. The machine is then set into an access lock state.

To cancel the access lock state, turn off, and then turn on, the main power switch of the machine.
If the main power switch is turned off and on, the access lock state is canceled after the lapse of
time set for [Release Time Settings]. When the main power switch is turned off, then on again, wait
at least 10 seconds to turn it on after turning it off. If there is no wait period between turning the
main power switch off, then on again, the machine may not function properly. For details of iden-
tification and authentication function, see page 1-11.

4 Tap [Home] or [x] to log out from the administrator mode.

- When selecting [Expert Adjustment] and [Storage Management] in [Utility] to log in to the adminis-

trator mode, tap the Reset to log out from the administrator mode.

<From the control panel as the user administrator>

1 Tap [Operation Rights], and select [Administrator].

ID & Print

Logout after Print
Login without Print

User Name

Password

—a)

o -a # Reset Stop

2 Enter the user name and the password, then tap [OK].

3 Tap [Login] to log in to this machine.

4 Tap [Home] - [Utility] - [Administrator].

User Name: Q

Enlarge
Display

In Progress Gomm. List

No. Type oc. Name / Destination ~ Time ool Copies  Status/Resul SelectJob Type @)
B Al e Guidance

=

Interrupt

@ @ 7 Reset Stop

5 The administrator mode is displayed. Perform a desired operation.

6 Tap [Home] or [x] to log out from the administrator mode.

- When selecting [Expert Adjustment] and [Storage Management] in [Utility] to log in to the adminis-

trator mode, tap the Reset to log out from the administrator mode.
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<From the Web Connection as the administrator of the machine>

v

v

6
7

Do not leave the machine with the administrator mode setting screen left shown on the display. If it is
absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

If the user who has logged in to the administrator mode using the Web connection, closes the Web
browser without clicking [Logout], [Administrator], [Storage Management], and [Expert Adjustment] in
[Utility] disappear from the control panel, which disables access to the administrator mode. This state
is canceled only if approximately 190 seconds elapse.

Different initial screens appear after you have logged on to the administrator mode depending on the
Customize setting. The descriptions herein given are concerned with the display screen set in [Meter
Counter] of Maintenance.

Start the Web browser.
Enter the IP address of the machine in the address bar to start Web Connection.

Select [Administrator] from the pull-down menu of [User Type].

Web Connection

Please select a user type to login. ® EN ~

-D:E Login

User Type Administrator -

Password

Data Management Utility

Starting-up Data Management Utility Manage Copy Protect Data ~ B

- |

Enter the administrator password in the [Password] box.

= If [Administrator] is selected, the settings for the machine system and network can be registered or
changed.

- When accessing the administrator mode using the Web Connection, enter the same administrator
password as that for the machine.

Click [Login].

= If awrong administrator password is entered, a message that tells that the authentication has failed
appears. Enter the correct administrator password.

= If the [Enhanced Security Mode] is set to [ON], entry of a wrong password is counted as unautho-
rized access. If a wrong administrator password is entered a predetermined number of times (once
to three times) or more set by the administrator, a message appears saying that the machine ac-
cepts no more administrator passwords because of unauthorized access for any subsequent entry
of the administrator password. The machine is then set into an access lock state.
To cancel the access lock state, turn off, and then turn on, the main power switch of the machine.
If the main power switch is turned off and on, the access lock state is canceled after the lapse of
time set for [Release Time Settings]. When the main power switch is turned off, then on again, wait
at least 10 seconds to turn it on after turning it off. If there is no wait period between turning the
main power switch off, then on again, the machine may not function properly. For details of iden-
tification and authentication function, see page 1-11.

Click [Logout].

Click [OK].

This allows you to log off from the administrator mode.
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<From the Web Connection as the user administrator>
1 Start the Web browser.

2 Enter the IP address of the machine in the address bar to start Web Connection.

3 Select [Registered User] from the pull-down menu of [User Type].

Web Connection

Please select a user type to login.

-D:g Login

User Type Registered User -

User Name
Password

E] Login with administrator rights.

Data Management Utility

Starting-up Data Management Utility Manage Copy Protect Data ~ a

- |

4 Enterthe user namein [User Name], the user password in [Password]. Tick the check box of [Login with
administrator rights] and click [Administrator].

Web Connection

Please select a user type to login.

-P:g Login

User Type Registered User -
User Name user1
Password 00000000

Login with administrator rights.
@ Administrator

O Administrator (User Mode)

Data Management Utility

Starting-up Data Management Utility Manage Copy Protect Data ~ m

- _J

=> If [Administrator] is selected, the settings for the machine system and network can be registered or
changed.

- When accessing the administrator mode using the Web Connection, enter the same user password
as that for the machine.

bizhub C4051i/C3351i 2-5



21 Accessing the administrator mode 2

5  Click [Login].

= If a user administrator enters a wrong user password, a message that tells that the authentication
has failed appears. Enter the correct user password.

= If the [Enhanced Security Mode] is set to [ON], the entry of a wrong user password is counted as
unauthorized access. If a wrong user password is entered a predetermined number of times (once
to three times) or more set by the administrator, a message appears saying that the machine ac-
cepts no more user passwords because of unauthorized access for any subsequent entry of the
user password. The machine is then set into an access lock state.
To cancel the access lock state, the administrator must perform the Release setting. Contact the
administrator. For details of identification and authentication function, see page 1-11.

Click [Logout].

7 Click [OK].

This allows you to log off from the administrator mode.
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21.2 Accessing the user mode

You can log on to the user mode as an administrator. In the user mode, you can check or delete a job, which
is disabled in administrator mode.
Tips

The authority relating to box settings is the same as that of administrator mode.

<From the control panel>

v The administrator must first make user authentication settings before he or she can access user mode.
For details of the user authentication, see page 2-23.

v/ Do not leave the machine while you are in the user mode. If it is absolutely necessary to leave the ma-
chine, be sure first to log off from the user mode.

1 Tap the [User Name] box.

ID & Print

Logout after Print
Login without Print

User Name

Password

—a)

o -a # Reset Stop

2 Enter "admin" in [User Name], and enter the password set for this machine in [Password].

o O - | [N
Fv

Cancell OK

o Rl 7 Reset Stop

3  Tap[OK].

4 Tap [Login].

=> If a wrong administrator password is entered, a message that tells that the authentication has failed
appears. Enter the correct administrator password.

= If the [Enhanced Security Mode] is set to [ON], entry of a wrong password is counted as unautho-
rized access. If a wrong administrator password is entered a predetermined number of times (once
to three times) or more set by the administrator, a message appears saying that the machine ac-
cepts ho more administrator passwords because of unauthorized access for any subsequent entry
of the administrator password. The machine is then set into an access lock state.
To cancel the access lock state, turn off, and then turn on, the main power switch of the machine.
If the main power switch is turned off and on, the access lock state is canceled after the lapse of
time set for [Release Time Settings]. When the main power switch is turned off, then on again, wait
at least 10 seconds to turn it on after turning it off. If there is no wait period between turning the
main power switch off, then on again, the machine may not function properly. For details of iden-
tification and authentication function, see page 1-11.
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5 Perform a desired operation.

User Name:

In Progress Com. List

No. Type Doc. Name / Destination ~ Time No.of Copies  Status/Resul Select Job Type
my Al v

Interrupt

e

Preview

o i | # Reset Stop

- To delete a job, tap [Job List] and select a target job, and then tap [Delete].

6 Tap [Close] or [ID] to log off from the user mode.

<From Web Connection>
v Do not leave the machine while you are in the user mode. If it is absolutely necessary to leave the ma-
chine, be sure first to log off from the user mode.

v If you have logged on to the user mode using the Web Connection and if you close the web browser
without clicking [Logout], the control panel remains locked for 190 sec.

v Different initial screens appear after you have logged on to the administrator mode depending on the
Customize setting. The descriptions herein given are concerned with the display screen set in [Meter
Counter] of Maintenance.

1 Start the Web browser.

2 Enter the IP address of the machine in the address bar to start Web Connection.

3 Select [Administrator (User Mode)] from the pull-down menu of [User Type].

Web Connection
Please select a user type to login. ® EN -~
)
-bm Login
User Type Administrator (User Mode) -
Password
Data Management Utility
Starting-up Data Management Utility Manage Copy Protect Data ~ a
v

4 Enter the administrator password in the [Password] box.

= If [Administrator (User Mode)] is selected, you can log on to the user mode as an administrator. In
the user mode, you can check or delete a job, which is disabled in administrator mode. Note, how-
ever, that the authority relating to box settings is the same as that of administrator mode.

bizhub C4051i/C3351i 2-8



21 Accessing the administrator mode 2
5  Click [Login].
= If awrong administrator password is entered, a message that tells that the authentication has failed
appears. Enter the correct administrator password.
= If the [Enhanced Security Mode] is set to [ON], entry of a wrong password is counted as unautho-
rized access. If a wrong administrator password is entered a predetermined number of times (once
to three times) or more set by the administrator, a message appears saying that the machine ac-
cepts no more administrator passwords because of unauthorized access for any subsequent entry
of the administrator password. The machine is then set into an access lock state.
To cancel the access lock state, turn off, and then turn on, the main power switch of the machine.
If the main power switch is turned off and on, the access lock state is canceled after the lapse of
time set for [Release Time Settings]. When the main power switch is turned off, then on again, wait
at least 10 seconds to turn it on after turning it off. If there is no wait period between turning the
main power switch off, then on again, the machine may not function properly. For details of iden-
tification and authentication function, see page 1-11.
6 Perform a desired operation.
Web Connection ¥ koucaumoLravaacaen 1 Logout Change Paseword
— Current Jobs .
et Current Jobs
Gommunication List Al
Select the Job Type and click Go. Al - B
To view the details regarding a specific job, select the corresponding Job No.
[ seectanonor
Seleot No. Job  Type  Dooument Name/Address Time Stored Job Number Status
Release Held Job Increase Priority Disp. Broadcas! Delete v
= To delete the job, click [Job]. Select the intended job and click [Delete].
7  click [Logout].
8  Click [OK].
This allows you to log off from the user mode.
213 Checking the number of wrong entries in authentication

Conditions to clear the number of times of check

In the Enhanced Security Mode, the number of wrong entries at the time of authentication is checked. The
following is the conditions for clearing or resetting the number.

<Administrator authentication>
° Authentication of administrator of the machine is successful.

<User authentication>

. Authentication of user administrator is successful.

. User authentication mode is successful.

. Release of Prohibited Functions is executed.

<Box>

° Authentication of user box is successful.
° Authentication for execution of change of user box name and user box password is successful.
° Release of Prohibited Functions is executed.
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2.2

Enhancing the security function

When alog-on to the administrator mode becomes successful, the machine enables setting of the [Enhanced
Security Mode] that allows settings for enhancing each of different security functions to be converted all at
once.

In the [Enhanced Security Mode], the machine allows selection of whether to use the [Enhanced Security
Mode] or not. If the [Enhanced Security Mode] is set to [ON], a count is taken of the number of unauthorized
accesses to the administrator authentication, user authentication, and all user boxes. A function is also set
that determines whether each password meets predetermined requirements. The security function is thus en-
hanced in the [Enhanced Security Mode].

The following settings must first be made before the [Enhanced Security Mode] is set to [ON].

NOTICE

If initialization is executed by the Service Engineer, the password rules are set to [Disable] and the adminis-
trator password is reset to the factory setting (1234567812345678). To set the administrator password and
turn [ON] the [Enhanced Security Mode] again.

Settings of all functions listed in the table below should not be changed for keeping the [Enhanced Security
Mode] to [ON].

Settings to be Made in Advance Description

Firmware Update (USB) Permis- Meet the password rules (Use the smallest number of characters
sion Setting/ (Password Priority) or more; the same character should not be used for the password.)
Password

Administrator password Meet the password rules.

The factory setting is "1234567812345678."

User authentication Check that [ON (MFP)] (the server type is Active Directory only for
external server authentication) is set.

Service settings Calls for setting made by the Service Engineer. For details, contact
your Service Representative.

Setting the [Enhanced Security Mode] to [ON] changes the setting values of the following functions.

NOTICE

If you attempt to change the settings that have been changed with the [Enhanced Security Mode] to [ON], for
partial settings a screen may appear warning you that the [Enhanced Security Mode] is to be canceled. Note
that executing change of these settings will cancel the [Enhanced Security Mode]. If [Enhanced Security
Mode] is set to [OFF], set the value when [Enhanced Security Mode] is [ON] in the table and then set [En-
hanced Security Mode] to [ON] again. If the extent of the impact cannot be identified due to concerns such
as an administrator password leakage due to incorrect configuration changes, it is necessary to restore the
machine to its factory settings in order to restore it to a state where security can be ensured. The administrator
should contact the Service Representative and perform "1.3 Installation procedure" again with a service en-
gineer (CE).

Settings for the functions that are given with the description "not to be changed" in the table below cannot
be changed with the [Enhanced Security Mode] set to [ON].

Function Name Factory Setting | When Enhanced Security Mode is set to ON

Password Rules Disable Complexity 1 (not to be changed)

If [Complexity 1] is set for password rules, the types
and number of characters to be used for each pass-
word are limited.

For details of the password rules, see page 1-18.

Prohibited Functions Mode 1 Mode 2 (not to be changed); when the number of times
is four times or more, three times is set.

The number of times can be changed to once, twice,
or three times.

Release Time settings 5 min. The setting value should be 5 min. or more (no value
less than 5 can be set)

Public User Access Restrict Restrict (not to be changed)

User Name List OFF OFF (not to be changed)

Print Without Authentica- Restrict Restrict (not to be changed)

tion
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Function Name Factory Setting | When Enhanced Security Mode is set to ON
User Box Administrator OFF OFF (not to be changed)
Setting
SSL Encryption Strength AES-256, AES-256 (not to be changed to one containing
3DES-168, strength lower than AES)
RC4-128
FTP Server ON OFF (not to be changed)
Print Data Capture Allow Restrict (not to be changed)
Network Setting Clear Enabled Restrict
(Web Connection)
Registering and Changing Allow Restrict (not to be changed)
Address by the user (Ad-
dress Book and Program)
Initialize Enabled Restrict (not to be changed)
(Network Settings)
Counter Remote Control Restrict Restrict (not to be changed)
Remote Panel Settings OFF OFF (not to be changed)
(Server Settings/Client Set-
tings)
Print Simple Auth. Restrict Restrict (not to be changed)
(Authentication Setting)
External Application Yes No (not to be changed)
Connection
Machine Update Settings No No (not to be changed)
USB Connection Permis- Allow Restrict
sion setting
QR Code Display Setting OFF OFF (not to be changed)
Enable NFC OFF OFF (not to be changed)
URL Home Settings ON OFF
FW Update (Network) Allow Restrict (not to be changed)
Perm. Sett.
Secure Boot Function Set. Disable Enable (not to be changed)
User box usage restriction No usage re- Set usage restriction (not to be changed)
striction ¢ Public User Box
e Group User Box
e Secure Print User Box
¢ Bulletin Board User Box
* Polling TX User Box
e Relay User Box
e Annotation User Box
S/MIME Comm.Setting 3DES Not to be changed to one containing strength lower
(E-Mail Text Encrypt. Meth- than 3DES
od)
S/MIME Comm.Setting OFF OFF (not to be changed)
(Automatically Obtain Cer-
tificates)
Hide Personal Information ON ON
(MIB)
Tx Result Report Print Set- | With image No image (not to be changed)
tings
(Report Image Setting)
IWS Settings ON OFF (not to be changed)
Web Browser Setting ON OFF (not to be changed)
Server Backup Setting OFF OFF (not to be changed)
WC import/export Allow Restrict
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2.2.1

Function Name

Factory Setting | When Enhanced Security Mode is set to ON

Def. operation mode set.

Basic Style Classic Style (not to be changed)

Items cleared by format

Following are the items that are cleared by format.

Whenever format is executed, be sure to set the [Enhanced Security Mode] to [ON] again.

Items of Data Cleared

Description

User Registration

Deletes user-related data that has been registered, including user names
and user passwords

Destination recipient data
files

Deletes all destination recipient data including e-mail addresses and tele-
phone numbers

Box registration data/file

Deletes all registered information and saved files relating to the following
user boxes. Data to be deleted depends on the type of user box
Memory RX user box

Password Encrypted PDF user box

e |D & Print user box

e Personal user box

Device certificate

Deletes all device certificates (SSL/TLS/IPsec certificate) but the default

(SSL/TLS/IPsec certificate) one registered in the machine

SSL Setting Set to [None]

Audit log Deletes audit log that has been registered

Image files ¢ Image files other than ID & Print documents and user box files

e Data files left in the Storage data space, used as image files and not
deleted through the general deletion operation
e Temporary data files generated during print image file processing

Enhanced Security Mode

Set [Enhanced Security Mode] to [OFF].

SSL-compliant protocol

Makes the protocol not complying with SSL

User authentication

The user authentication is set to [OFF].

Memory RX Setting

Resets to the factory setting (No)

ID & Print setting

Resets to the factory setting (OFF)

External server registration

The registration is deleted
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222 Setting the Enhanced Security Mode

v
v
v

The control panel and the Web Connection can be used for this setting.
For the procedure to call the administrator mode on the display, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

The [Enhanced Security Mode] is factory-set to [OFF]. Be sure to turn [ON] the Enhanced Security Mode
so as to enable the security function of the machine.

Call the administrator mode.
Tap [Security] - [Enhanced Security Mode].

Select [ON] and tap [OK].
= Unset items are displayed when the administrator has not set necessary items. Make the necessary
settings according to the corresponding set procedure.

= Unset items are displayed when the service engineer has not set necessary items. Contact your Ser-
vice Representative.

Any external applications registered using OpenAPI will be deleted when the Enhanced Security Mode
is set to [ON]. A confirmation message appears. Select [Yes] and tap [OK].

Make sure that a message appears prompting you to turn OFF and then ON the main power switch.
Now, turn OFF and then turn ON the main power switch.

= When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after
turning it off. if there is no wait period between turning the main power switch off, then on again,
the machine may not function properly.

= If the Enhanced Security Mode is properly set to [ON], a key icon appears at the portion on the
screen, indicating that the machine is in the Enhanced Security Mode.

- Home Screen changes to the Classic Style screen.
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2.3 Setting the password rules

2.3.1 Setting the password rules

v The control panel and the Web Connection can be used for this setting.

v For the procedure to access the administrator mode, see page 2-2.

v Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

NOTICE

Before enabling the password rules, change the currently set password so as to meet the password rules. For
details of the password rules, see page 1-18.

Under the operating and management conditions of the machine, Password Rules must be set to [Complexity

1.

1
2

Call the administrator mode.
Tap [Security] - [Security Details] - [Password Rules] - [Complexity 1].

Select [Complexity 1] from the [Password Rules] drop-down list, and set [Set Minimum Password
Length] (8 to 64 characters).

- A message indicating that the password does not meet the rule is displayed when the service engi-
neer has not set necessary items. Contact your Service Representative.

Tap [OK].

bizhub C4051i/C3351i 2-14



2.4

Setting IPsec

2.4

241

Setting IPsec

The following are the authentication algorithms for the IPsec communication.

IPsec IKE authentication algorithm SHA-2 (256bit/384bit/512bit)

IPsec ESP authentication algorithm

"The ESP authentication algorithm means HMAC-SHA. The same applies below.

IPsec setting

The Web connection needs to be used to set the device certificate and an external certificate used in the
IPsec network setting. Refer to "Home > Web Management Tool > Reinforcing Security > Encrypting Com-
munications > Using IPsec communication" in the HTML manual for registration before setting [Enhanced Se-

curity Mode] to [ON].

Any certificate other than the IPsec certificate cannot be registered.

Use [IPsec Setting] in the settings below.

Setting item Setting value

IKEv1 [Encryption Algorithm] AES-CBC (128bit/256bit)
[Authentication Algorithm] SHA-2 (256bit/384bit/512bit)
[Encryption Key Validity Period] 600 to 86,400 sec. (set within 24 hours)
[Diffie-Hellman Group] Group 14
[Negotiation Mode] Main Mode (default)

SA [Encapsulation Mode] Transport (default)
[Security Protocol] ESP
[Key Exchange Method] IKEv1 (default)
[Lifetime After Establishing SA] 600 to 28,800 sec. (set within 8 hours)
[Authentication Method] Pre-Shared Key or Digital Signature
[ESP Encryption Algorithm] AES-CBC (128bit/256bit)
[ESP Authentication Algorithm] SHA-2 (256bit/384bit/512bit)

Peer [Pre-Shared Key Text] ASCII code (22 characters)

Protocol [Protocol Setting] ON

Setting [Protocol Identification Setting] No Selection (Any)

When using [Pre-Shared Key] in the machine for the authentication method of the communication counter-
part, set a hard-to-guess value to [Pre-Shared Key Text] to prevent the value from leaking to nobody but the
counterpart, in an appropriate manner.

Do not set a value that can be easily guessed such as a birthday and an employee identification number. It
is recommended, from the viewpoint of security, to set a large-size key of 128 characters or less.

Leakage of the Pre-Shared Key strings of IPsec that have been set to the MFP results in an increased risk of
spoofing of the MFP. Set different Pre-Shared Key strings for each device and safely keep them. Set and use
strings that cannot be deciphered by dictionary attack and brute force attack, without using words in a dic-
tionary and/or easily guessable strings. This machine gains ISO/IEC15408 certification with a Pre-Shared Key
of 22 characters for ASCII input.

A certificate for the machine that has been issued by the reliable CA (certification authority) is required to
adopt [Digital Signature] for the authentication method. To verify the chain of a presented certificate, the cer-
tificate for the CA issuing the presented certificate needs to be imported. For details of the procedure, see
page 2-18.
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The administrator should regularly check the certificate for devices in communication with the machine by
using the digital signature certificate. When finding that the certificate is invalid (expired), the administrator
must immediately cease the communication with the relevant device. To resume the communication with the
device, confirm that a new certificate has been issued. For details on the procedure for changing the IPsec
communication settings, refer to the HTML User's Guide.

Use [Enable IPsec] in the settings below.

Setting item Setting value
[IPsec] [ON]
[Default action] [Deny]
[Certificate Verification Level Settings] e Expiration Date: ON (default)
e Key Usage: OFF (default)
e Chain: ON
e Expiration Date Confirmation: OFF (default)
IPsec Policy [action]: Any of [Protected], [Allow], and [Deny]
° In the case of IPsec policy settings, to set multiple policies for the same destination, a priority will be

given to the action setting in the order of "Protected", "Deny", "Allow".

° If the rules are applied to the IPsec policy in the processing of inbound/outbound packet, the actions
are as follows.

- [Protected]: The packet will be encrypted.
- [Allow]: The packet will not be encrypted.
- [Deny]: The packet will be dropped.

NOTICE

Do not use an device certificate that is electronically signed by MD5 or SHA-1, as an increased risk results of
data to be protected being tampered with or leaked.

With FIPS enabled, only SHA-256 can be used for the digital signature certificate.

Turning off the main power switch results in discarding IKE SA (shared secret key for IKE) and IPsec SA
(shared secret key for IPsec) those are stored in the memory managed by this machine as well as the shared
key managed by each SA (key generated by converting the pre-shared key used for IPsec).

To eliminate the risk of the data to be protected being tampered with or leaked, refer to the recommended
ciphers list disclosed by, for example, NIST and CRYPTREC and use the appropriate cryptographic tech-
nique. If you turn off IPsec Setting by mistake, turn it on again according to this procedure. Also, if you set
inappropriate encryption technology to the IPsec communication parameters by mistake, turn off IPsec Set-
ting, modify the communication parameters, and then turn IPsec Setting on again. If the extent of the impact
cannot be identified due to concerns such as an administrator password leakage due to incorrect configura-
tion, it is necessary to restore the machine to its factory settings in order to restore it to a state where security
can be ensured. The administrator should contact the Service Representative and perform "1.3 Installation
procedure" again with a service engineer (CE).

If the communication is disconnected unintentionally, check the network setting again, and reboot the ma-
chine, connected server, computer or other devices constructing a network communication. Besides, check
the audit log because where the cause of an communication error may be recorded in.

Use the following browsers to ensure safety. Use of any of the following browsers achieves communication
that ensures confidentiality of the image data transmitted and received.

Google Chrome

o Latest edition

Mozilla Firefox

° Latest edition

Google Chrome is used for the ISO15408 evaluation for this machine.

v The control panel and the Web Connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

v’ Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

AN
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Call the administrator mode.
Tap [Network] - [TCP/IP Setting] - [IPsec].
Select [IPsec Setting], and tap [OK].

Make the necessary settings.

= Tap [Cancel] or [<] to go back to the previous screen.
Select [Enable IPsec], and tap [OK].

Make the necessary settings.

= Tap [OK] or [Cancel] to go back to the previous screen.
Select [Communication Check], and tap [OK].

Make the necessary settings.

- Tap [Back] to go back to the previous screen.

Tap [OK].

24.2 Introducing the device certificate for IPsec communication

To perform IPsec communication using the digital signature certificate, the certificate for the machine issued
by a reliable CA (certification authority) is needed.

When the certificate is expired, obtain the certificate again and specify it as the device certificate of the ma-
chine.

4
4
4

a A O = N

(o))

The Web Connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

Use an RSA key length of 2048 bits and SHA-256 for the IPsec certificate to be introduced to the ma-
chine.

If you introduced an incorrect IPsec certificate, delete the certificate and reintroduce a correct certifi-
cate.

Call the administrator mode.

Click [Security] - [PKI Settings] - [Device Certificate Setting].
Click [New Registration].

Select [Request a Certificate], and click [OK].

Enter information necessary for issuing the certificate and click [OK].

Certificate issuance request data to be sent to the certification authority is created.

Click [Save].

- Save the certificate issuance request data in the computer as a file.
Send the certificate issuance request data to the authority.

After the examination at the authority, the data is returned. Register it with the machine.

= Append the text data sent from the CA (certification authority) in [Security] - [PKI Settings] - [Device
Certificate Setting] - [Setting] - [Install a Certificate] in the administrator mode, and click [Install].
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2.4.3 Deleting the IPsec communication device certificate

An IPsec communication device certificate that has no longer been used can be deleted.

4
4
v

The Web Connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

If multiple device certificates are introduced, the device certificate specified as a default cannot be de-
leted. Designate another certificate as a default to delete the original default certificate.

If only one device certificate is introduced, the certificate specified as a default can be deleted.
Call the administrator mode.

Click [Security] - [PKI Settings] - [Device Certificate Setting].

Select the certificate to be deleted and click [Setting].

Select [Remove a Certificate] and click [OK].

Details on the certificate to be discarded are displayed on the screen. If no problem is found, click [OK].

24.4 Introducing the CA (certification authority) certificate for IPsec communica-

tion

Import to the machine an external certificate used for verification of the certificate chain (certificate path).

Prepare a certificate issued by the CA (certification authority) capable of authenticating the certificate of a
counterpart in communication with the machine.

4
4
4

The Web Connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

Make sure that [Security] - [Certificate Verification Setting] is [ON].
Call the administrator mode.
Click [Security] - [PKI Settings] - [External Certificate Setting].

Click [New Registration].

- Select an intermediate certificate from a reliable CA or a certificate from a reliable EE here, if needed.
Click [Reference] to specify the CA (certification authority) certificate.

Click [OK].

An import result is displayed.
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2.5 Firmware verification function at the time of starting the machine
The machine permits the user logged in to the administrator mode to set and change the firmware verification
function at the time of starting the machine.
Enabling the firmware verification function to verify whether the firmware of the machine has no problem
when the main power switch is on.
NOTICE
The machine activates "Integrity verification function for the firmware configuration data" at the time of turning
on the main power switch. If detecting an error, the machine displays a warning on the control panel, stops
the operation, and prevents reception of operations.
Error in start check
° If self-verification of firmware at the start by turning off/on the main power switch fails, "A firmware
error occurred. Please contact your Service Representative." is displayed. In this case, turn off/on the
main power switch again. If the error is still not resolved, contact the Service Representative.
2.5.1 Setting the firmware verification function
v The control panel and the Web Connection can be used for this setting.
v/ For the procedure to access the administrator mode, see page 2-2.
v’ Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.
v When this function is disabled, [Enhanced Security Mode] is turned [OFF]. After this function is enabled,
set [Enhanced Security Mode] to [ON] again.
Call the administrator mode.
Tap [Security] - [Secure Boot Function Set.].
Tap [Enable].
Tap [OK].
2.5.2 Self-test function

The machine conducts the following test items when the main power switch is turned on.

° Controller firmware, other firmware

° Library software in the firmware (such as SHA and HMAC: FIPS Security-TK)

° Library software in the firmware (DRBG)

As an action against an error that occurs on the test at startup of the machine, the machine displays a mes-

sage on the control panel, stop the operation, and reject operations. Turn off/on the main power switch for
restart. If the error is still not resolved, contact the Service Representative.
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2.6

2.6.1

Preventing unauthorized access

When a log-on to the administrator mode becomes successful, the machine enables setting of the operation
of Prohibited Functions. The machine takes a count of the cumulative number of unsuccessful accesses from
each interface to the administrator authentication, user authentication, and user box authentication to pro-
hibit the authentication operation.

Either [Mode 1] or [Mode 2] can be selected for Prohibited Functions. The factory setting is [Mode 1]. If the
[Enhanced Security Mode] is set to [ON], the setting is changed to [Mode 2] (check count: three times). It is
nonetheless possible to change the check count to select from among once, twice, or three times. If the num-
ber of check counts is four or more, the administrator password is not sufficiently protected, therefore please
follow this procedure to set the appropriate password. If the extent of the impact cannot be identified due to
concerns such as an administrator password leakage due to incorrect configuration, it is necessary to restore
the machine to its factory settings in order to restore it to a state where security can be ensured. The admin-
istrator should contact the Service Representative and perform "1.3 Installation procedure" again with a ser-
vice engineer (CE).

If [Mode 2] is selected, the Release Time Settings function is enabled. When the Administrator Authentication
is set into the access lock state, the main power switch is turned off and on and, after the lapse of a prede-
termined period of time after the machine is turned on again, the access lock state of the Administrator Au-
thentication is canceled. The Release Time Settings function allows the period of time, after the lapse of
which the access lock state of the Administrator Authentication is canceled, to be set in the range between
1 and 60 min. The factory setting is 5 min. For details of each mode, see the table below.

Mode Description

Mode 1 If authentication fails, the authentication operation (entry of the password) is prohibited
for 5 sec.

Mode 2 If authentication fails, the authentication operation (entry of the password) is prohibited
for 5 sec. The number of times, in which authentication fails, is also counted and, when
the failure count exceeds a predetermined value, the authentication operation is prohib-
ited and the machine is set into an access lock state.

NOTICE
If the access lock state of the Administrator Authentication is canceled by the Service Engineer, the setting of
the Release Time Settings function is not applied.

Making any of the following settings when the [Enhanced Security Mode] is set to [ON] will cancel the [En-
hanced Security Mode].

° Changing [Prohibited Functions] to [Mode 1]

° Changing the check count for [Prohibited Functions] to four times or more

° Setting [Release Time Settings] to 1 to 4 min.

Setting Prohibited Functions

v The control panel and the Web Connection can be used for this setting.
v For the procedure to access the administrator mode, see page 2-2.

v/ Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

v When this function is disabled or when a value out of scope is entered, [Enhanced Security Mode] is
turned [OFF]. After making a correct setting, set [Enhanced Security Mode] to [ON] again.

Call the administrator mode.
Tap [Security] - [Security Details] - [Prohibited Functions].

Tap [Mode 2].
- Select [Mode 2] when the [Enhanced Security Mode] is set to [ON]. Selecting [Mode 1] will cancel
the Enhanced Security Mode.

= Set three times or less when the [Enhanced Security Mode] is set to [ON]. Setting four times or more
will cancel the [Enhanced Security Mode].

= To change the check count, select any numerical value of 1 to 5 from the pull-down menu.
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4 Enterin [Release Time Settings] the time to cancel the access lock state of the administrator authenti-
cation.

- Release Time can be set to any value between 1 min. and 60 min. in 1-min. increments. An input
data error message appears when any value falling outside the range of 1 to 60 min. is set. Enter
the correct Release Time.

= Set 5 min. or more when the Enhanced Security Mode is set to [ON]. Setting 1 to 4 min. will cancel
the Enhanced Security Mode.

5 Tap[OK].
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2.7 Canceling the operation prohibited state

When alog-on to the administrator mode becomes successful, the machine enables the operation of Release
Setting performed for canceling the state of Prohibited Functions (access lock state) as a result of unautho-
rized access.

As an action against a failure in defined authentication, Release Setting clears the unauthorized access check
count for all user authentication and all user box authentication, resetting it to zero and canceling the opera-
tion prohibited state. Perform the following procedure to cancel the operation prohibited state.

Operation Prohibited State Canceling procedure

Administrator authentication The operation prohibited state is canceled after the main power

switch is turned off and on and the period of time set in [Release
Time Settings] elapses.

User authentication The Administrator taps [Release] to cancel the operation prohibited

User box authentication

state.

NOTICE
Never allow any general user to know the administrator password.

271 Performing release setting
v The control panel and the Web Connection can be used for this setting.
v/ For the procedure to access the administrator mode, see page 2-2.
v’ Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.
v When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after

turning it off. if there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.

Call the administrator mode.
Tap [Security] - [Security Details] - [Prohibited Functions].

Activate a function, to be disabled, in the state of operation prohibited due to unauthorized access.

- The remote panel function cannot be used when the Enhanced Security Mode is set to [ON].

Tap [OK].

This clears the unauthorized access check count of the selected function to 0 and cancels the operation
prohibited state.
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2.8

2.8.1

Setting the authentication method

When a log-on to the administrator mode becomes successful, the authentication method for user authenti-
cation is allowed to be changed.

The following three types of authentication methods available for user authentication.

Mode Description

[ON (MFP)] The authentication function of this machine is used for user authenti-
cation.

[ON (External Server)] Interacts with the authentication server used for user authentication in
(Active Directory only) the operating environment.

[ON (Main + External Server)] The authentication function of the machine may also be used, in con-
(Active Directory only) sideration of a possible problem occurring in the external authentica-
tion server.

If you have deactivated the authentication function by mistake, follow this procedure to activate the authen-
tication function again. Also, retrieve the audit log and check if there has been any use or setting changes
that were not anticipated by the machine administrator. If the extent of the impact cannot be identified due
to concerns such as an operation with administrative right by incorrect settings, it is necessary to restore the
machine to its factory settings in order to restore it to a state where security can be ensured. The adminis-
trator should contact the Service Representative and perform "1.3 Installation procedure" again with a ser-
vice engineer (CE).

If any changes related to registered users or changes in other settings are found, check these changes con-
firmed in the audit log with this User's Guide and reset it, then contact the users in question as necessary.

For details on how to retrieve the job log (audit log), see page 2-34.

NOTICE

When an identification and authentication for the administrator of the machine, or an authentication for a
Memory RX User Box Password is to be carried out, always the MFP authentication is applied regardless of
the authentication method settings.

If [ON (External Server)] is selected for the authentication method, be sure to select [Active Directory] in the
External Server Settings.

When the authentication function is disabled, [Enhanced Security Mode] is turned [OFF]. After making a cor-
rect setting, set [Enhanced Security Mode] to [ON] again.

Setting the authentication method

v The control panel and the Web Connection can be used for this setting.
v/ For the procedure to access the administrator mode, see page 2-2.

v’ Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

Call the administrator mode.
Tap [User Auth/Account Track] - [General Settings].

Select the authentication type from the pull-down menu of [User Authentication].

= To use the external server, the external server must be registered in advance. For how to make the
External Server Settings, see page 2-24.

Tap [OK].

A message appears that prompts you to clear the use control data. Now, tap [OK].
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2.8.2 Setting the external server

v The control panel and the Web Connection can be used for this setting.

v/ For the procedure to access the administrator mode, see page 2-2.

v If [ON (External Server)] is selected for the authentication method, the external server must be registered
in the machine in advance.

v Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

NOTICE

For the Kerberos protocol of the Active Directory, specify AES-128 or AES-256 instead of DES as the encryp-
tion level on the server settings.

1
2

Call the administrator mode.
Tap [User Auth/Account Track] - [External Sever Settings] - [External Sever Settings].

Select an unregistered server in the list and tap [Edit].

- To change or delete a registered server, tap the registration key of the server.
- When using the Web connection, click [Edit].

Enter the external authentication server name to be registered and the domain name of Active Directory.

= If the sever name is yet to be entered, [OK] cannot be tapped. Be sure to enter the sever name.
= A sever name that already exists cannot be redundantly registered.

Select [Active Directory] from the pull-down menu for the external authentication server type.

Make the necessary settings.

Tap [OK].
= If two or more external servers have been registered, select any desired server and tap [Set as De-
fault].

= If the same name is already registered as the external authentication server name to be entered, an
error message, "External authentication server name: There is a Server name conflict." is displayed.

= When the setting is properly completed, a message indicating that the setting has been completed
is displayed. Click [OK].
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2.9 ID & Print setting function

When a log-on to the administrator mode becomes successful, the machine enables setting of the operation
of the ID & Print Setting function.

ID & Print is a function to authenticate a user using a user name and password, then automatically print the
print jobs saved in the ID & Print user box of this machine, when user authentication is enabled.

@Related setting (for the administrator)
The administrator must first make user authentication settings before setting the ID & Print. For details of the
user authentication, see page 2-23.

2.9.1 Setting ID & Print

4
4
v
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The control panel and the Web Connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

If you turn [OFF] the ID & Print setting function by mistake, set [ON] again according to this procedure.
Call the administrator mode.

Tap [User Auth/Account Track] - [User Authentication Setting] - [Administrative Setting] - [ID & Print].
Set [ID & Print] to [ON].

Tap [OK].
- If [ON] is set, the document is stored as ID & Print document even if [Print] is selected on the printer
driver side.

= Even if [OFF] is set, the document is stored as ID & Print document if [ID & Print] is selected on the
printer driver side.
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2.10

2.10.1

System auto reset function

When a log-on to the administrator mode becomes successful, the machine enables setting of the operation
of the System Auto Reset function.

If no operations are performed for a predetermined period of time during access to the administrator mode
or user mode (during setting of user authentication) from the control panel, the System Auto Reset function
automatically causes the user to log off from the mode.

If you set the time to activate the System Auto Reset function too long, there is a risk that an unauthorized
access may occur during your absence. Set the minimum period of time within five minutes. If the time longer
than 5 minutes has been set, please redo this setting. If the extent of impact cannot be identified due to con-
cerns such as an unauthorized use of administrative right by the setting of a time longer than 5 minutes, it is
necessary to restore the machine to its factory settings in order to restore it to a state where security can be
ensured. The administrator should contact the Service Representative and perform "1.3 Installation proce-
dure" again with a service engineer (CE).

The predetermined period of time, after which the System Auto Reset function is activated, can be selected
from among nine values between 1 min. and 9 min. System Auto Reset can also be set to [OFF]. If no oper-
ations are performed for 1 min. even with System Auto Reset set to [OFF], the function causes the user to log
off from the mode automatically.

Tips
Processing of a specific job, however, takes precedence over the System Auto Reset function. That is, even
if a predetermined period of time elapses during which no operations are performed, once the processing of
the specific job has been started, the System Auto Reset function does not cause the user to log off from the
mode. The user logs off from the mode after the lapse of a predetermined period of time after the processing
of the specific job is completed.

Setting the system auto reset function

v’ The control panel and the Web Connection can be used for this setting.
v For the procedure to access the administrator mode, see page 2-2.

v Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

Call the administrator mode.
Tap [System Settings] - [Reset Settings] - [System Auto Reset].

Enter the period of time (1 min. to 9 min.) after which system auto reset is activated.

= The time for System Auto Reset can be set to a value between 1 min. and 9 min., variable in 1-min.
increments. An input data error message appears when any value falling outside the range of 1 to 9
min. is set. Enter the correct System Auto Reset Time.

= If no operations are performed for 1 min. even with System Auto Reset set to [OFF], the function is
activated to cause the user to log off from the mode automatically.

Tap [OK].
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2.11

2.11.1

User setting function

When a log-on to the administrator mode becomes successful, the machine enables registration of the user
who can use the machine. Also, the machine enables the operations of giving the administrative right to a
user, deleting a user, and changing a user password. The user administrator can access the administrator
mode.

The change, creation and deletion of settings will be applied when [OK] is tapped in step 4.

User Registration allows the user name, user password, and other user information to be registered for ena-
bling access to, or operation of, the machine. Up to 1,000 different users can be registered. User registration
allows identification and authentication of each individual user, thereby preventing unauthorized use of the
machine. The user password is controlled based on passwords that meets the password rules and the pass-
word entered is displayed as "*" or "e."

If you grant the administrative right to a user by mistake, or forget to delete unnecessary users with admin-
istrative right, delete the administrative right according to this procedure. Obtain the audit log and check if

there are any changes in the security functions that are not expected by the administrator of the machine. If
the extent of the impact cannot be identified due to incorrectly granting administrative right, it is necessary
to restore the machine to its factory settings in order to restore it to a state where security can be ensured.

The administrator should contact the Service Representative and perform "1.3 Installation procedure" again
with a service engineer (CE).

Tips
° If [ON (External Server)] (Active Directory) is set for the authentication method, it is not possible to make

user registration or change a user password from the control panel. To register or change a user, make
the settings on the server side.

° If [ON (External Server)] (Active Directory) is set for the authentication method and if a user not regis-
tered with this machine is authenticated through user authentication, that particular user name is auto-
matically registered in the machine.

° If [ON (External Server)] (Active Directory) is set for the authentication method and if a user registered
with this machine is authenticated through user authentication, that particular user name, along with
the external server name, is automatically registered in the machine. No two user names registered in
an external server may be alike.

. If the user authentication method is changed between [ON (MFP)] and [ON (External Server)], the user
information registered under the previous authentication method cannot be used under the new au-
thentication method.

° As an action to be taken when a user record is updated, if [ON (External Server)] is set for the authen-
tication method, a log-on attempt made successfully by a user who has been registered in the external
server causes a predetermined default authority to be given to this particular user. Make the individual
authority setting thereafter. Once the individual authority setting has been made, that individual author-
ity setting is valid and assigned to the user each successful log-on attempt made by the user.

° If the user authentication method is to be changed, be sure first to delete all user information used under
the old authentication method and then change the user authentication method as necessary.
When a registered user is deleted, the personal user box owned by the user who has been deleted can
be deleted.

° If [ON (MFP)] is set for the authentication method, a specific registered user may be temporarily sus-
pended from using the machine or a suspended user may be allowed to use the machine again. While
a user is suspended from using the machine, he or she cannot log onto the machine.

Making user setting

v The control panel and the Web Connection can be used for this setting.
v For the procedure to access the administrator mode, see page 2-2.

v/ Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

v For more detailed setting items for the user setting, see [Home] - [Descriptions of Functions / Utility
Keys] - [Utility] - [Administrator] - [User Auth/Account Track] - [User Authentication Setting] - [User Reg-
istration] - [Edit] in HTML User’s Guide.

Call the administrator mode.
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2 Tap [User Auth/Account Track] - [User Authentication Setting] - [User Registration] - [New Registration].

->
->

>

To change settings for a registered user, select the registered user in question and tap [Edit].

To delete a registered user, select the intended user and tap [Delete]. If the user to be deleted owns
a personal user box, a screen for selecting the process of handling the box appears. Delete the per-
sonal user box that was owned. Deleting the owned box also deletes the stored documents.

If a registered user currently logged in is selected, [Edit] and [Delete] cannot be used.

3 Make the necessary settings.

->
>
>

>

>

>

The registration No. that has already been registered cannot redundantly be used.
A user name that already exists cannot be redundantly registered.

To temporarily prevent the registered user from using the machine, select [Stop Job] from the pull-
down menu of [Pause].

To restrict the functions the user can use, use [Function Permission] and set Allow or Restrict for
each function.

To assign the administrative right to the user, select [Allow] for [Give all rights] in [Permission Set-
ting].
Tap [Cancel] to go back to the previous screen.

4 Tap[OK].

>

>

If the entered user password does not meet the password rules, a message that tells that the en-
tered user password cannot be used appears.nter the correct user password. For details of the
password rules, see page 1-18.

If the entered user password does not match, a message that tells that the user password does not
match appears. Enter the correct user password.

5  Confirmthe message indicating completion of the setting.

>

If the user administrator sets [Administrative Rights] to [OFF], the setting will not be applied until this
user administrator logs out.
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2.12

2.12.1

User box function

When a log-on to the administrator mode becomes successful, the machine enables the user box. It also al-
lows the user box password and user attributes to be changed.

Each change, creation and deletion will be applied when [OK] is tapped at the last step of each setting.
The box registration is a function to create a box in a storage as a space storing therein image files.

NOTICE
Usage restriction needs to be imposed on boxes unusable under operation and management conditions of
the machine. For details, see page 2-29.

@Related setting (for the administrator)
Setting the Memory RX function allows a received fax to be stored in the box without its being printed. Be-
cause the received faxes are forcibly stored in this box, this will prevent important faxes from being stolen or
lost and therefore enhance security. For details, see page 2-32.

Tips
. If [ON (External Server)] (Active Directory) is set for the authentication method, the same personal user

box name as that registered with the machine can be created and registered along with the external
server name. No two personal user box names registered in an external server may be alike.

° When a document is saved in a box with a box number yet to be registered specified from the PC, the
personal user box owned by the user who logged on through user authentication is automatically reg-
istered.

Assignment of the box password is optional.

° To change or delete the box information, log out first if the administrator operation is performed with
the PC (Web Connection) as well as if the user owned box is being logged in through the control panel.
If the administrator operation is performed through the control panel as well as the user owned relevant
box is being logged in from the PC (Web Connection), the user need not to log out for changing and
deletion.

Setting user box usage restriction

v The control panel and the Web Connection can be used for this setting.
v For the procedure to access the administrator mode, see page 2-2.

v Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

Call the administrator mode.
Tap [Security] - [User box usage restriction].

Select a box and tap [Limit].

=> If all boxes in this setting are changed to [Do Not Limit] during the enhanced security setting, the
screen to disable the enhanced security setting is displayed. If forcedly executed, the enhanced se-
curity setting is disabled.

=> If [Limit] is selected for each user box, use of the box will be disabled.

Tap [OK].
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2.12.2 Setting the user box

v
v
v

The control panel and the Web Connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

For the procedure to change the user attributes and user box password, see page 2-31.

For more detailed setting items for the box setting, see [Home] - [Descriptions of Functions / Utility
Keys] - [Utility] - [Administrator] - [Box] in HTML User’s Guide.

Call the administrator mode.
Tap [Box] - [User Box List] - [New Registration].

Select [Personal] in the box type and make the necessary settings.

- Only the personal user box can be used under the operation and management conditions of the ma-
chine.

Be sure to enter the user box number and user box name.

Set the box password as needed.

A user box No. that already exists cannot be redundantly registered.

Tap [User List] and select the user from the registered user list. Or, directly enter in the [User Name]
box the previously registered user name.

2 2 7

Tap [OK].
= If the entered user box password does not match, a message that tells that the user box password
does not match appears. Enter the correct user box password.

= If no owner name is entered, a message appears that tells that no owner names have been entered.
Enter the correct owner name.

= If a user name not registered with the machine is entered in the [User Name] box, a message ap-
pears that tells that the owner name entered in the box is illegal. Enter the correct owner name.
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2.12.3 Changing the user attributes and box password

The administrator can change the user attribute and the box password that have been registered.

4
4
v

The control panel and the Web Connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

Call the administrator mode.
Tap [Box] - [User Box List].

Tap [Edit] for a target box.

- Go to step 5 to change the user box password.

- Tap [Delete] to delete the box. Then, a confirmation message is displayed. Tap [OK] to delete the
box. The documents that are saved in the box are also deleted.

Select [User Box Owner is changed.] and change the owner user.
= Tap [User List] and select the user from the registered user list. Or, directly enter in the [User Name]
box the previously registered user name.

=> If the [User Box Owner is changed.] check box is not clicked, the changes made will not be validat-
ed. If the changes need to be made, make sure that the [User Box Owner is changed.] check box
has been clicked.

=> If the user box owner is changed, change the owner of the document stored in the box, too.

Select [User Box Password is changed] and enter the box password in [New Password] and [Retype
New Password] boxes.

Tap [OK].
= If the entered user box password does not match, a message that tells that the user box password
does not match appears. Enter the correct user box password.

= If no owner name is entered, a message appears that tells that no owner names have been entered.
Enter the correct owner name.

= If a user name not registered with the machine is entered in the [User Name] box, a message ap-
pears that tells that the owner name entered in the box is illegal. Enter the correct owner name.
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2.12.4 Setting Memory RX

The administrator can set the password of the Memory RX user box.

Please take care of following to improve the quality of the password to set.

Include all available types of characters of upper-case and lower-case alphabetic, numeric and sym-
bolic.

Do not use consecutive characters.
Do not use dictionary terms or names of people.

The control panel and the Web Connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

If you set [Memory RX Setting] to [OFF] by mistake, set [Memory RX Setting] to [ON] again according
to this procedure.

Call the administrator mode.

Tap [Fax Settings] - [Function Setting] - [RX Data Operation Settings]- [Memory RX Setting] - [OK].
Select [Fax Line Selection], and tap [Edit].

Enter Memory RX user box password in [Memory RX User Box Password] and [Password Confirmation]

boxes.

= If the entered Memory RX user box password does not meet the password rules, a message that
tells that the entered Memory RX user box password cannot be used appears. Enter the correct
Memory RX user box password. For details of the password rules, see page 1-18.

= [f the entered Memory RX user box password does not match, a message that tells that the Memory
RX user box password does not match appears. Enter the correct Memory RX user box password.

- To operate the saved document, the Memory RX user box password is required.

Tap [OK].

2.12.5 Batch deleting the documents in the Memory RX User Box

The administrator can delete the documents in the Memory RX User Box.

4
4
v

The control panel and the Web Connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

Call the administrator mode.
Tap [System Settings] - [User Box Setting] - [Delete all documents from Memory RX User Box].

Tap [OK].
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2.13

2.13.1

Changing the administrator password

When a log-on to the administrator mode becomes successful, the machine enables the operation of chang-
ing the administrator password required for accessing the administrator mode.

nxn

The administrator password entered for the authentication purpose appears as

NOTICE
Manage carefully not to forget the administrator password. In the event of a forgotten it, it is necessary to in-
itialize all the data including the hardware.

on the display.

Changing the administrator password

Please take care of following to improve the quality of the password to set.

° Include all available types of characters of upper-case and lower-case alphabetic, numeric and sym-
bolic.

° Do not use consecutive characters.
° Do not use dictionary terms or names of people.

v The control panel can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

v Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

AN

Call the administrator mode.
Tap [Security] - [Administrator Password Setting].

Enter the respective administrator passwords in [Current Administrator Password], [New Administrator
Password], and [Re-type New Administrator Password] boxes.

Tap [OK].

= If a wrong administrator password is entered, a message that tells that the administrator password
does not match appears. Enter the correct administrator password.

= If the [Enhanced Security Mode] is set to [ON], entry of a wrong password is counted as unautho-
rized access. If a wrong administrator password is entered a predetermined number of times (once
to three times) or more set by the administrator, the Utility screen appears and the machine is set
into an access lock state.
To cancel the access lock state, turn off, and then turn on, the main power switch of the machine.
If the main power switch is turned off and on, the access lock state is canceled after the lapse of
time set for [Release Time Settings]. When the main power switch is turned off, then on again, wait
at least 10 seconds to turn it on after turning it off. If there is no wait period between turning the
main power switch off, then on again, the machine may not function properly. For details of iden-
tification and authentication function, see page 1-11.

= If the entered administrator password does not meet the password rules, a message that tells that
the entered administrator password cannot be used appears. Enter the correct administrator pass-
word. For details of the password rules, see page 1-18.
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2.14

Obtaining job log

When a log-on to the administrator mode becomes successful, the machine enables acquisition and distri-
bution of the job log and the job log to be deleted. The job log (audit log) is a record of information on, for
example, operations performed in the machine and a job history. The log files can be saved up to 40MB.
Setting the job log function (audit log) allows an illegal act or inadequate operation performed on the machine
to be traced.

To acquire the job log, set [Auto]. If you set [OFF] to the operation of the job log function (Audit Log) by mis-
take, set [ON] again according to this procedure. Logs are not obtained while the job log function (Audit Log)
is set to [OFF].

How to acquire Description

Auto The machine serves as the WebDAV client to allow a job log file to be
distributed directly to the audit log server (WebDAV server).

*Only use the audit log server (WebDAV server) as the destination of the audit log (job log). You can select a
version of the HTTP communication protocol for WebDAV distribution from [HTTP/1.1] and [HTTP/2,
HTTP/1.1]. (Default: [HTTP/1.1])

@Related setting (for the administrator)
Job log obtains time/date information. So, set an accurate time/date in the machine in advance. For more
details on the time/date setting, see page 2-66.

Log Type Description

[Accounting Log] Enables you to obtain information relevant to paper consumption for each user.

[Counting Log] Enables you to obtain information about paper consumption and the reduction rate
of paper used for printing.

[Audit Log] Enables you to obtain user operation or job history.

e [tis recommended that audit log be backed up at regular intervals.

e The machine is capable of saving up to about 20,000 records of audit log. The
maximum number of days the records can be saved depends on the operating
condition of the machine.

e For example, identify the output volume of the audit log by operating the ma-
chine for several days and estimate adequate frequency of the backup opera-
tion.

Audit log is concerned mainly with the following events.

Log relating to jobs Jobs performed in the copy, fax, scan, print, and box
modes
Log relating to authenti- e Successful or failed administrator of the MFP au-
cation thentication
e Successful or failed user administrator authentica-
tion

Successful or failed user authentication
Successful or failed box authentication
Various settings and setting changes made by the
administrator
Starting and stopping of job log storage
Settings made by the user (Box creation, password
change)

e Turning ON/OFF the main power switch

Tips
The previously entered password is checked when changing the password through the control panel, which
prevents failing.
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2.14.1  Obtaining and deleting a job log

v
v
v

The control panel and the Web Connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

For more detailed setting items for the job log setting, see [Home] - [Descriptions of Functions / Utility
Keys] - [Utility] - [Administrator] - [Security] - [Job Log Settings] in HTML User’s Guide.

Call the administrator mode.

Tap [Security] - [Job Log Settings] - [Job Log Usage Set.].

= Click [Security] - [Job Log Settings] - [Erase Job Log] - [OK] to delete the Job Log stored in the ma-
chine.

Set [Enable Settings] to [ON], and tick the log to be acquired from the types of log to be acquired.

- When [Auto] is selected, [Overwrite] will be set to [Restrict].

Item Description

[Restrict] Displays, when the job log space in the Storage is full, an alarm indicating that no
more job logs can be stored and stops storing job logs. After this event, no more
jobs will be accepted.

= As an action to be taken when using an audit log and when an unauthorized action is found, if
[Restrict] is set for [Overwrite], the administrator should specify time or set size to thereby appropri-
ately set the trigger for automatic distribution in order to ensure that the job log space is not full.

= |If the setting for [Overwrite] is switched from [Restrict] to [Allow] after saving of job logs is started,
overwriting is enabled with the job logs saved so far left as they are.

- Tapping [Erase Job Log] erases all job logs saved in the machine.

- When the check box is selected in the obtain log type of [Job Log Settings], turn on the main power
switch and start acquiring the log to end the acquisition of the log by turning off the main power
switch.

Tap [OK].
- To perform [Automatic Log Distr Set.], perform steps 5 to 6. No setting is allowed from the Web
Connection.

Tap [Automatic Log Distr Set.] and make the necessary settings.

- Set [SSL Setting] to [OFF].
= Set [TX Protocol] to [WebDAV].

Tap [OK].
- The administrator should make sure that the job log data that has been automatically distributed is
handled only by the administrator.

= With [Overwrite] set to [Restrict] or [Auto], if acquisition and distribution of the job log continuously
fails, the space for storing the job log is full to prohibit the job operation.

To allow the space for the job log storage, perform the operations below.

Delete a stored job log in the administrator mode.
Perform distribution by Automatic Log Distr Set.

If [Automatic Log Distr Set.] is on and [Send Immediately] is performed, (execute the distribution oper-
ation (click) twice.)

As an action against overflow of audit logs,
If the message indicating that the number of job logs reaches the upper limit, perform the operations below.

Tap [Erase Job Log] from [Utility] - [Administrator] - [Security] - [Job Log Settings] in the control panel.

To execute Send Immediately, tap [Send Immediately] from [Security] - [Job Log Settings] - [Automatic
Log Distr Set.].
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Tips

Relationship between job log (audit log) distribution and job log data clear

° The job log data (local audit data) will be cleared when succeeding in audit log distribution. When suc-

ceeding in distribution, any local audit data will never be remained. When failed in distribution, at the

next time of audit log distribution, the remained data will be distributed together and cleared when suc-
ceeding in distribution.
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2.14.2 Job log data
The job log data is read in an XML format file. The file allows various types of information to be determined,
including the time/date information of log collection, information on user operations, job types, and job re-
sults.
The job log data represents chronological records of both "Log relating to jobs" and "Log relating to opera-
tions."
As an action against a failure in high-trust communication connection, a network communication failure may
be analyzed in detail by referring to the operation code, IF code, result code, and so on.
Check the series of jobs while linking with the box number and the document name. Refer to the table on
page 2-42 for more information.
See the tag name [JobResInf/Res] or [Operationinf/Res] for "OK/NG" of the job result and operation result.
The event occurrence time corresponds to the tag, JobInf.FinTim and Operationinf.Tim.
The activation target and the operation of the event to be audited correspond respectively to the tags,
Opelnf.IF and Operationinf.Code. Refer (JobInf-Typ-dJobCompletion) for the Job.
The ID corresponds to the tag, Opelnf.Nam.
The result corresponds to the tag, JobResInf.Res, or OperationInf.Res.
Each job type corresponds to the same tag as that of the event to be audited.
Reason for failure corresponds to the tags, Operationinf.Res and OperatContInf.TrgPeerInf.PeerlP.
Since the process result is the result of the processing inside the MFP, the job result and the process result
may be different.
<Log relating to jobs>
Tag name Tag Typical Description
description display
Log - - -
LogColinf Log collection - -
information
ColTim Log collection 2012/4/112:34, Time-of-day and date when the log is col-
time/date etc. lected.
LogRec Log information - -
Loginf Log ID - -
ID Log ID 0000000001, The number of the log.
etc.
JoblInf Job information - -
No Job number 0012345678, The number of the job.
etc.
Nam Job name UserA, etc. The name of the job. If a user name is
known, the user name is shown.
Typ Job type 1, etc. Denotes the type of the job.
[1]: Copy
[2]: Print
[3]: Scan
[4]: Fax
Record [FaxProcTX] for fax transmission
and [FaxProcRX] for fax reception.
[5]: Fax/scan broadcast
[BxWitProc] may be recorded for Retrieval
Job if the [BxRdProc] is Storage Job. Refer
to the table on page 2-42.
EntTim Job registration 2012/4/112:34, Time/date when the job is registered.
time/date etc.
FinTim Job finish time/date 2012/4/112:34, Time/date when the job is finished.
etc.
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Tag name

Tag
description

Typical
display

Description

Opelnf

Code

Operator code

268435457,
etc.

Coded operator information.

[0]: Unknown user

[16777216]: Service engineer

[33554432]: Administrator

[83886080]: System (machine)
[117440512]: Unregistered user
[268435456+X]: User

(X denotes a number assigned to the user)
etc.

Name

Operator name

UserA, etc.

Name of the operator.

Interface name

16, etc.

Denotes the interface with which the job is
performed

[16]: Operation panel

[32]: Printer reception

[64]: Fax reception

[80]: System

[96]: Web Connection

[112]: TCP Socket

[128]: OpenAPI

[200]: IPP (AirPrint printing, Mopria print-
ing, IPP printing)

[240]: IWS

etc.

May be recorded as OpenAPI even when
the Web Connection is used.

JobResInf

Job result

Res

Result

0, etc.

Denotes the result of the job.

[0]: Normally terminated

[513]: Deleted by user

[4163]: Password Encrypted PDF Box
stored

Other: Abnormal

Opelnf

Code

Cancellation
operator code

268435457,
etc.

Denotes the coded information (user ID) of
the operator who cancelled the job.

The type and meaning of the value are the
same as for "Operator code".

Nam

Cancellation
operator name

UserB, etc.

Denotes the name of the operator who
canceled the job.

Cancellation
interface name

1, etc.

When the job is canceled, the information
of the IF through which the cancel opera-
tion is conducted is displayed.
The type and meaning of the value are the
same as for "Interface name".

ScProc

Scan process

Actinf

StTim

Scan start time/date

2012/4/112:34,
etc.

Time/date when the scan operation is
started.

FinTim

Scan finish
time/date

2012/4/112:34,
etc.

Time/date when the scan operation is fin-
ished.

Res

Result

0, etc.

Operation result.
[0]: Normally terminated
[65535]: Abnormally terminated

PrtProc

Print process

Actinf
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Tag name Tag Typical Description
description display
StTim Print start time/date 2012/4/112:34, Time/date when the print operation is
etc. started.
FinTim Print finish 2012/4/112:34, Time/date when the print operation is fin-
time/date etc. ished.
Res Result 0, etc. Operation result.
[0]: Normally terminated
[65535]: Abnormally terminated
ProcNetTX Network transmis- - -
sion process
Actinf - - -
StTimTX Transmission start 2012/4/112:34, Transmission start time for destinations to
time/date etc. which data can be sent in a single trans-
mission process.
FinTimTX Transmission finish 2012/4/112:34, Transmission finish time for destinations to
time/date etc. which data can be sent in a single trans-
mission process.
DetailTX - - -
Protocol Protocol/ 7, etc. Denotes the protocol/address type used
address type for transmission. The Web Connection
protocol is HTTP.
[7]: HTTP
[241]: Box
etc.
Port Port number 50001, etc. Denotes the port number used during
transmission.
Destinf Destination informa- | AAA.BBB.CCC. Denotes information on the destination.
tion DDD, etc.
Res Result 0, etc. Operation result.
[0]: Normally terminated
[65535]: Abnormally terminated
FilelnfTX Transmission file in- - -
formation
Nam File name SC6502007040 Denotes the name of the transmission file.
1.pdf, etc.
FaxProc Fax process - -
FaxProcTX Fax transmission - -
process
Actinf - - -
TimTX Time/date of trans- - -
mission
St Start time/date 2012/4/112:34, Time/date when fax transmission is start-
etc. ed.
Fin Finish time/date 2012/4/112:34, Time/date when fax transmission is fin-
etc. ished.
DetailTX - - -
DeslInf Destination informa- 00-0000-0000, Denotes information on the destination.
tion etc. The dialed number is entered.
F F code 123456789012 Indicates the F code used when sending
34567890, etc. the F code.
SndID Transmission 123456789012 Denotes the transmission source ID.
source ID 34567890, etc.
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Tag name Tag Typical Description
description display
Res Result 0, etc. Operation result.
[0]: Normally terminated
[65535]: Abnormally terminated
FaxProcRX Fax reception pro- - Information on the fax reception process.
cess
Actinf - - -
TimRX Time/date of recep- - -
tion
St Start time/date 2012/4/112:34, Time/date when reception is started.
etc.
Fin Finish time/date 2012/4/112:34, Time/date when reception is finished.
etc.
DetailRX - - -
DesInf Destination informa- 00-0000-0000, Denotes information on the destination.
tion etc. The dialed number is entered.
F F code 123456789012 Indicates the F code used when sending
34567890, etc. the F code.
SndID Transmission 123456789012 Denotes the transmission source ID.
source ID 34567890, etc.
Res Result 0, etc. Operation result.
[0]: Normally terminated
[65535]: Abnormally terminated
BxRdProc Retrieve from box - -
process
ActInf - - -
RdStTim Retrieve start 2012/4/112:34, Time/date when data retrieval from box is
time/date etc. started.
RdFinTim Retrieve finish 2012/4/112:34, Time/date when data retrieval from box is
time/date etc. finished.
RdDetail - - -
BxNo Retrieval box num- 1000, etc. Denotes the number assigned to the box
ber from which data is retrieved.
DcNam Retrieved document C65007040112 Denotes the name of the document to be
name 34", etc. retrieved.
Res Result 0, etc. Operation result.
[0]: Normally terminated
[65535]: Abnormally terminated
BxW1tProc Write to box pro- - -
cess
Actinf - - -
WiAStTim Write start time/date | 2012/4/1 12:34, Time/date when writing data to box is
etc. started.
WLFIinTim Write finish 2012/4/112:34, Time/date when writing data to box is fin-
time/date etc. ished.
WiDetail - - -
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Tag name Tag Typical Description
description display
WtBxNo Writing box number 1000, etc. Denotes the number assigned to the box
in which the document is to be stored.
[0]: Memory RX Box
[1000020130]: Password Encrypted PDF
Box
[1000020150]: ID & Print box
[1 to 999999999]: Displays the box num-
ber if it has been registered.
etc.
WitDcNam Name of document C65007040112 Denotes the name of the document to be
to be written 34", etc. stored in the box.
Res Result 0, etc. Operation result.
[0]: Normally terminated
[65535]: Abnormally terminated
PrtProcRX Print reception pro- - -
cess
Actinf - - -
StTimRX Reception start 2012/4/1 12:34, Time/date when reception is started.
time/date etc.
FinTimRX Reception finish 2012/4/112:34, Time/date when reception is finished.
time/date etc.
FileNam Print file name File name, etc. Denotes the name of the file to be printed.
PrtDetailRX - - -
Protocol Protocol 1, etc. Denotes the protocol used for reception.
[0]: Direct print
[1]: LPD (1)
[17]: RAW (1)
[18]: RAW (2)
[19]: RAW (3)
[20]: RAW (4)
[21]: RAW (5)
[22]: RAW (6)
[65]: IPP
Port Port number 9100, etc. Denote the port number that has been
used for reception on the network.
Res Result 0, etc. Operation result.
[0]: Normally terminated
[65535]: Abnormally terminated
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Type Event to be au- Tag
of dited
JoB JobTyp IFNo Res WiBxNo RdBxNo WrDcNam RdDcNam Addition-
<Typ> <Opelnf> <JobResInf> (BxWtProc) (BxRdProc) <BxRdProc> (BxRdProc) al infor-
<IF> <Res> <BxWtProc> <BxRdProc> <Actinf><Wt- <BxRdProc> mation
<Actinf><Wt- <ActInf><Rd- Detail> <ActInf><Rd-
Detail> Detail> <WtDcNam>) Detail>
<WtBxNo> <BxNo> <DdNam>
Print Store the printing [2]: Print [32]: Print- [0]: Normally [1000020150]:
job (storage in the er recep- terminated ID & Print box
Password En- tion [4163]: Pass- [1000020130]:
crypted PDF box), word Encrypt- Password En-
(storage in the ID ed PDF box crypted PDF
& Print box) stored Box
[513]: Deleted
by user
Other: Abnor-
mal
Print Se- [2]: Print [16]: Oper- [0]: Normally [1000020150]:
the lect ation panel terminated ID & Print box
print and [513]: Deleted [1000020130]:
job print by user Password En-
Other: Abnor- crypted PDF
mal Box
Print [2]: Print [32]: Print- [0]: Normally [1000020150]: Document Check
in- er recep- terminated ID & Print box name how to
struc- tion [513]: Deleted [1000020130]: handle a
tion by user Password En- docu-
[4163]: Pass- crypted PDF ment to
word Encrypt- Box be tem-
ed PDF box porarily
Print [16]: Oper- stored [1000020150]: Document stored,
later ation panel Other: Abnor- ID & Print box name with the
mal [1000020130]: docu-
Password En- ment
crypted PDF name.
Box
Delete Recorded as <Log relating to operations>. The job (operation) target BOX corresponds to the tag name: [TrgBoxNo: Box number to be oper-
ated]. The job (operation) document name corresponds to the tag name: [DocName: Operation target document name].
Scan Send the scan job [3]: Scan [16]: Oper- [0]: Normally
ation panel terminated
[513]: Deleted
by user
Other: Abnor-
mal
Copy Print the copy job [1]: Copy [16]: Oper- [0]: Normally
ation panel terminated
[513]: Deleted
by user
Other: Abnor-
mal
FAX Transmit the fax [4]: Fax [16]: Oper- [0]: Normally
send transmission job ation panel terminated
[5613]: Deleted
by user
Other: Abnor-
mal
FAX Receive the fax [4]: Fax [64]: FAX [0]: Normally [0]: Memory RX
re- reception job reception terminated Box
ceive [513]: Deleted [x]: Box No.
by user (x=1to
Other: Abnor- 999999999:
mal Receiving box
ID)
Print Re- [4]: Fax [64]: FAX [0]: Normally [0]: Memory RX Document Check
thefax cep- reception terminated Box name whether
recep- tion [513]: Deleted [x]: Box No. the docu-
tion by user (x=1to ment
job Other: Abnor- 999999999: name of
mal Receiving box the fax
ID, recep-
tion cor-
Print [2]: Print [16]: Oper- [0]: Normally [0]: Memory RX Document responds
ation panel terminated Box name to the
[513]: Deleted [x]: Box No. printed
by user (x=1to docu-
Other: Abnor- 999999999: ment
mal Receiving box name
ID)
Dele- Recorded as <Log relating to operations>. The job (operation) target BOX corresponds to the tag name: [TrgBoxNo: Box number to be oper-
tion ated]. The job (operation) document name corresponds to the tag name: [DocName: Operation target document name].
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Type Event to be au- Tag
of dited
JOB JobTyp IFNo Res WitBxNo RdBxNo WrDcNam RdDcNam Addition-
<Typ> <Opelnf> <JobResInf> (BxWtProc) (BxRdProc) <BxRdProc> (BxRdProc) al infor-
<IF> <Res> <BxWtProc> <BxRdProc> <Actinf><Wt- <BxRdProc> mation
<Actinf><Wt- <ActInf><Rd- Detail> <ActInf><Rd-
Detail> Detail> <WtDcNam>) Detail>
<WtBxNo> <BxNo> <DdNam>
Stor- Store the storage [2]: Print [32]: Print- [0]: Normally [x]: Box No. [1000020130]:
age/ job [3]: Scan er recep- terminated x=1 to Password En-
Re- tion [4163]: Pass- 999999999: crypted PDF
triev- [16]: Oper- word Encrypt- Receiving box Box
al ation panel ed PDF box ID)
stored [1000020130]:
[513]: Deleted Password En-
by user crypted PDF
Other: Abnor- Box
mal
Store the fax re- [4]: Fax [64]: FAX [0]: Normally [0]: Memory RX
ception job reception terminated Box
[513]: Deleted [x]: Box No.
by user (x=1to
Other: Abnor- 999999999:
mal Receiving box
ID)
Print the storage [2]: Print [16]: Oper- [0]: Normally [x]: Box No.
job ation panel terminated (x=1to
[513]: Deleted 999999999:
by user Receiving box
Other: Abnor- D)
mal
Transmit the stor- [3]: Scan [16]: Oper- [0]: Normally [x]: Box No. Check
age job ation panel terminated x=1to the tag
[96]: Web [5613]: Deleted 999999999: name:
connec- by user Receiving box [Proc-
tion Other: Abnor- ) NetTX:
mal Network
transmis-
sion pro-
cess| >
[Dstinf:
Destina-
tion infor-
mation)
for the
transmis-
sion des-
tination.
Transmit the stor- [4]: Fax [16]: Oper- [0]: Normally [x]: Box No.
age job by fax ation panel terminated (x=1to
[613]: Deleted 999999999:
by user Receiving box
Other: Abnor- ID]
mal
Download the [3]: Scan [96]: Web [0]: Normally [x]: Box No. Check
storage job connec- terminated x=1to the tag
tion [513]: Deleted 999999999: name:
by user Receiving box [Proc-
Other: Abnor- ID) NetTX:
mal [0]: Memory RX Network
Box transmis-
sion pro-
cess] >
[Dstinf:
Destina-
tion infor-
mation)
for the
transmis-
sion des-
tination.

Move the stored
job

Recorded as <Log relating to operations>. The job type (operation content) corresponds to the tag name: "Code [1563]: Moving the document
in the box by the user" The job (operation) result corresponds to the tag name: Res.

Copy the stored
job

Recorded as <Log relating to operations>. The job type (operation content) corresponds to the tag name: "Code [1564]: Copying the document
in the box by the user" The job (operation) result corresponds to the tag name: Res.

Delete the stored
job

Recorded as <Log relating to operations>. The job type (operation content) corresponds to the tag name: "Code [1558]: Deleting document
from box by user" The job (operation) result corresponds to the tag name: Res.
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<Log relating to operations>

Tag name Tag descrip- Typical dis- Description
tion play

Code Operation 1281 Denotes the specific operation performed.
code [1]: Turning ON or OFF the log function

[2]: Log overflow

[3]: Deleting log .

[4]: Missing log detected

[257]: Authentication of service mode (Login)
[258]: Authentication of service mode (Logout)
[259]: Transition to the lock state when the ser-
vice mode authentication fails

[260]: Canceling the lock state when the service
mode authentication fails

[263]: Changing the service authentication pass-
word of the service mode

[264]: Changing the service authentication mode
of the service mode (changing the CE authentica-
tion)

[265]: Changing the Release Time Settings of the
service mode

[272]: Changing the administrator password in
the service mode

[613]: Administrator mode authentication (logon)
[514]: Administrator mode authentication (logoff)
[515]: Shift to locked state upon administrator
mode authentication failure

[516]: Canceling the lock state when the admin-
istrator mode authentication fails

[617]: Changing the administrator password in
the administrator mode

[518]: Authentication for the administrator mode
(auto logout)

[621]: Administrator mode authentication by user
administrator (logon)

[622]: Administrator mode authentication by user
administrator (logoff)

[523]: Shift to locked state upon administrator
mode authentication failure by user administrator
[525]: Changing the administrator password in
the administrator mode by user administrator
[526]: Authentication for the administrator mode
by user administrator (auto logout)

[785]: Changing the authentication mode setting
in the administrator mode

[804]: Canceling the lock state when the user/ac-
count authentication fails in the administrator
mode

[805]: Registering a user in the administrator
mode

[806]: Deleting a user in the administrator mode
[807]: Changing a user password in the adminis-
trator mode

[809]: Changing a user attribute in the adminis-
trator mode

[810]: Writing user information in the administra-
tor mode (batch writing)

[811]: Registering a user (automatic registration)
[813]: Temporarily suspending or resuming use
by a user in the administrator mode

[814]: Changing the function permission for a
user in the administrator mode

[815]: Clearing the counter for user/account au-
thentication failure in the administrator mode
[835]: Canceling the lock of a box in the adminis-
trator mode

[837]: Registering a box in the administrator
mode
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Tag name Tag descrip- Typical dis- Description
tion play

Code Operation 1281 [838]: Deleting a box in the administrator mode
code [839]: Changing a box password in the adminis-

trator mode

[841]: Changing a box attribute in the administra-
tor mode

[842]: Writing the box information in the adminis-
trator mode (batch writing)

[843]: Deleting document in a batch from box in
the administrator mode

[851]: Canceling the lock state when secure print
authentication fails in the administrator mode
[856]: Changing the ID & print setting in the ad-
ministrator mode

[865]: Changing the user change permission set-
ting of the address setting in the administrator
mode

[869]: Preparing, changing, or deleting address
data in the administrator mode

[874]: Writing the address data in the administra-
tor mode (batch writing)

[884]: Unlock when the WebDAV access authen-
tication fails in the administrator mode

[885]: Unlocking when the authentication for ac-
cess to the remote panel fails in the administrator
mode

[886]: [Currently not used] Unlocking when the
authentication fails in FTP printing

[887]: Setting the time adjustment function in the
administrator mode

[1025]: Enhanced security setting in the adminis-
trator mode

[1026]: Changing the password rule setting in the
administrator mode

[1027]: Changing the setting for permission for
use by the box administrator in the administrator
mode

[1028]: Changing an operation prohibited func-
tion when the authentication fails in the adminis-
trator mode

[1029]: Changing the Storage lock password set-
ting in the administrator mode

[1030]: Changing the Storage lock password in
the administrator mode

[1032]: Changing the setting for the print job data
capture function in the administrator mode
[1033]: Registering the digital certificate in the
administrator mode

[1034]: Network setting change in the administra-
tor mode

[1037]: Changing the overwrite log setting in the
administrator mode

[1038]: Changing the release time settings in the
administrator mode

[1039]: Changing the check count for Prohibited
Functions in the administrator mode

[1040]: Changing the digital certificate used for
the protocol in the administrator mode

[1041]: Changing the TPM setting in the adminis-
trator mode

[1043]: Changing individual settings for permis-
sion for the administrator password change in
the administrator mode

[1044]: Changing the firmware update setting in
the administrator mode

[1045]: Changing the firmware update password
in the administrator mode

[1047]: Changing the secure boot function set-
ting in the administrator mode
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Tag name Tag descrip- Typical dis- Description
tion play

Code Operation 1281 [1048]: Changing the network update permission
code setting in the administrator mode

[1049]: Changing the service login permission
setting in the administrator mode

[1050]: Setting for the USB connection permis-
sion in the administrator mode

[1054]: Setting for the USB connection permis-
sion in the administrator mode (batch)

[1281]: User authentication (logon)

[1282]: User authentication (logoff)

[1283]: Shift to locked state in user authentication
[1287]: Changing the user password by a user
[1290]: User authentication (auto logoff)

[1315]: Authentication through WebDAYV access
(only in password matching)

[1316]: Transition to the lock state when the au-
thentication fails in the WebDAV access

[1317]: Authentication in access to the remote
panel (only in password matching)

[1318]: Transition to the lock state when the au-
thentication fails in access to the remote panel
[1321]: Authentication in WebDAV access
(ID/password)

[1322]: Changing the WebDAYV server password
[1409]: Failure in secure communication
(SSL/TLS) (Https)

[1410]: Failure in secure communication
(SSL/TLS) (OpenAPI)

[1411]: Failure in secure communication
(SSL/TLS) (TCP Socket)

[1412]: Failure in secure communication
(SSL/TLS) (WebDAV)

[1413]: Failure in secure communication
(SSL/TLS) (IPPS)

[1414]: Failure in secure communication (IPsec)
[1425]: Authentication of the user (box adminis-
trator) (login)

[1426]: Authentication of the user (box adminis-
trator) (logout)

[1427]: Transition to the lock state in user authen-
tication (box administrator)

[1428]: Changing the user password by the user
(box administrator)

[1429]: Authentication of the user (box adminis-
trator) (automatic logout)

[1537]: Box authentication by the user (only in
ID/password matching)

[1539]: Transition to the lock state when box au-
thentication by the user fails

[1541]: Registering the box by the user

[1542]: Deleting the box by the user

[1543]: Changing the box password by the user
[1545]: Changing the box attribute by the user
[1558]: Deleting document from box by user
[1562]: Changing document name in box by user
[1563]: Moving the document in the box by the
user

[1564]: Copying the document in the box by the
user

[1565]: Changing the box document by the user
(changing and writing the document)

[1566]: Writing the box document by the user
[1792]: Report/list print

[1825]: Backup, export

[1826]: Restore, import

[2040]: Changing the compatibility setting for the
wireless network infrastructure mode 20/40 MHz
in the administrator mode
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Tag name Tag descrip- Typical dis- Description
tion play

Code Operation 1281 [2561]: Turning main power switch ON
code [2577]: Turning main power switch OFF

[3000]: Registering the application in the admin-
istrator mode

[3001]: Application expiration date in the admin-
istrator mode

[3002]: Setting the prohibition code list in the ad-
ministrator mode

[3003]: Deleting the prohibition code list in the
administrator mode

[3073]: Changing time/date (manual setting)
[3074]: Changing time/date (auto correction)
[8075]: Changing the system auto reset time in
the administrator mode

[3076]: Changing the auto logoff time in the ad-
ministrator mode

[3077]: Daylight saving time setting in the admin-
istrator mode

[8333]: Changing the SSL/TLS strength setting in
the administrator mode

[3337]: Changing the SMB signature setting (cli-
ent)

[3338]: Changing the SMB signature setting
(server)

[3585]: Changing the TSI reception setting in the
administrator mode

[3841]: Changing the management role

[4000]: Changing the setting for the FW up-
date/distribution server and enable/disable in the
service mode

[4001]: Changing the setting for the FW up-
date/distribution server and enable/disable in the
administrator mode

[4002]: Changing the setting for the FW up-
date/distribution server and URL in the service
mode

[4003]: Changing the setting for the FW up-
date/distribution server and URL in the adminis-
trator mode

[4004]: Changing the setting for the FW up-
date/distribution server and the user name in the
service mode

[4005]: Changing the setting for the FW up-
date/distribution server and the user name in the
administrator mode

[4006]: Changing the setting for the FW up-
date/distribution server and the password in the
service mode

[4007]: Changing the setting for the FW up-
date/distribution server and the password in the
administrator mode

[4008]: Changing the use setting for the FW up-
date/distribution server and Proxy in the service
mode

[4009]: Changing the use setting for the FW up-
date/distribution server and Proxy in the admin-
istrator mode

[4010]: Changing the setting for the FW up-
date/distribution server and timeout (sec) in the
administrator mode

[4011]: Changing the setting for the FW up-
date/distribution server and polling interval (min)
in the administrator mode

[4012]: Changing the setting for the FW up-
date/distribution server and retry interval (min) in
the administrator mode
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Tag name Tag descrip- Typical dis- Description
tion play

Code Operation 1281 [4013]: Changing the setting for the FW up-
code date/distribution server and access permission in

the service mode

[4014]: Changing the setting for the FW up-
date/distribution server and access permissionin
the administrator mode

[4015]: Changing the setting for the FW up-
date/distribution server and the access user
name in the service mode

[4016]: Changing the setting for the FW up-
date/distribution server and the access user
name in the administrator mode

[4017]: Changing the setting for the FW up-
date/distribution server and the access user
password in the service mode

[4018]: Changing the setting for the FW up-
date/distribution server and the access user
password in the administrator mode

[4019]: Changing the setting for the FW up-
date/distribution server and the SMB access per-
mission in the service mode

[4020]: Changing the setting for the FW up-
date/distribution server and the SMB access per-
mission in the administrator mode

[4021]: Changing the setting for the FW up-
date/distribution server and the SMB access
user name in the service mode

[4022]: Changing the setting for the FW up-
date/distribution server and the SMB access
user name in the administrator mode

[4023]: Changing the setting for the FW up-
date/distribution server and the SMB access
user password in the service mode

[4024]: Changing the setting for the FW up-
date/distribution server and the SMB access
user password in the administrator mode
[4025]: Changing the use setting for the FW up-
date/distribution server and use of the SMB log
folder in the service mode

[4026]: Changing the use setting for the FW up-
date/distribution server and the SMB log folder in
the administrator mode

[4027]: Changing the setting for the FW update
client and enable/disable in the service mode
[4028]: Changing the setting for the FW update
client and enable/disable in the administrator
mode

[4029]: Changing the setting for the FW update
client and the connection destination server
name in the administrator mode

[4030]: Changing the setting for the FW update
client and the file transfer protocol in the service
mode

[4031]: Changing the setting for the FW update
client and the file transfer protocol in the admin-
istrator mode

[4032): Changing the setting for the FW update
client and the SMB host name in the service
mode

[4033): Changing the setting for the FW update
client and the SMB host name in the administra-
tor mode

[4034]: Changing the setting for the FW update
client and the SMB folder name in the service
mode

[4035]: Changing the setting for the FW update
client and the SMB folder name in the adminis-
trator mode
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Tag name Tag descrip- Typical dis- Description
tion play

Code Operation 1281 [4036]: Changing the setting for the FW update
code client and the SMB user name in the service

mode

[4037]: Changing the setting for the FW update
client and the SMB user name in the administra-
tor mode

[4038]: Changing the setting for the FW update
client and the SMB password in the service
mode

[4039]: Changing the setting for the FW update
client and the SMB password in the administrator
mode

[4040]: Changing the setting for the FW update
client and the number of SMB retries in the ad-
ministrator mode

[4041]: Changing the setting for the FW update
client and the URL in the service mode

[4042): Changing the setting for the FW update
client and the URL in the administrator mode
[4043]: Changing the setting for the FW update
client and the user name in the service mode
[4044]: Changing the setting for the FW update
client and the user name in the administrator
mode

[4045]: Changing the setting for the FW update
client and the user password in the service mode
[4046]): Changing the setting for the FW update
client and the user password in the administrator
mode

[4047]: Changing the use setting for the FW up-
date client and the Proxy in the service mode
[4048]: Changing the use setting for the FW up-
date client and the Proxy in the administrator
mode

[4049]: Changing the setting for the FW update
client and timeout (sec) in the administrator mode
[4050]: Changing the setting for the FW update
client and polling interval (min) in the administra-
tor mode

[4051]: Changing the setting for the FW update
client and retry interval (min) in the administrator
mode

[4052]: Changing the setting for the FW update
client and time in the administrator mode
[4053): Changing the setting for the FW update
client and configuration update permission in the
administrator mode

[4054]): Changing the setting for the FW update
client and data acquisition permission from the
server 2 in the administrator mode

[4055]: Changing the setting for the FW update
client and the connection destination server 2 in
the administrator mode

[4056]): Changing the setting for the FW update
client and the URL of the connection destination
server 2 in the administrator mode

[4057]: Changing the setting for the FW update
client and the user name of the connection des-
tination server 2 in the administrator mode
[4058]: Changing the setting for the FW update
client and the user password of the connection
destination server 2 in the administrator mode
[4059]: Changing the use setting for the FW up-
date client and the connection destination server
2 Proxy in the administrator mode

[4060]: Changing the machine setting and the
passwords of data export/import in the adminis-
trator mode
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Tag name Tag descrip- Typical dis- Description
tion play

Code Operation 1281 [4200]: ISW mode (firmware update)
code [4201]: ISW start (firmware update)

[4202]: ISW end (firmware update)

[4203]: Firmware update in the administrator
mode

[4300]: Changing the MDN response monitoring
setting in the administrator mode

[4374]: Job discard factor: no print data

[4500]: Request for session connection

[4600]: Starting the job log storage

[4601]: Stopping the job log storage

[6000]: Changing the TCP/IP use setting in the
administrator mode

[5001]: Changing the wired/wireless connection
setting in the administrator mode

[5002]: Changing the Ethernet speed setting in
the administrator mode

[5003]: Changing the setting for the IP address
determination method in the administrator mode
[5004]: Changing the DHCP use setting in the ad-
ministrator mode

[5005]: Changing the BOOTP (boot strap proto-
col) use setting in the administrator mode
[5006]: Changing the ARP PING use setting in the
administrator mode

[5007]: Changing the setting for IP automatic set-
tings in the administrator mode

[5008]: Changing the address setting in the ad-
ministrator mode

[5009]: Changing the for the subnet mask setting
in the administrator mode

[5010]: Changing the gateway address setting in
the administrator mode

[5011]: Changing the DNS automatic acquisition
setting in the administrator mode

[6012]: Changing the setting for the DNS domain
name automatic acquisition in the administrator
mode

[5013]: Changing the DynamicDNS use setting in
the administrator mode

[5014]: Changing the DNS host name setting in
the administrator mode

[5015]: Changing the DNS domain name setting
in the administrator mode

[56016]): Changing the setting for the DNS server 1
in the administrator mode

[6017]: Changing the setting for the DNS server 2
in the administrator mode

[5018]: Changing the setting for the DNS server 3
in the administrator mode

[6019]: Changing the setting for the DNS search
domain name 1 in the administrator mode
[5020]: Changing the setting for the DNS search
domain name 2 in the administrator mode
[5021]: Changing the setting for the DNS search
domain name 3 in the administrator mode
[6022]: Changing the LLMNR use setting in the
administrator mode

[5023]: Changing the setting for the DNS search
domain name automatic acquisition in the ad-
ministrator mode

[6024]: Changing the LLTD use setting in the ad-
ministrator mode

[6026]: Changing the IPv6 address setting in the
administrator mode

[6027]: Changing the setting for the IPv6 address
automatic setting in the administrator mode
[5028]: Changing the IPv6 global prefix setting in
the administrator mode
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Tag name Tag descrip- Typical dis- Description
tion play

Code Operation 1281 [5029]: Changing the IPv6 gateway address set-
code ting in the administrator mode

[6030]: Changing the DHCPv6 use setting in the
administrator mode

[5031]: Changing the DNS IPv6 use setting in the
administrator mode

[5032]: Changing the IPv6 preferred DNS setting
in the administrator mode

[6033]: Changing the IPv6 alternate DNS1 setting
in the administrator mode

[5034]: Changing the IPv6 alternate DNS2 setting
in the administrator mode

[5036]: Changing the IPsec use setting in the ad-
ministrator mode

[6037]: Changing the IPsec IKE encryption algo-
rithm setting in the administrator mode

[5038]: Changing the setting for the IPsec IKE en-
cryption key length in the administrator mode
[5039]: Changing the IPsec IKE authentication al-
gorithm setting in the administrator mode
[56040]: Changing the setting for the IPsec IKE au-
thentication key length in the administrator mode
[6041]: Changing the setting for the IPsec IKE key
validity period in the administrator mode

[5042]: Changing the IPsec IKE DH group setting
in the administrator mode

[6043]: Changing the IPsec IKE negotiation mode
in the administrator mode setting

[5044]: Changing the IPsec SA use setting in the
administrator mode

[5045]: Changing the IPsec SA name setting in
the administrator mode

[5046]: Changing the IPsec encapsulation mode
setting in the administrator mode

[6047]: Changing the IPsec security protocol set-
ting in the administrator mode

[5048]: Changing the setting for the IPsec SA key
exchange method in the administrator mode
[5049]: Changing the setting for the IKE authenti-
cation method for IPsec SA automatic key ex-
change in the administrator mode

[5050]: IPsec SA automatic key exchange en-
cryption algorithm in the administrator mode
[6051]: Changing the setting for the authentica-
tion algorithm of IPsec SA automatic key ex-
change in the administrator mode

[6052]: Changing the setting for the encryption
algorithm AES-CBC key length of IPsec SA auto-
matic key exchange in the administrator mode
[5053]: Changing the setting for the encryption
algorithm AES-CTR key length of IPsec SA auto-
matic key exchange in the administrator mode
[6054]: Changing the setting for the encryption
algorithm AES-GCM Kkey length of IPsec SA au-
tomatic key exchange in the administrator mode
[5055]: Changing the setting for the encryption
algorithm AES-GCM 64 key length of IPsec SA
automatic key exchange in the administrator
mode

[5056]: Changing the setting for the encryption
algorithm AES-GMAC key length of IPsec SA au-
tomatic key exchange in the administrator mode
[6057]: Changing the setting for the authentica-
tion algorithm key length of IPsec SA automatic
key exchange in the administrator mode

[56058]: Changing the DH group setting of IPsec
SA automatic key exchange in the administrator
mode
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Tag name Tag descrip- Typical dis- Description
tion play

Code Operation 1281 [5059]: Changing the validity period setting of IP-
code sec SA automatic key exchange in the adminis-

trator mode

[5060]: Changing the use setting for IPsec SA au-
tomatic key exchange and replay detection in the
administrator mode

[5061]: Changing the setting for the ESN mode of
IPsec SA automatic key exchange in the admin-
istrator mode

[5062]: Changing the PFS mode setting of IPsec
SA automatic key exchange in the administrator
mode

[5063]: Changing the setting for the IPsec SA
manual key exchange encryption algorithm in the
administrator mode

[5064]: Changing the setting for the authentica-
tion algorithm of IPsec SA automatic key ex-
change in the administrator mode

[5065]: Changing the setting for the encryption
algorithm AES-CBC key length of IPsec SA auto-
matic key exchange in the administrator mode
[5066]: Changing the setting for the authentica-
tion algorithm SHA-2 key length of IPsec SA au-
tomatic key exchange in the administrator mode
[5067]: Changing the setting for the SA indexes
of IPsec SA automatic key exchange and trans-
mission in the administrator mode

[5068]: Changing the setting for the SA indexes
of IPsec SA automatic key exchange and recep-
tion in the administrator mode

[5069]: Changing the setting for the encryption
shared key of IPsec SA automatic key exchange
and transmission in the administrator mode
[5070]: Changing the setting for the encryption
shared key of IPsec SA automatic key exchange
and reception in the administrator mode

[5071]: Changing the setting for the authentica-
tion shared key of IPsec SA automatic key ex-
change and transmission in the administrator
mode

[6072]: Changing the setting for the authentica-
tion shared key of IPsec SA automatic key ex-
change and reception in the administrator mode
[5073]: Changing the IPsec communication
counterpart name setting in the administrator
mode

[6074]: Changing the setting for the IP address
designation method of the IPsec communication
counterpart in the administrator mode

[6075]: Changing the setting for the IP address
From of the IPsec communication counterpart in
the administrator mode

[56076]: Changing the setting for the IP address
To of the IPsec communication counterpart in the
administrator mode

[6077]: Changing the setting for the pre-shared
key of the IPsec communication counterpart in
the administrator mode

[5078]: Changing the setting for the key ID of the
IPsec communication counterpart in the admin-
istrator mode

[5079]: Changing the IPsec protocol name set-
ting in the administrator mode

[6080]: Changing the IPsec protocol identifica-
tion type setting in the administrator mode
[5081]: Changing the setting for the IPsec proto-
col transmission source port From in the admin-
istrator mode
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Tag name Tag descrip- Typical dis- Description
tion play

Code Operation 1281 [5082]: Changing the setting for the IPsec proto-
code col transmission source port To in the adminis-

trator mode

[5083]: Changing the setting for the IPsec proto-
col transmission destination port From in the ad-
ministrator mode

[5084]: Changing the setting for the IPsec proto-
col transmission destination port To in the ad-
ministrator mode

[5085]: Changing the IPsec policy use setting in
the administrator mode

[6086]: Changing the IPsec policy name setting in
the administrator mode

[6087]: Changing the setting for the IPsec policy
SA setting number in the administrator mode
[5088]: Changing the setting for the IPsec policy
communication counterpart number in the ad-
ministrator mode

[5089]: Changing the IPsec policy communica-
tion direction setting in the administrator mode
[5090]: Changing the IPsec policy operation
mode setting in the administrator mode

[5091]: Changing the IPsec Cookie permission
setting in the administrator mode

[5092]: Changing the IPsec ICMP Allow setting in
the administrator mode

[6093]: Changing the IPsec ICMPV6 Allow setting
in the administrator mode

[5094]: Changing the IPsec default action setting
in the administrator mode

[5095]: Changing the IPsec communication deni-
al time setting in the administrator mode

[5106]: Changing the IPsec Mio setting applica-
tion setting (including the IPsec communication
setting) in the administrator mode

[5107]: Changing the setting for the character
string format of the IPsec pre-shared key in the
administrator mode

[5108]: Changing the IPsec tunnel end point set-
ting in the administrator mode

[5109]: Changing the IPsec ICMP type setting in
the administrator mode

[5110]: Changing the IPsec ICMPV6 type setting
in the administrator mode

[6111]: Changing the setting for the IPsec Peer
authentication method in the administrator mode
[6112]: Changing the setting for the IP filtering
address ON in the administrator mode

[5113]: Changing the IP filtering address setting
in the administrator mode

[6114]: Changing the setting for the start address
of IP filtering 1 in the administrator mode

[5115]: Changing the setting for the end address
of IP filtering 1 in the administrator mode

[5116]: Changing the setting for the start address
of IP filtering 2 in the administrator mode

[6117]: Changing the setting for the end address
of IP filtering 2 in the administrator mode
[5118]: Changing the setting for the start address
of IP filtering 3 in the administrator mode

[5119]: Changing the setting for the end address
of IP filtering 3 in the administrator mode

[6120]: Changing the setting for the start address
of IP filtering 4 in the administrator mode

[6121]: Changing the setting for the end address
of IP filtering 4 in the administrator mode

[6122]: Changing the setting for the start address
of IP filtering 5 in the administrator mode
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tion play

Code Operation 1281 [5123]: Changing the setting for the end address
code of IP filtering 5 in the administrator mode

[6124]: Changing the setting for the IP access de-
nial filtering ON in the administrator mode
[5125]: Changing the IP access denial filtering
address setting in the administrator mode
[5126]: Changing the setting for the start address
of IP No filtering 1 in the administrator mode
[6127]: Changing the setting for the end address
of IP No filtering 1 in the administrator mode
[6128]: Changing the setting for the start address
of IP No filtering 2 in the administrator mode
[5129]: Changing the setting for the end address
of IP No filtering 2 in the administrator mode
[6130]: Changing the setting for the start address
of IP No filtering 3 in the administrator mode
[5131]: Changing the setting for the end address
of IP No filtering 3 in the administrator mode
[5132]: Changing the setting for the start address
of IP No filtering 4 in the administrator mode
[6133]: Changing the setting for the end address
of IP No filtering 4 in the administrator mode
[6134]: Changing the setting for the start address
of IP No filtering 5 in the administrator mode
[5135]: Changing the setting for the end address
of IP No filtering 5 in the administrator mode
[6136]: Changing the IP simple filtering mode set-
ting in the administrator mode

[5138]: Changing the setting for the IPv6 filtering
address ON in the administrator mode

[5139]: Changing the IPv6 filtering address set-
ting in the administrator mode

[6140]: Changing the setting for the IPv6 access
denial filtering ON in the administrator mode
[6141]: Changing the setting for the IPv6 access
denial filtering address in the administrator mode
[5142]: Changing the SSID setting in the admin-
istrator mode

[5143]: Changing the printer port Raw1 setting in
the administrator mode

[5144]: Changing the printer port Raw2 setting in
the administrator mode

[5145]: Changing the printer port Raw3 setting in
the administrator mode

[5146]: Changing the printer port Raw4 setting in
the administrator mode

[5147]: Changing the printer port Raw5 setting in
the administrator mode

[5148]: Changing the printer port Raw6 setting in
the administrator mode

[5149]: Changing the use setting for the printer
port Raw1 in the administrator mode

[5150]: Changing the use setting for the printer
port Raw2 in the administrator mode

[5151]: Changing the use setting for the printer
port Raw3 in the administrator mode

[56152): Changing the use setting for the printer
port Raw4 in the administrator mode

[51583]: Changing the use setting for the printer
port Raw5 in the administrator mode

[5154]: Changing the use setting for the printer
port Raw6 in the administrator mode

[6155]: Changing the use setting for the printer
port LPD in the administrator mode

[5156]: Changing the printer port timeout (Net-
work) setting in the administrator mode

[6157]: Changing the printer port timeout (USB)
setting in the administrator mode
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Code Operation 1281 [5177]: Changing the SMB use setting in the ad-
code ministrator mode

[6178]: Changing the SMB NetBIOS name setting
in the administrator mode

[5179]: Changing the SMB print server name set-
ting in the administrator mode

[5180]: Changing the SMB NetBIOS group name
setting in the administrator mode

[6181]: Changing the SMB WINS use setting in
the administrator mode

[5182]: Changing the automatic use setting of the
SMB WINS in the administrator mode

[5183]: Changing the SMB WINS server address
setting in the administrator mode

[6184]: Changing the SMB WINS node type set-
ting in the administrator mode

[5186]: Changing the SMB NTML use setting in
the administrator mode

[5187]: Changing the use setting for the SMB di-
rect hosting in the administrator mode

[5188]: Changing the use setting for the SMB
DFS client in the administrator mode

[5189]: Changing the SMB authentication setting
in the administrator mode

[5190]: Changing the use setting for the SMB
password authentication in the administrator
mode

[5191]: Changing the SMB authentication mode
setting in the administrator mode

[6192]: Changing the SMB protocol setting in the
administrator mode

[5193]: Changing the setting for the SMB file
sharing in the administrator mode

[5194]: Changing the use setting for the SMB
guest in the administrator mode

[6242]: Changing the use setting for mail recep-
tion in the administrator mode

[6243]: Changing the mail reception server ad-
dress setting in the administrator mode

[5244]: Changing the mail reception port number
setting in the administrator mode

[5245]: Changing the mail reception user name
setting in the administrator mode

[5246]: Changing the mail reception user pass-
word setting in the administrator mode

[5247]: Changing the use setting for the mail re-
ception APOP authentication in the administrator
mode

[5248]: Changing the mail reception timeout set-
ting in the administrator mode

[5249]: Changing the mail reception automatic
connection setting in the administrator mode
[5250]: Changing the setting for the interval of
mail reception automatic connection in the ad-
ministrator mode

[5252]: Changing the use setting for the mail re-
ception SSL in the administrator mode

[5253]: Changing the mail reception SSL port
number setting in the administrator mode
[6254]: Changing the setting for verification of the
mail reception SSL certificate in the administrator
mode

[6255]: Changing the mail transmission use set-
ting in the administrator mode

[5256]: Changing the mail transmission server
address setting in the administrator mode
[6257]: Changing the mail transmission port
number setting in the administrator mode
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Code Operation 1281 [5258]: Changing the mail transmission timeout
code setting in the administrator mode

[6259]: Changing the setting for the maximum
size of one transmitted mail in the administrator
mode

[6260]: Changing the setting for the transmitted
mail reply address in the administrator mode
[5261]: Changing the setting for the mail trans-
mission authentication in the administrator mode
[5262]: Changing the setting for the mail trans-
mission POP before SMTP interval in the admin-
istrator mode

[5263]: Changing the setting for the mail trans-
mission authentication method in the administra-
tor mode

[5264]: Changing the setting for the mail trans-
mission authentication method in the administra-
tor mode

[5265]: Changing the mail transmission user ID
setting in the administrator mode

[56266]: Changing the mail transmission user
password setting in the administrator mode
[5267]: Changing the mail transmission authenti-
cation (REALM) setting in the administrator mode
[5268]: Changing the setting for the mail trans-
mission binary split size in the administrator
mode

[5269]: Changing the mail transmission time zone
setting in the administrator mode

[6270]: Changing the use setting for the mail
transmission SSL in the administrator mode
[6271]: Changing the mail reception SSL port
number setting in the administrator mode
[5272]: Changing the setting for verification of the
mail reception SSL certificate in the administrator
mode

[5273]: Changing the mail reception print setting
in the administrator mode

[6274]: Changing the setting for reception restric-
tions for the mail reception print in the adminis-
trator mode

[6275]: Changing the setting for the mail recep-
tion print permission address in the administrator
mode

[6276]: Changing the setting for text printing of
the mail reception print in the administrator mode
[6277]: Changing the setting for storing the mail
reception print in the Memory Rx BOX in the ad-
ministrator mode

[5278]: Changing the mail reception print BOX
number setting in the administrator mode
[5279]: Changing the use setting for the SMTP re-
ception in the administrator mode

[5280]: Changing the SMTP reception port num-
ber setting in the administrator mode

[5281]: Changing the SMTP reception timeout
setting in the administrator mode

[5282]: Changing the SMTP transmission port
number setting in the administrator mode
[6283): Changing the MTP transmission timeout
setting in the administrator mode

[5309]: Changing the LDAP server name setting
in the administrator mode

[6310]: Changing the LDAP use setting in the ad-
ministrator mode

[6311]: Changing the LDAP server address set-
ting in the administrator mode
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tion play

Code Operation 1281 [5312]: Changing the LDAP SSL use setting in the
code administrator mode

[6313]: Changing the LDAP port number setting
in the administrator mode

[5314]: Changing the LDAP SSL port number set-
ting in the administrator mode

[5315]: Changing the LDAP search route setting
in the administrator mode

[6316]: Changing the LDAP timeout setting in the
administrator mode

[6317]: Changing the setting for the maximum
number of the LDAP search results in the admin-
istrator mode

[6318]: Changing the setting for the LDAP au-
thentication method in the administrator mode
[5319]: Changing the LDAP domain name setting
in the administrator mode

[6320]: Changing the LDAP logon name setting in
the administrator mode

[5321]: Changing the LDAP password setting in
the administrator mode

[6322]: Changing the setting for the LDAP user
authentication method in the administrator mode
[6323]: Changing the LDAP Referral use settingin
the administrator mode

[5324]: Changing the LDAP default search condi-
tion setting in the administrator mode

[5325]: Changing the LDAP default server setting
in the administrator mode

[6326]: Changing the LDAP certificate verification
level setting in the administrator mode

[5327]: Changing the LDAP name search target
setting in the administrator mode

[5328]: Changing the LDAP automatic search
setting in the administrator mode

[6329]: Changing the LDAP search attribute set-
ting in the administrator mode

[5331]: Changing the use setting for user authen-
tication in the administrator mode

[56332]: Changing the setting for the ticket hold
time of the user authentication ActiveDirectory in
the administrator mode

[5333]: Changing the use setting for simple au-
thentication of the user authentication print in the
administrator mode

[5334]: Changing the use setting for the alternate
server of simple authentication of the user au-
thentication print in the administrator mode
[5335]: Changing the setting for the reconnection
method for simple authentication of the user au-
thentication print in the administrator mode
[5336]: Changing the setting for the reconnection
time for simple authentication of the user authen-
tication print in the administrator mode

[56337]: Changing the IPP use setting in the ad-
ministrator mode

[6338]: Changing the setting for the IPP authenti-
cation method in the administrator mode

[5339]: Changing the IPP authentication account
setting in the administrator mode

[5340]: Changing the IPP realm (domain) name
setting in the administrator mode

[6341]: Changing the IPP print job permission
setting in the administrator mode

[5342]: Changing the IPP support function setting
in the administrator mode

[6343]: Changing the IPP printer name setting in
the administrator mode
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Code Operation 1281 [5344]: Changing the IPP installation location set-
code ting in the administrator mode

[6345]: Changing the IPP printer information set-
ting in the administrator mode

[6346]: Changing the OpenAPI permission set-
ting in the administrator mode

[5347]: Changing the OpenAPI permission (client)
setting in the administrator mode

[6348]: Changing the OpenAPI password use
setting in the administrator mode

[5349]: Changing the OpenAPI user name setting
in the administrator mode

[5350]: Changing the OpenAPI user password
setting in the administrator mode

[5351]: Changing the OpenAPI port number set-
ting in the administrator mode

[6352]: Changing the OpenAPI SSL use setting in
the administrator mode

[5353]: Changing the OpenAPI SSL port number
setting in the administrator mode

[56354]: Changing the OpenAPI SSL verification
level setting in the administrator mode

[5355]: Changing the OpenAPI proxy address
setting in the administrator mode

[5356]: Changing the PSWC HTTP server use
setting in the administrator mode

[6357]: Changing the PSWC use setting in the
administrator mode

[5358]: Changing the setting for the PSWC com-
munity name 1 in the administrator mode
[5359]: Changing the setting for the PSWC com-
munity name 2 in the administrator mode
[6360]: Changing the PSWC HTTP use type set-
ting in the administrator mode

[5361]: Changing the setting for the PSWC direct
print use type in the administrator mode

[6362]: Changing the NTP use setting in the ad-
ministrator mode

[6363]: Changing the NTP server address setting
in the administrator mode

[5364]: Changing the NTP port number setting in
the administrator mode

[5365]: Changing the use setting for the NTP
server address automatic acquisition in the ad-
ministrator mode

[5366]: Changing the use setting for the NTP au-
tomatic time setting in the administrator mode
[6367]: Changing the NTP polling interval setting
in the administrator mode

[5384]: Changing the WebService Friendly name
setting in the administrator mode

[5385]: Changing the WebService use setting in
the administrator mode

[5386]: Changing the WebService printer infor-
mation setting in the administrator mode

[5387]: Changing the WebService scanner infor-
mation setting in the administrator mode

[5388]: Changing the WebService PushScan tim-
eout setting in the administrator mode

[6389]: Changing the WebService certificate ver-
ification level setting in the administrator mode
[5390]: Changing the WebService browsing set-
ting in the administrator mode

[6391]: Changing the WebService Proxy setting
in the administrator mode

[6392]: Changing the WebService Proxy URL set-
ting in the administrator mode
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Code Operation 1281 [5394]: Changing the WebDAV use setting in the
code administrator mode

[6395]: Changing the WebDAV proxy address
setting in the administrator mode

[5396]: Changing the WebDAYV proxy port num-
ber setting in the administrator mode

[5397]: Changing the WebDAYV proxy user name
setting in the administrator mode

[6398]: Changing the WebDAYV proxy password
setting in the administrator mode

[5399]: Changing the WebDAV connection time-
out setting in the administrator mode

[5400]: Changing the setting for the character
code of the WebDAV authentication information
in the administrator mode

[5401]: Changing the WebDAV certificate verifi-
cation level setting in the administrator mode
[6402]: Changing the WebDAV chunk transmis-
sion mode setting in the administrator mode
[5403]: Changing the setting for the WebDAV im-
age log transfer host name in the administrator
mode

[5404]: Changing the setting for the WebDAV im-
age log transfer path in the administrator mode
[5405]: Changing the setting for the WebDAV im-
age log transfer user name in the administrator
mode

[5406]: Changing the setting for the WebDAV im-
age log transfer user password in the administra-
tor mode

[5407]: Changing the setting for WebDAV image
log transfer port number in the administrator
mode

[5408]: Changing the use setting for the WebDAV
image log transfer SSL in the administrator mode
[6409]: Changing the use setting for the WebDAV
image log transfer proxy in the administrator
mode

[6410]: Changing the setting for the WebDAV im-
age log reception file path in the administrator
mode

[6411]: Changing the setting for the WebDAV im-
age log reception user name in the administrator
mode

[6412): Changing the setting for the WebDAV im-
age log reception user password in the adminis-
trator mode

[56413]: Changing the setting for the WebDAV im-
age log reception host name in the administrator
mode

[6414]: Changing the setting for the WebDAV im-
age log reception port number in the administra-
tor mode

[6415]: Changing the use setting for the WebDAV
image log reception SSL in the administrator
mode

[56416]: Changing the use setting for the WebDAV
image log reception proxy in the administrator
mode

[5418]: Changing the WebDAV server use setting
in the administrator mode

[6419]: Changing the setting in the enhanced se-
curity mode for the WebDAV server in the admin-
istrator mode

[6420]: Changing the WebDAV server SSL use
setting in the administrator mode

[6429]: Changing the IEEE802.1x use setting in
the administrator mode
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Code Operation 1281 [5430]: Changing the IEEE802.1x user ID setting
code in the administrator mode

[6431]: Changing the IEEE802.1x user password
setting in the administrator mode

[6432]: Changing the IEEE802.1x EAP-TYPE set-
ting in the administrator mode

[5433]: Changing the setting for the user ID of the
IEEE802.1x EAP-TTLS internal authentication in
the administrator mode

[5434]: Changing the setting for the IEEE802.1x
EAP-TTLS internal authentication protocol in the
administrator mode

[5435]: Changing the IEEE802.1x server ID set-
ting in the administrator mode

[6436]: Changing the use setting for the
IEEE802.1x client certificate in the administrator
mode

[6437]: Changing the setting for the IEEE802.1x
server certificate verification in the administrator
mode

[6438]: Changing the IEEE802.1x encryption level
setting in the administrator mode

[5439]: Changing the IEEE802.1x network stop
time setting in the administrator mode

[5441]: Changing the use setting for the Distribut-
ed scan in the administrator mode

[6443]: Changing the setting for the single sign-
on host name in the administrator mode

[6444]: Changing the setting for the single sign-
on ActiveDirectory domain name in the adminis-
trator mode

[5445]: Changing the setting for the administrator
account of the single sign-on ActiveDirectory in
the administrator mode

[5446]: Changing the setting for the administrator
password of the single sign-on ActiveDirectory in
the administrator mode

[6447]: Changing the setting for single sign-on
timeout in the administrator mode

[5448]: Changing the setting for the expiration
time of the single sign-on security context in the
administrator mode

[5449]: Changing the single sign-on use setting in
the administrator mode

[56450]: Changing the use setting for the single
sign-on authentication level in the administrator
mode

[5452]: Changing the wireless network operation
mode setting in the administrator mode

[6453]: Changing the setting for the return mode
from the wireless network ERP in the administra-
tor mode

[5454]: Changing the wireless network SSID set-
ting in the administrator mode

[5455]: Changing the wireless network encryp-
tion algorithm setting in the administrator mode
[6456]): Changing the setting for the WEP key of
the wireless network infrastructure mode in the
administrator mode

[5457]: Changing the setting for the path phrase
of the wireless network infrastructure mode in the
administrator mode

[6459]: Changing the setting for the wireless net-
work access point channel in the administrator
mode

[56460]: Changing the setting for ANY connection
of the wireless network access point in the ad-
ministrator mode
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Code Operation 1281 [5461]: Changing the setting for the wireless net-
code work access point SSID in the administrator

mode

[5462]: Changing the setting for the wireless net-
work access point encryption algorithm in the
administrator mode

[5463]: Changing the setting for the WEP key of
the wireless network access point in the admin-
istrator mode

[5464]: Changing the setting for the path phrase
of the wireless network access point in the ad-
ministrator mode

[5465]: Changing the setting for the update inter-
val of the wireless network access point path
phrase in the administrator mode

[5466]: Changing the compatibility setting for the
wireless network access point 20/40 MHz in the
administrator mode

[5467]: Changing the setting for the connection
permission MAC address of the wireless network
access point in the administrator mode

[5468]: Changing the use setting for the wireless
network access point DHCP in the administrator
mode

[5469]: Changing the setting for the lease start
address of the wireless network access point
IPv4 in the administrator mode

[5470]: Changing the setting for the lease end ad-
dress of the wireless network access point IPv4
in the administrator mode

[5471]: Changing the setting for the lease period
of the wireless network access point IPv4 in the
administrator mode

[5472]: Changing the setting for the determina-
tion method for the TCP/IP extended IP address
in the administrator mode

[5473]: Changing the setting for direct specifica-
tion of the TCP/IP extended IP address in the ad-
ministrator mode

[5474]: Changing the setting for direct specifica-
tion of the TCP/IP extended subnet mask in the
administrator mode

[5475]: Changing the TCP/IP extended DHCP
use setting in the administrator mode

[6476]: Changing the network configuration set-
ting in the administrator mode

[5477]: Changing the WPS PIN code setting in
the administrator mode

[5478]: Changing the setting for the WPS push
button method in the administrator mode
[6479]: Changing the setting for the WPS setting
result in the administrator mode

[5480]: Changing the WLAN wave intensity set-
ting in the administrator mode

[5481]: Changing the setting for the number of
the WLAN simultaneous connection terminals in
the administrator mode

[5482]: Changing the FIPS mode use setting in
the administrator mode

[6512): Changing the Print client use setting in
the administrator mode

[5513]: Changing the Print client port number set-
ting in the administrator mode

[6514]: Changing the Print client compression
size setting in the administrator mode

[6515]: Changing the Print client timeout setting
in the administrator mode
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Code Operation 1281 [5516]: Changing the Print client printer class set-
code ting in the administrator mode

[6517]: Changing the Print client printer name
setting in the administrator mode

[5518]: Changing the Print client certificate verifi-
cation level setting in the administrator mode
[5519]: Changing the Print client connection ser-
vice setting in the administrator mode

[6529]: Changing the setting for the audit log
Push distribution host name in the administrator
mode

[6530]: Changing the setting for the audit log
Push distribution path in the administrator mode
[5531]: Changing the setting for the audit log
Push distribution user name in the administrator
mode

[6532]: Changing the setting for the audit log
Push distribution user password in the adminis-
trator mode

[5533]: Changing the setting for the audit log
Push distribution port number in the administra-
tor mode

[5534]: Changing the use setting for the audit log
Push distribution SSL in the administrator mode
[5535]: Changing the use setting for the audit log
Push distribution proxy in the administrator
mode

[5536]: Changing the setting for the audit log
Push distribution condition: trigger type in the
administrator mode

[6537]: Changing the setting for the audit log
Push distribution condition: time in the adminis-
trator mode

[5538]: Changing the setting for the audit log
Push distribution condition: day in the adminis-
trator mode

[5539]: Changing the setting for the audit log
Push distribution condition: log capacity in the
administrator mode

[5547]: Audit log Push distribution

[6000]: Changing the network fax compatibility
mode setting in the administrator mode

[6001]: Changing the network fax color mode
setting in the administrator mode

[6002]: Changing the browser use setting in the
administrator mode

[6003]: Changing the use setting for browser file
upload in the administrator mode

[6004]: Changing the use setting for browser file
download in the administrator mode

[6005]: Changing the setting for update of the site
available for the browser in the administrator
mode

[6006]: Changing the setting for the browser cer-
tificate in the administrator mode

[6007]: Changing the setting for the client certifi-
cate for the browser application in the adminis-
trator mode

[6008]: Changing the setting for the SMB image
log transfer host name in the administrator mode
[6009]: Changing the setting for the SMB image
log transfer file path in the administrator mode
[6010]: Changing the setting for the SMB image
log transfer user name in the administrator mode
[6011]: Changing the setting for the SMB image
log transfer user password in the administrator
mode
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Code Operation 1281 [6012]: Changing the setting for the SMB image
code log reception host name in the administrator

mode

[6013]: Changing the setting for the SMB image
log reception file path in the administrator mode
[6014]: Changing the setting for the SMB image
log reception user name in the administrator
mode

[6015]: Changing the setting for the SMB image
log reception user password in the administrator
mode

[6016]: Changing the SMB default domain name
setting in the administrator mode

[6017]: Changing the SMB authentication server
type setting in the administrator mode

[6018]: Changing the setting for citation of the
SMB transmission certificate information in the
administrator mode

[6019]: Changing the setting for registration of
the SMB transmission certificate information in
the administrator mode

[6020]: Changing the mobile phone use setting in
the administrator mode

[6021]: Changing the debug log distribution set-
ting in the administrator mode

[6022]: Changing the setting for the debug log
SMB distribution host name in the administrator
mode

[6023]: Changing the setting for the debug log
SMB distribution file path in the administrator
mode

[6024]: Changing the setting for the debug log
SMB distribution user name in the administrator
mode

[6025]: Changing the setting for the debug log
SMB distribution user password in the adminis-
trator mode

[6026]: Changing the setting for the debug log
FTP distribution host name in the administrator
mode

[6027]: Changing the setting for the debug log
FTP distribution file path in the administrator
mode

[6028]: Changing the setting for the debug log
FTP distribution user name in the administrator
mode

[6029]: Changing the setting for the debug log
FTP distribution user password in the administra-
tor mode

[6030]: Changing the setting for the debug log
FTP distribution port number in the administrator
mode

[6031]: Changing the use setting for the debug
log FTP distribution PASV in the administrator
mode

[6032]: Changing the use setting for the debug
log FTP distribution proxy in the administrator
mode

[6033]: Changing the setting for the permission to
take out the debug log in the administrator mode
[6034]: Changing the setting for the debug log
WebDAV distribution host name in the adminis-
trator mode

[6035]: Changing the setting for the debug log
WebDAV distribution file path in the administrator
mode

[6036]: Changing the setting for the debug log
WebDAV distribution user name in the adminis-
trator mode
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Tag descrip-
tion

Typical dis-
play

Description

Code

Operation
code

1281

[6037]: Changing the setting for the debug log
WebDAV distribution user password in the ad-
ministrator mode

[6038]: Changing the setting for the debug log
WebDAV distribution port number in the adminis-
trator mode

[6039]: Changing the use setting for the debug
log WebDAV distribution proxy in the administra-
tor mode

[6040]: Changing the use setting for the debug
log WebDAV distribution SSL in the administrator
mode

[6041]: Changing the Bluetooth LE use setting in
the administrator mode

[6042]: Changing the use setting for the Blue-
tooth LE authentication in the administrator
mode

[6044]: Changing the administrator name setting
in the administrator mode

[6045]: Changing the administrator telephone
number setting in the administrator mode
[6046]: Changing the administrator e-mail ad-
dress setting in the administrator mode

[6047]: Changing the setting for the administra-
tor's organization name in the administrator
mode

[6048]: Changing the setting for the administra-
tor's division name in the administrator mode
[6051]: Changing the setting for the encryption
password for taking out the log in the administra-
tor mode

[6053]: Changing the setting for the encryption
password of the USB memory key file for log ac-
quisition in the administrator mode

[6055]: Changing the setting for the TPM encryp-
tion password in the administrator mode

[6056]: Changing the setting for overwrite HDD
Data temporarily in the administrator mode
[6059]: Changing the setting for the smallest
password length in the administrator mode

etc.

*Displayed if there is a logon event but not a
logoff event, such as when the machine develops
a fault after a user logged on, so that the user
was unable to log off.

Operationinf
Tim

Time/date of
operation

2012/4/1 12:34

Denotes time/date when the operation is per-
formed.

Operationinf
Res

Result code

Denotes the result of operation.

[0]: Normally terminated

[257]: Authentication failed

[258]: Authentication failure due to penalty lock
[65535]: Fail

etc.

Opelnfo

Operator in-
formation

Indicates the operator. This indicates the opera-
tor information if user operation is involved. If not,
this indicates the system information.

Code

Operator
code

33554432

Coded operator information.

[0]: Unknown user

[16777216]: Service engineer

[33554432]: Administrator

[83886080]: System (machine)
[268435456+X]: User

(X denotes a number assigned to the user)

Opelnf
Name

Operator
name

User X

User name being the operator
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Tag name Tag descrip- Typical dis- Description
tion play
ExtSvr- External serv- | ServerA External server name authenticated by the exter-
Name er name nal server authentication user
IF IF number 16 Indicates the interface executing the job.
[16]: Operation panel
[80]: System
[96]: Web Connection
etc.
OperatCont Details of 1 Denotes the specific detail of operation.
operation [1]: Enable
[2]: Disable
etc.
BoxOperat Box opera- - Denotes information on box operation.
tion informa-
tion
TrgBoxNo Box number XXXXXXXXXX Denotes the box number relative to box opera-
to be operat- tions or document operations in a box.
ed [0]: Memory RX Box
[1000020130]: Password Encrypted PDF Box
[1000020150]: ID & Print box
[1 to 999999999]: Displays the box number if it
has been registered.
etc.
MovBox Moving desti- | XXXXXXXXXX Box No. of the moving destination of a document
No nation box moving in the box.
number
CpyBox Copy desti- XXXXXXXXXX Box No. of the copy destination of a document to
No nation box be copied in the box.
number
Authorization Authorization 4095 Denotes the right possessed by the correspond-
code ing user
[0]: No right (Disable)
[4095]: Administrative right
[4096]: Box administrator right
FileAccess File access - Indicates the access information of the box doc-
information ument.
DocNo Document 1 Document No. of an accessed box document.
number
BoxNo Box number 1 Box No. of an accessed box document.
DocName Operation S20161024120 | Name of a target document for box document
target docu- 00 access.
ment name
Operationinf Details when 501 Indicates the detailed reason when an IPsec error
Res an error oc- (Code: [1414]) occurs.

curs in the se-
cure
communica-
tion (IPsec)

[501]: A proposal is not matched in negotiation.
[504]: Detected expiration of a digital signature
certificate.

[506]: Verification failed in the CA path of the dig-
ital signature certificate.

[508]: Connection to the CA of the digital signa-
ture certificate failed.

[516]: Communication was not established in ne-
gotiation and timeout occurred.

[517]: There is a possibility of the advance shared
key discordance.

bizhub C4051i/C3351i

2-65



2.15  Setting time/date in machine 2

2.15

2.15.1

2.15.2

Setting time/date in machine

When a log-on to the administrator mode becomes successful, the machine enables setting of the time-of-
day and date.

Setting time/date

4
4
4

The control panel and the Web Connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

Call the administrator mode.
Tap [Maintenance] - [Date/Time Settings] - [Manual Setting].
Tap the box of an item to set the date for setting.

Tap [OK].

A message indicating completion of the setting is displayed.

Setting daylight saving time

4
4
v

The control panel and the Web Connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

Call the administrator mode.
Tap [Maintenance] - [Daylight Saving Time].
Select [ON]. Then, enter time to be advanced as the daylight saving time.

Select [Weekly/Day Settings] or [Date Specified] from the pull-down menu of [Specify Method] to spec-
ify the starting date and ending date for applying the summer time.

= The current time is set forward to reflect daylight saving time.
Set [Start Date/Time] and [End Date/Time].

Tap [OK].

A message indicating that the setting has been completed is displayed.
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2.16 TCP/IP setting function

When alog-on to the administrator mode becomes successful, the machine enables setting of the IP Address
and registration of the DNS Server.

2.16.1 Setting the IP Address

4
4
4

The control panel and the Web Connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

Call the administrator mode.
Set [Network] - [TCP/IP Setting] - [TCP/IP Settings1] - [TCP/IP] to [ON].
Tap [Manual Setting] in [IPv4].

Select [IP Address] and set the IP Address.

= If [Auto Setting] is selected for IP Address Setting Method in step 3, select the means of acquiring
the IP Address automatically from among DHCP, BOOTP, ARP/PING, AUTO IP, and the like.

Tap [OK].

Tap [OK].

2.16.2 Registering the DNS server

4
v
v

The control panel and the Web Connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

For more detailed setting items for the DNS server, see [Home] - [Descriptions of Functions / Utility
Keys] - [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [DNS Server Setting(IPv4)] in HTML Us-
er’s Guide.

Call the administrator mode.
Tap [Network] - [TCP/IP Setting] - [TCP/IP Settings1].

Make the necessary settings for the DNS Server.

= If [ON]is selected from the DNS Server Auto Obtain and DNS Domain Name Auto Retrieval, the DNS
Server Address and DNS Domain Name are automatically acquired.

Tap [OK].
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2.17 E-mail setting function

When a log-on to the administrator mode becomes successful, the machine enables setting of the SMTP
Server (E-Mail Server).

2.17.1 Setting the SMTP server (E-mail server)

4
4
4

A O DN =

The control panel and the Web connection can be used for this setting.
For the procedure to access the administrator mode, see page 2-2.

Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

For more detailed setting items for the E-mail TX (SMTP), see [Home] - [Descriptions of Functions / Util-
ity Keys] - [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail TX (SMTP)] in HTML User’s
Guide.

Call the administrator mode.

Tap [Network] - [E-mail Setting] - [E-mail TX (SMTP)].

Make the necessary settings.

Tap [OK].
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2.18 SMB setting function

Logging on to the administrator mode enables the machine to perform SMB transmission settings.

Operate the SMB setting under the following settings.

° Select [NTLM V2] or [NTML V1/V2] for [SMB Authentication Setting]. Do not set [NTLM V1] and [Ker-
beros].

2.18.1 Setting a client

v The control panel and the Web Connection can be used for this setting.
v For the procedure to access the administrator mode, see page 2-2.

v/ Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

v For more detailed setting items for the client setting, see [Home] - [Descriptions of Functions / Utility
Keys] - [Utility] - [Administrator] - [Network] - [SMB Setting] - [Client Setting] in HTML User’s Guide.

1 Call the administrator mode.

2 Tap [Network] - [SMB Setting] - [Client Setting].

3 Make the necessary settings.

4 Tap[OK].
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2.19 WebDAV setting function

Logging on to the administrator mode enables this machine to perform WebDAV settings.

2.19.1 Setting a client

v The control panel and the Web Connection can be used for this setting.
v/ For the procedure to access the administrator mode, see page 2-2.

v’ Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

For more detailed setting items for the client setting, see [Home] - [Descriptions of Functions / Utility
Keys] - [Utility] - [Administrator] - [Network] - [WebDAV Settings] - [WebDAV Client Settings] in HTML
User’s Guide.

Call the administrator mode.

Tap [Network] - [WebDAV Settings] - [WebDAV Client Settings].

Make the necessary settings.

A WODN =

Tap [OK].
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2.20

2.20.1

Automatic logoff setting function

Logging on to the administrator mode enables the machine to set the time of automatic logoff. With the au-
tomatic logoff function, you can automatically log off when the setting time elapses while Web Connection
is being used.

The time to automatic logoff can be specified for the administrator mode and user mode respectively. If you
set the time to automatic logoff too long, there is a risk that an unauthorized access may occur during your
absence. Set the minimum period of time within five minutes. If the time longer than 5 minutes has been set,
please redo this setting. If the extent of impact cannot be identified due to concerns such as an unauthorized
use of administrative right by the setting of a time longer than 5 minutes, it is necessary to restore the machine
to its factory settings in order to restore it to a state where security can be ensured. The administrator should
contact the Service Representative and perform "1.3 Installation procedure" again with a service engineer
(CE).

Selectable time is 1 to 10 minutes, or 20, 30, 40, 50, or 60 minutes for the time to log off from the administrator
mode and the user mode. Default setting: 10 minutes for the administrator mode; 60 minutes for the user
mode.

Setting automatic logoff

v The Web Connection can be used for this setting.
v For the procedure to access the administrator mode, see page 2-2.

v Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

Call the administrator mode.
Click [Security] - [Auto Logout].
Select [Admin. Mode Logout Time] and [User Mode Logout Time] from the pull-down menu

Click [OK].
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2.21 FIPS mode setting function
The FIPS mode can be set in this machine after logon to the administrator mode.

Perform the following for the FIPS mode settings.

° Set [FIPS Settings] to [ON].
With [Enhanced Security Mode] set to [ON], [FIPS Settings] is not displayed. Set [Enhanced Security
Mode] to [OFF] for the setting.
If [Enhanced Security Mode] is set to [ON] as [FIPS Settings] is [OFF], set [Enhanced Security Mode] to
[OFF] and then set [FIPS Settings] to [ON]. Also, some certificates created while [FIPS Settings] is [OFF]
may be deleted. Recreate the device certificate.

2.21.1  Setting the FIPS mode

v The control panel and the Web Connection can be used for this setting.
v For the procedure to access the administrator mode, see page 2-2.

v Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

v/ For more detailed setting items for the FIPS mode setting, see [Home] - [Descriptions of Functions /
Utility Keys] - [Utility] - [Administrator] - [Security] - [FIPS Settings] in HTML User’s Guide.

Call the administrator mode.
Tap [Security] - [FIPS Settings].
Tap [ON].

Tap [OK].

= If a digital signature is registered before FIPS mode setting, a message indicating that part of the
signature may be deleted is displayed.

Tap [OK].

- "FIPS Mode was changed. Turn the Power OFF and ON." is displayed.

Turn the main power switch OFF/ON.
- Register again the digital certificate deleted in Step 4 above. See page 2-15 for how to register.
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2.22 Firmware update function

This machine verifies the signature when updating the firmware, with [Enhanced Security Mode] set to [ON].

The signature is verified at the time of updating the firmware, allowing the firmware of this machine to be pro-
tected from unauthorized update.

2221 Updating the firmware

Obtain firmware previously from the service engineer.

v/ The control panel can be used for this setting.

v/ For the procedure to access the administrator mode, see page 2-2.

v Confirm that the public key certificate has been registered. If finding that the public key certificate has
been expired at the time of FW update, contact the service engineer to ask for update of the public key
certificate.

v Before the service engineer updates the public key certificate, confirm that the issuer is [KonicaMinolta]
to verify the genuineness of the certificate.

v Update of the public key certificate is required only if expiration (invalidity) is detected.

v This update method is executed by the administrator, and is not related to [Firmware Update (USB) Per-
mission Setting] restricting operations from the service engineer. Thus, this update method does not
require the password (for updating the firmware).

Extract the obtained firmware data.

Connect the USB memory to the PC to copy "A93Efw.tar" and "A93Efw.tar.sig" of the extracted data

in the root directory of the USB memory.

Call the administrator mode.

Tap [Network] - [Machine Update Settings] - [Firmware Update Parameters].

Insert the USB memory to the USB port on the right side of the control panel.

- The firmware version is displayed and [Update] is enabled.

Tap [Update]

Select [Yes] to tap [OK].

Restart automatically to transfer to the FW update screen.

Power Indicator is switched to blue and leave it for a while, then the machine is automatically started

again.

"The version upgrade through the network download is complete. Tap [OK] to use the device." is dis-

played, then tap [OK].

Error in start check

= As an action against a failure in update, "A firmware error occurred. Please contact your Service
Representative." appears if firmware self-verification at the start fails due to turning OFF/ON of the
main power switch. Turn OFF/ON the main power switch again. If the error is not resolved, con-
tact the Service Representative.

- When the firmware is updated properly, check the current TOE version by referring to page 1-20.

- Return the firmware acquired from the service engineer after firmware is updated.

NOTICE

If [Enhanced Security Mode] is set to [ON], [USB Connection Permission setting] turns [OFF]. No USB port
can be used except for the case of firmware update.
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2.23 Job deletion setting function

Logging on to the administrator mode allows the machine to perform job deletion mode settings.

Set the following for the job deletion setting.
° Set [Set Job Delete mode] to [ON].

If this setting is not displayed. Contact the service engineer.

2.23.1 Setting the job deletion

v The control panel can be used for this setting.
v For the procedure to access the administrator mode, see page 2-2.

v/ Do not leave the machine with the setting screen of administrator mode left shown on the display. If it
is absolutely necessary to leave the machine, be sure first to log off from the administrator mode.

1 Call the administrator mode.
2 Tap [Security] - [Job Delete Settings].

3 select [ON] in [Set Job Delete mode], tap [Mode 4].
= [Job Delete mode Detail Setting] appears.

4 Pperform the following settings.
= Paper jam: Login & Logout
- Paper empty: Login & Logout
= Consumables: Login & Logout
= Paper mismatch: Login & Logout

5  Tap[OK].

6 Tap[«].

7 Tap [Job Delete Time Setting], then [OFF].
8  TapIOK.

9 Tap[«

10 Tap [Display Job Delete keyl, then [ON].

11 Tap[OK].
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3.1

User authentication function 3

3

3.1

3.1.1

User Operations

User authentication function

When [ON (MFP)], [ON (Main + External Server)], or [ON (External Server)] (Active Directory) is set for Authen-
tication Method of the Administrator Mode, the machine authenticates a user as an authorized user of this
machine through the user password that meets the password rules before he or she actually uses it. During
the authentication procedure, the user password entered for the authentication purpose appears as "*" or "e
" on the display.

Before the authentication, the user can detect the status of MFP, make settings for the display and other
functions, check the firmware version, display jobs, and receive a fax.

After authentication by a user is successful using the user name and password entered from the control panel
with the ID & Print Setting function set in the machine, the user can automatically print his or her print data
saved in the ID & Print user box. Because printing occurs after user authentication is performed via the control
panel of this machine, it is suitable for printing highly confidential documents. Operate the machine with the
ID & Print Setting function set.

When the [Enhanced Security Mode] is set to [ON], the number of times in which authentication fails is count-
ed.

NOTICE
If [ON (MFP)] is set for the authentication method and [Pause] is set for a user by the administrator, that par-
ticular user cannot log onto the machine. For details, contact the administrator.

The user who is given the administrative right by the administrator can access the Administrator Mode when
logging on as the user administrator. For details of logging-on, see page 2-2.

If a screen appears that warns that the job log has reached its upper limit, contact the administrator.

For the user administrator, the number of failed authentication attempts is counted as access by the same
user, independent of the mode in the Administrator Mode or the User Mode that the user logs on to.

If the machine is set into the access lock state by the operation of the user administrator, the user adminis-
trator cannot log on to the Administrator Mode or the User Mode. To cancel the access lock state, the admin-
istrator must perform the Release Setting. Contact the administrator.

Performing user authentication
<From the Control Panel>

v Before operating the machine, the user him/herself should change the user password from that regis-
tered by the administrator. For details of changing the user password, see page 3-6. For details of user
name and user password, ask the administrator.

v Ifthe user password is changed by the administrator during operation of this machine, the user him/her-
self should immediately change the user password.

v Make absolutely sure that your user password is not known by any other users. Leakage of the pass-
word may result in such troubles as invalidated security function, leakage or falsification of information.
The user should control the user password appropriately so that it may not be leaked, and should not
set the password that can be easily guessed.

v Do not leave the machine while you are in the user operation mode. If you leave the machine with the
screen left shown on the display, there is a risk that falsification of settings or important information may
occur. If it is absolutely necessary to leave the machine, be sure first to log off from the user operation
mode.

(4 If the external server performs user authentication, a user name that is not registered with the machine
is automatically registered.
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User authentication function

1 Tap [User Name].

Enlarge
Display

ID & Print

Logout after Print Operation Rights

Login without Print
User Name |
)

Password

|

o -q # Reset Stop

2 Enter the user name and the password.

lej Delete

AN N N X N 3 K N N N
DEDnonanonononn
alsjalidofr]ife] ]l ]

3 N N T N N [ W .

Space J Shift J

Cancelly OK

o -a # Reset Stop

3  Tap[OK].

4 Tap [ID] or [Login]. If a document is stored in the ID & Print user box, select the target logon method

and then tap [ID] or [Login].

Login Method Description

[Logout after Print] The ID & Print document of the corresponding user is printed. After

printing, the user does not log in on the machine.

[Login without Print] If [Login without Print] is selected, only the ordinary login procedure

is applicable and no ID & Print documents are printed.

= If a wrong user name is entered, a message that tells that the authentication has failed appears. En-

ter the correct user name.

= If awrong user password is entered, a message that tells that the authentication has failed appears.

Enter the correct user password.

= If the [Enhanced Security Mode] is set to [ON], the entry of a wrong user password is counted as

unauthorized access. If a wrong user password for the corresponding user name entered is entered
a predetermined number of times (once to three times) or more set by the administrator, a message
appears that tells that authentication has not been successful for any subsequent operation for au-
thentication. The machine is then set into an access lock state, rejecting any more logon attempts.
To cancel the access lock state, the administrator must perform the Release Setting. Contact the
administrator. For details of identification and authentication function, see page 1-11.

= If there are two or more ID & Print documents are involved, all of them will be printed. To select and

print a document, select [Login without Print], log on, and select a document to be printed from ID
& Print. For the detailed procedure to access the ID & Print document, see page 3-5.

5 Tap [ID] to display the confirmation screen.

To log off, select [Yes].

= The user can simply tap the [ID] to log off if [OFF] is set in [User Auth/Account Track] - [User/Account
Common Setting] - [Logout Confirmation Display Setting] in the administrator mode.
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<From Web Connection>

v

v

Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

If the external server performs user authentication, a user name that is not registered with the machine
is automatically registered.

Different initial screens appear after you have logged on depending on the Customize setting made by
the administrator or user. The descriptions herein given are concerned with the display screen set in
[Device Information] of Information.

Up to 20 users can simultaneously log on to the machine using the Web Connection. If more than 20
user requests for logon are made, an error is output and the logon is rejected.

Start the Web browser.
Enter the IP address of the machine in the address bar to start Web Connection.

Select [Registered User] from the pull-down menu of [User Type] and enter the user name and user
password.

Web Connection

Please select a user type to login.

-b:E Login

User Type Reqgistered User -
User Name
Password

I:] Login with administrator rights.

Data Management Utility

Starting-up Data Management Utility Manage Copy Protect Data ~

_ - B

- When [ON (External Server)] (Active Directory) is set for the Authentication Method, select the exter-
nal authentication server from the pull-down menu of the server name.

- When [ON (Main + External Server)] is set for the authentication method, select this machine or the
external authentication server from the pull-down menu.

Click [Login].

= If awrong user password is entered, a message that tells that the authentication has failed appears.
Enter the correct user password.

= If the [Enhanced Security Mode] is set to [ON], the entry of a wrong user password is counted as
unauthorized access. If a wrong user password for the corresponding user name entered is entered
a predetermined number of times (once to three times) or more set by the administrator, a message
appears that tells that authentication has not been successful for any subsequent operation for au-
thentication. The machine is then set into an access lock state, rejecting any more logon attempts.
To cancel the access lock state, the administrator must perform the Release Setting. Contact the
administrator. For details of identification and authentication function, see page 1-11.

Click [Logout].
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3.1.2

3.1.3

Accessing the ID & Print document

If a user, whose document is stored in the ID & Print user box, is authenticated, he or she can gain access to
the document in the ID & Print user box.

v The control panel can be used for this setting.

v For the logon procedure, see page 3-2.

v Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

v To save the ID & Print document, use the direct print from the printer driver of the PC or the Web Con-
nection. When using the printer driver, enter the user name registered with the machine and the pass-
word, similarly to the regular user authentication, with the printer driver on the PC, and specify the ID &
print. The characters of this password are displayed with "*". If the entered user name and the user
password do not agree, the ID & Print document is discarded without being saved in the machine. An
erroneous input of the user password is counted as an unauthorized access. In direct printing, specify
the regular print from the output method of the application setting.

If a wrong user password is entered a predetermined number of times (once to three times) or more set
by the administrator, the subsequent authentication operation is an access lock state and it is not pos-
sible to transmit the print job. As a result, the access lock state disables user authentication attempts
from the control panel or Web Connection.

To cancel the access lock state, the administrator must perform the Release Setting. Contact the ad-
ministrator.

v If an attempt is made to print or save a file by specifying a user name that contains ["] (a double quota-
tion mark), a login error results and the machine cancels the print job.

v If the user is not permitted to access [User Box] in Function Permission, [User Box] menu is not dis-
played in the menu and access to the ID & Print document is denied.

Log on to the user operation mode through user authentication from the control panel.
Tap [User Box] - [System] - [ID & Print].

Select the desired ID & Print document and tap [Print].

- To delete ID & Print document, select the specific document and tap [Delete].
- Tap [Details] - [Details] or the thumbnail image to display the preview.

To delete the document from the Box after the printing, select [Yes]. To leave the document as is, select
[No].

= If [Always Delete] is set in [System Settings] - [User Box Setting] - [ID & Print Delete Time] in the ad-
ministrator mode, the confirmation screen is not displayed and the document is deleted.

Number of wrong entries in authentication

Conditions to clear the number of times of check

In the [Enhanced Security Mode], the number of wrong entries at the time of authentication is checked. The
following is the conditions for clearing or resetting the number.

<Administrator authentication>

° Authentication of administrator of the machine is successful.

<User authentication mode>

° Authentication of user administrator is successful.
° User authentication mode is successful.

. Release of Prohibited Functions is executed.

<Box>

° Authentication of user box is successful.

° Authentication for execution of change of user box name and user box password is successful.
° Release of Prohibited Functions is executed.
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3.2 Change password function

If the user logs on by MFP authentication, the machine allows all authenticated users to change the respec-
tive passwords.

The user password entered is displayed as

nxn ng n

or-e,

3.2.1 Performing change password

Please take care of following to improve the quality of the password to set.

AN

Include all available types of characters of upper-case and lower-case alphabetic, numeric and sym-
bolic.

Do not use consecutive characters.
Do not use dictionary terms or names of people.

The control panel and the Web Connection can be used for this setting.
For the logon procedure, see page 3-2.

Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

Log on to the user operation mode.

Tap [Utility] - [Utility] - [Information] - [Change User Password].

= If logging on to the user mode from the Web Connection, click [Change Password].

Enter the user password to each of [Current Password], [New Password], and [Retype New Password].

= If the user passwords entered in the [New Password] and [Retype New Password] boxes are not
matched, a message that tells that the user password does not match appears. Enter the correct
user password.

Tap [OK].
A message indicating completion of the settings is displayed.

= If a wrong user password is entered in the [Current Password] box, a message that tells that the
user password does not match appears. Enter the correct user password.

= If the entered user password in the [New Password] box does not meet the password rules, a mes-
sage that tells that the entered user password cannot be used appears. Enter the correct user pass-
word. For details of the password rules, see page 1-18.

= If the [Enhanced Security Mode] is set to [ON], entry of a wrong user password is counted as unau-
thorized access. If a wrong password, instead of the current user password, is entered more than
the number of times (1 to 3) set by the administrator, the screen goes back to the user authentication
screen. Subsequent operations are prohibited while a message indicating that authentication failed,
leading to the access lock state to prevent logon.
To cancel the access lock state, the administrator must perform the Release Setting. Contact the
administrator. For details of identification and authentication function, see page 1-11.
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3.3 User box function

For all users who have been authenticated through user authentication, the machine enables the operation
of registering and changing the user box. It also enables the operation of acquiring or printing image files
saved in the user box.

Each change, creation and deletion will be applied when [OK] is tapped at the last step of each setting.
User box creates a user box in the Storage as a space for storing an image file.

When the [Enhanced Security Mode] is set to [ON], the number of times in which authentication fails is count-
ed.

Tips
° When New is specified for saving a document to create a box in the box mode through the control pan-
el, a personal user box owned by the user is produced.

° With an item other than [Allow All] in [Utility] - [Administrator] - [Security] - [Security Details] - [Manual
Destination Input], a personal user box cannot be created and saved from the fax/scan mode.

. If [Restrict] is set in [Utility] - [Administrator] - [Security] - [Restrict User Access] - [Registering and
Changing Addresses], a personal user box cannot be created and saved from the fax/scan mode.

° When a document is saved in a box with a box number yet to be registered specified from the PC, the
Personal user box owned by the user who logged on through User Authentication is automatically reg-
istered.

° To save a document in the box from the PC (Web Connection), specify [Application Setting] - [Display]
- [Output Method] - [Scan To Box] from the [Direct Print] tab to save it in the box specified by [Search
from List]-[OK].

° Tap [Stop] during printing from the personal user box to stop printing and delete the print job.

If [Stop] is tapped after transmission from the personal user box (SMB, WebDAV, and E-mail), the trans-
mission processing continues. In fax transmission, a job in execution is displayed. If Delete is specified
in job selection, the transmission processing is stopped to discard the job.

3.3.1 Setting the user box

v/ The control panel and the Web Connection can be used for this setting.
v For the logon procedure, see page 3-2.

v Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

v For the procedure to change the user box setting, see page 3-8.

v For more detailed setting items for the box setting, see [Home] - [Descriptions of Functions / Utility
Keys] - [Classic Style] - [User Box] - [New] in HTML User’s Guide.

Log on to the user operation mode.

Tap [Utility] - [Utility] - [Box] - [User Box List] - [New Registration].

- When using Web Connection, tap [Box] - [User Box List] - [New Registration].

Select [Personal] from the pull-down menu of [Type].

= Only the personal user box can be used as a user box under the operation and management con-
ditions of the machine.

= Tap [User List] and select the user from the registered user list. Or, directly enter in the [Owner
Name] box the previously registered user name.

= If no Owner Name is entered, a message appears that tells that no Owner Names have been en-
tered. Enter the correct Owner Name.

Tap the [User Box Password] box in [Assign User Box Password] to enter the password.
To prevent an erroneous entry, tap the [Retype User Box Password] box to re-enter the box pass-
word.rd.

= If the entered user box password does not match, a message that tells that the user box password
does not match appears. Enter the correct user box password.
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Make the necessary settings.

- A user box No. that already exists cannot be redundantly registered.

Tap [OK].

A message indicating completion of the setting is displayed.

= If the box name has not been entered, a message appears that tells that the box name is yet to be
entered. Tap [OK] and enter the box name.

= If a user name not registered with the machine is entered in the [Owner Name] box, a message ap-
pears that tells that the owner name entered in the box is illegal. Enter the correct owner name.

- If a necessary item is not entered, the frame of the relevant box turns to red to display a message
indicating the item has not been entered appears.

3.3.2 Changing the user attributes and box password

4
4
4

The control panel and the Web Connection can be used for this setting.
For the logon procedure, see page 3-2.

Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

Log on to the user operation mode.

Tap [Utility] - [Utility] - [Box] - [User Box List].

- When using Web Connection, tap [Box] - [User Box List].

Select the desired user box and tap [Edit].

- Tap [Delete] to delete the box and a confirmation message appears. Tap [OK] to delete the specified
box.

If a box password is set, enter the currently set password and tap [OK].

= If a wrong user box Password is entered, a message that tells that the authentication has failed ap-
pears. Enter the correct user box Password.

= If the Enhanced Security Mode is set to [ON], entry of a wrong user box Password is counted as
unauthorized access. If a wrong user box Password is entered a predetermined number of times
(once to three times) or more set by the administrator, and the machine is set into an access lock
state.
To cancel the access lock state, the administrator must perform the Release Setting. Contact the
administrator. For details of identification and authentication function, see page 1-11.

= To change the owner user, perform steps 5 through 6.
= To change the user box password, go to step 7.

Tick [User Box Owner is changed.].
Select a target owner user.
Tick [User Box Password is changed.].

Tap the [Current Password], [New Password], and [Retype New Password] boxes and enter the respec-
tive passwords.

= If awrong password is entered instead of the currently set password, a message appears indicating
the entered box password is wrong. Enter the correct box password.

- If disagree is found between the new password and the password re-entered as the new password,
a message telling that the passwords do not match is displayed. Enter the correct password.

= If the [Enhanced Security Mode] is set to [ON], entry of a wrong user box password is counted as
unauthorized access. If a wrong user box password is entered a predetermined number of times
(once to three times) or more set by the administrator, the screen of step 2 reappears and the ma-
chine is set into an access lock state.
To cancel the access lock state, the administrator must perform the Release Setting. Contact the
administrator. For details of identification and authentication function, see page 1-11.

Make the necessary settings.
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3.3.3

Accessing the user box and user box file

4
4
4

Tap [OK].

A message indicating completion of the setting is displayed.

= If the box name has not been entered, a message appears that tells that the box name is yet to be

entered. Tap [OK] and enter the box name.

= If a user name that has not been registered in the [User Name] box with the machine, a message
telling that the user name is incorrect is popped up. Enter the correct owner user name.

= If a necessary item is not entered, the frame of the relevant box turns to red to display a message

indicating the item has not been entered appears.

The control panel and the Web Connection can be used for this setting.

For the logon procedure, see page 3-2.

Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

Log on to the user operation mode through User Authentication from the control panel.

Tap [User Box].

Tap [Personal] or [System].

- When using Web Connection, click [Open User Box] or [Open System User Box].

Select the desired user box and tap [Open)].

= [Open] is not displayed if [System] is selected with the control panel.

When using Web Connection, [Open] is not displayed.

->
- To save a new document from the control panel, select [Save].
->

When the Web Connection is used, enter the box No. of a desired box or select a desired box from

[Select User Box].

If a password is set to the box, enter the box password.

Tap [OK].

= If a wrong user box Password is entered, a message that tells that the authentication has failed ap-

pears. Enter the correct user box Password.

= If the [Enhanced Security Mode] is set to [ON], entry of a wrong user box Password is counted as
unauthorized access. If a wrong user box Password is entered a predetermined number of times
(once to three times) or more set by the administrator, a message appears that tells that authenti-
cation has not been successful for any subsequent operation for authentication. The machine is
then set into an access lock state, rejecting any more logon attempts.
To cancel the access lock state, the administrator must perform the Release Setting. Contact the
administrator. For details of identification and authentication function, see page 1-11.

Select the document and perform the desired function.

Each file type has different operable functions.

See the list below for the relation between the file and function.

User Box type

File/User Box type

Functions that can be Performed

Public Print job files

Scan job files

Print*z, Send, Qombine*z, Combine
TX, Download ™!, Combine Down-
load 1, Edit Name 2, Move, Copy, Edit
Document 2, Edit Document Name 1,
Delete, Preview

Fax job files

Print’2, Send, Download ', Edit
Name 2, Move, Copy, Edit Docu-
ment 2, Edit Document Name 1, De-
lete, Preview
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User Box type File/User Box type Functions that can be Performed
System Memory RX User Box Print*z, Download”, Edit Name*2, De-
lete, Preview
Password Encrypted PDF User Print/Save, Delete 2
Box
ID & Print User Box Print*z, Delete*2, Preview 2

3.3.4

*

—

: Available only by the operation from Web Connection.
"2: Available only by the operation from the control panel.
- See page page 1-3 for the relation between the user and job deletion.

[Document Preview] displayed on the control panel is the button for document preview.

|

= If the destination is to be specified using the corresponding one-touch key for executing [Fax] or
[Fax TX] from the control panel, always check that the destination is correct to make sure that the
data is sent to the correct destination.

= If the destination is to be specified through direct input for executing [Fax] or [Fax TX] from the con-
trol panel, always check that the destination is correct to make sure that the data is sent to the cor-
rect destination.

= Atransmission destination cannot be specified with [Direct Input] for file transmission under the op-
eration and management of the machine.

- To delete the file, select the specific document and tap [Delete].

= Boxes cannot be saved in any mode other than the box mode due to the setting for the panel cus-
tomization during operation. Thus, no copy job file is saved in the box during operation.

= In Edit document, Rotate Page/Delete Page/Page Extraction/Move Page can be executed. Docu-
ments cannot be edited from Web Connection.

Tap [Start].

= Tap [Stop] to stop reading a document and printing. Tap [Stop] during job execution to stop the job
processing and display the list of jobs currently stopped. Select a job to be deleted from the list and
tap Delete to delete the job.

Number of wrong entries in entering the box password

Conditions to clear the number of times of check

In the [Enhanced Security Mode], the number of wrong entries at the time of authentication is checked. The
following is the conditions for clearing or resetting the number.

<Administrator authentication>

° Authentication of administrator of the machine is successful.

<User authentication mode>

. Authentication of user administrator is successful.
° User authentication mode is successful.

° Release of Prohibited Functions is executed.

<Box>

° Authentication of user box is successful.

° Authentication for execution of change of user box name and user box password is successful.
. Release of Prohibited Functions is executed.
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