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About this guide

This guide describes the newly added or changed functions of this machine.

The screen shots displayed in this guide may differ depending on the product you are using.
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Various Additional Functions
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1.1 Customizing the Setting Item Layout in Copy, Scan, and Fax

You can customize the layout of setting items in each mode (Copy, Quick Copy, Scan, Fax, etc.) of basic style
to make it easier to use.
1 Tap the target function key on the home screen.

= If you are logging in as an administrator, proceed to step 4.

= If you are logging in as a user or you do not have user authentication, proceed to step 2.
2 Tap the menu icon on the top left of the screen, and select [Customize Menu] from the displayed menu.

> %o

3  Enter the administrator password, and tap [OK].
4 Change the setting item layout order.

= To move a setting item, hold down the desired item, and drag & drop it to the target position. When

a gray silhouette is displayed at the target position, release hold-down.
= To return the layout order to the default, tap [Reset to default].
Customize Menu (Quick Copy) ®
Paper Separate Scan
D D Original Type
Auto
84 x11 Ad
Bypass Tray I:l
Text/Photo
Density Photo Printed Combine
< Standard P 101 2p 2 1p2 OFF
Original Direction Thin Paper Orig. Mixed Qriginal Z-Folded Orig.
. =
Reset to default Cancel
5 Taplok].
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1.2 Registering an Option Setting for Copy, Scan, or Fax in Favorite

About Favorite Setting

You can register a combination of option settings used in each mode (Copy, Quick Copy, Scan, Fax, etc.) of
basic style in Favorite. Registering the frequently used setting contents allows you to simply recall a setting.

An address can also be included in a favorite scan or fax setting.

Registering a Favorite Setting

1
2

5

Tap the target function key on the home screen.
Change the option setting value to the value you want to register in Favorite.

Tap the menu icon on the top left of the screen, and select [Register current settings in "My Settings"]
from the displayed menu.

5D ®

Set registration information.

- Enter the favorite setting name in [Name].
= To select a favorite setting icon, tap [>] of [Icon].
= To fix a favorite setting to the top of the favorite list, set [Pin it] to ON.

Tap [New].

Recalling a Favorite Setting

1
2

3

Tap the target function key on the home screen.

Tap the menu icon on the top left of the screen, and select [Show "My Settings" list] from the displayed
menu.

Select the favorite setting you want to recall, and tap [Recall].

The contents of the favorite setting are applied to Optional Settings.

1 Tips

To search for a favorite setting, tap .

To change the favorite setting name or icon, select the desired favorite setting, and tap [Change the
name/icon.] from & .

To delete a favorite setting, select the desired one, and tap w .
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Changing the Contents of a Favorite Setting

1 Select the desired favorite setting in the favorite list, and tap [Register/edit the settings.] from & .

Quick Copy
¢ Previous Q Recall & W
Name Change the name/icon.
= p01 Register/edit the settings.
1y 4 Reset \V Stop

2 Change the option setting value.

3 Tap the menu icon on the top left of the screen, and select [Register/edit in "My Settings"] from the dis-
played menu.

4 1o overwrite the setting, tap [Overwrite].

- To save the setting with a different name, enter the name in [Name], and tap [New].

Register current settings

po1

A maximum of 14 characters is recommended.

Cancel Overwrite

fr 7 Reset ~ Stop
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1.3

1.4

1.5

1.6

1.7

1.8

Confirming the GPL Agreement on the Control Panel

Display the GPL agreement on the Control Panel of this machine.

To display the GPL agreement, select [Information] - [GPL Regulations] in user mode of Web Connection (or
in [Utility] - [Utility] of this machine).

About TWAIN Scan

Even when the storage capacity of this machine is less than 256 GB, it is now possible to use TWAIN Scan
if you are ready to use it.

About Preview Display in Basic Style
It is now possible to use the preview display on the screen that is displayed by tapping [ID & Print] on the
home screen.

° To confirm the preview image of a file when the list of documents is displayed as thumbnails, tap [
displayed to the right of the thumbnail.

° To confirm the preview image of a file when the list of documents is displayed as a list, select a file and
tap [preview] in the area that shows thumbnails.

About the Number of Documents or Pages that can be Stored in
the User Boxes

When the storage capacity of this machine is 256 GB or more, a document of 10,000 pages in total can be
saved in the User Box and System Box; however, the maximum number of pages that can be handled per

job is 3,000. A job that contains more than this number of pages will be discarded, and the document will not
be saved in the box. Be sure to note the number of pages per job.

About Function Search

Setting item names are also included in the search target in Function Search of [Utility] and Web Connection.
In addition to the menu name and screen name that are the previous search targets, you can also search by
setting item name, so it is easier to find the desired setting screen.

About i-Option LK-102

The PDF processing function that you had to purchase i-Option LK-102 for can now be used as standard
without purchasing i-Option LK-102. As a result, i-Option LK-110 does not include the function license of
i-Option LK-102; it only includes the function license of i-Option LK-105.

1 Tips

For information about whether the PDF processing function is provided in your model, refer to the User's
Guide.
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2.1

2.2

2.3

2.4

Additional Functions for Administrator

Setting the Display Screen Layout for OpenAPI/IWS Application

Set the display screen layout for the OpenAPI application and IWS application.

Select [System Settings] - [OpenAPI and IWS application display setting] in administrator mode of Web Con-
nection (or in [Utility] - [Administrator] of this system), and configure the following settings.

Setting ‘ Description

[OpenAPI and IWS applica- Select whether to display a side menu (default: [Hide side menu]).
tion display setting] To widen the application display area, hide the side menu.

Collectively Setting Weekly Timer to All Days of the Week

You can collectively set the same work time to all days of the week using the weekly timer function that au-
tomatically switches the power save mode and normal mode.

Select [Maintenance] - [Timer Setting] - [Weekly Timer Settings] in administrator mode of Web Connection
(or in [Utility] - [Administrator] of this machine), and configure the following settings.

Setting Description

[Work Time Setting] Specify the time to switch to the power save mode ([OFF Time]) and the
time to return to the normal mode ([ON Time]) for each day of the week.
e [Batch Settings]: Collectively sets the same time to all days of the
week.
Select any one day of the week, enter [ON Time] and [OFF Time], and
tap [Batch Settings]. If multiple days of the week are selected, Set All
is not available.

Prohibiting a Change of Favorite Copy Setting

Prohibit editing or deletion of the registered favorite copy setting.

Select [Security] - [Lock "My Settings" item (Copy)] in administrator mode of Web Connection (or in [Utility] -
[Administrator] of this system), and configure the following settings.

Setting ‘ Description
[Lock "My Settings" item Select a favorite setting to prohibit any changes from being made.
(Copy)]

Prohibiting a Change of Favorite Scan/Fax Setting
Prohibit registration, editing, or deletion of a favorite scan setting or favorite fax setting.

Select [Security] - [Restrict User Access] in administrator mode of Web Connection (or in [Utility] - [Admin-
istrator] of this machine), and configure the following settings.

Setting Description
[Registering and Changing Select whether to allow the user to register or change an address, a fa-
Addresses] vorite scan setting, or favorite fax setting in basic style, and also a

scan/fax program in classic style (default: [Allow]).
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2.5

2.6

2.7

2.8

Prohibiting Use of Favorite Setting

You can set whether to prohibit the user from registering or recalling a favorite setting.

Select [Security] - [Restrict User Access] in administrator mode of Web Connection (or in [Utility] - [Admin-
istrator] of this machine), and configure the following settings.

Setting Description

[Using the Program Func- Select whether to allow the user to use a favorite setting in basic style and

tion] the copy program or the scan/fax program in classic style (default: [Ena-
ble]).

Specifying that the Certificate Encryption Key is Used for Server
Authentication

Set whether to include the fact that the encryption key of the certificate of this machine to be created or is-
sued is used for server authentication, in the extended information of the certificate.

Select [Security] - [PKI Settings] - [Device Certificate Setting] - [New Registration] - [Create and install a self-
signed Certificate.] in administrator mode of Web Connection, or select [Request a Certificate] - [Extended
Key Usage (EKU)], and configure the following settings.

Setting ‘ Description

When specifying that the encryption key of the certificate of this machine
is used for server authentication, set this item to ON (default: OFF).

[Specify server authentica-
tion (id-kpserverAuth OID)]

Switching the Fax Setting Values to the Setting Values Suitable
for the IP Line

If the IP line is used in the local machine or the remote machine, switch the setting values for fax sending/re-
ceiving to those suitable for the IP line to improve the communication quality.

Select [Fax Settings] - [Function Setting] - [Recommended settings for IP line] in administrator mode of Web
Connection (or in [Utility] - [Administrator] of this machine), and configure the following settings. When mul-
tiple lines are used, you can configure settings for each line.

Setting Description

[Line1] When switching the setting values for fax sending/receiving to those suit-
able for the IP line, set this option to ON (default: OFF). Set this option to
OFF to return to the setting values before setting to ON.

Setting the Range of the SSL Version for SSL Communication

Set the range of the SSL version used when enabling SSL communication.

Select [Security] - [PKI Settings] - [Enable SSL Version] in administrator mode of Web Connection (or in [Util-
ity] - [Administrator] of this machine), and configure the following settings.

Setting ‘ Description
[SSL/TLS Version Setting] Select the target SSL version respectively from [Minimum] and [Maxi-
mum].
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2.9 Enabling the Password Rules

To enable the password rules, select the rule level.

Regardless of which rule level you select, rules are applied to the number of characters and character types
that can be used in the password.

Select [Security] - [Security Details] - [Password Rules] in administrator mode of Web Connection (or in [Util-
ity] - [Administrator] of this machine), and configure the following settings.

Setting Description

[Password Rules] To enable the password rules, select the rule level (default: [Disable]).

Setting to [Complexity 1] applies the following rules to the password to

be specified in this machine.

e Minimum number of characters specified in [Set Minimum Password

Length]

Passwords are case sensitive.

Only single-byte symbols are available.

A password consisting of a string of identical characters is prohibited.

® The previous password is prohibited.

Setting to [Complexity 2] applies the following rules to the password to

be specified in this machine.

e [Complexity 1] rules

e Three types of uppercase alphabetical characters, lowercase alpha-
betical characters, numbers, and symbols must be mixed.

e A password containing a word such as "Admin" or "Public" that can
be easily guessed is prohibited.

e A password containing a word registered in [Prohibited words] is pro-

hibited.
e The current password and the same password as the previous one
are prohibited.
[Set Minimum Password If necessary, change the minimum number of password characters (de-
Length] fault: [15] characters).
[Prohibited words] Register words you want to prohibit use of when specifying a password.

The banned words can be registered when [Complexity 2] is selected in
[Password Rules].

1 Tips

° From [Utility] - [Administrator] on this machine, you can select [Security] - [Quick Security Setting] to
configure this setting.

° When the password rules are enabled and the target password satisfies the password rules, the pass-
word strength is displayed, except in certain cases. Check the User's Guide to find out which pass-
words are subject to the password rules.
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2.10 Assigning Administrator Privileges when Registering User Infor-
mation

Select whether to assign administrator privileges to the user when registering user information in this ma-
chine.

To assign specific administrator privileges, select the privilege type as well.

Select [User Auth/Account Track] - [User Authentication Setting] - [User Registration] - [New Registration]
[Permission Setting] in administrator mode of Web Connection (or in [Utility] - [Administrator] of this ma-
chine), and configure the following settings.

Setting Description

[Administrative Rights] Select whether to assign administrator privileges to the user (default: [Do
Not Allow]).
(]

[Give all rights]: Assigns all the administrator privileges to the user.
You can configure all the administrator settings in the same way as
the administrator of this machine.

e [Give only specific rights]: Assigns the specific administrator privileg-
es to the user. In addition, select at least one from the following priv-
ilege types.

[Administration of security settings]: Set to ON when assigning privi-
leges that can mainly set [Security] of the administrator settings. (de-
fault: OFF).

[Administration of network settings]: Set to ON (default: OFF) when
assigning privileges that can mainly set [Network] of the administrator
settings.

[Administration of authentication and destination infomation]: Set to
ON (default: OFF) when assigning privileges that can mainly set [User
Auth/Account Track] of the administrator settings.

1 Tips

The user with [Give all rights] specified can select whether to assign administrator privileges to other users if
the user logs in to the machine in administrator mode. The user with [Give only specific rights] specified can-
not assign administrator privileges to other users even if the user logs in to the machine in administrator
mode.

2.11 Configuring Job Log Settings

Creating a Job Log in syslog Format
Configure the setting so that it is possible to download the syslog-format job logs saved on this machine.

This setting is available when [Enable Settings] is set to ON in [Security] - [Job Log Settings] - [Job Log Usage
Set.] and [Auto (syslog)] is selected in [Transmission Method].

Select [Maintenance] - [Job Log] - [Create job log backup file] in administrator mode of Web Connection,
then click [OK].

1 Tips

If any job logs have not been obtained, download them before creating new job log data. The job logs that
have not been obtained are deleted when the new job log data is created.

Downloading a Job Log in syslog Format
Download the job log created in [Create job log backup file].

This setting is available when [Enable Settings] is set to ON in [Security] - [Job Log Settings] - [Job Log Usage
Set.] and [Auto (syslog)] is selected in [Transmission Method].

Select [Maintenance] - [Job Log] - [Download job log backup file] in administrator mode of Web Connection,
and select the location to download the file. Then, click [OK].
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Deleting a Job Log in syslog Format
Delete syslog-format job logs saved on this machine.

This setting is available when [Enable Settings] is set to ON in [Security] - [Job Log Settings] - [Job Log Usage
Set.] and [Auto (syslog)] is selected in [Transmission Method].

Select [Security] - [Job Log Settings] - [Erase job log backup] in administrator mode of Web Connection (or
in [Utility] - [Administrator] of this machine), and select [OK].

Selecting a Protocol Used When Automatically Sending Job Logs to the
Server

First select the protocol used for automatic sending when configuring settings to automatically send job logs
to the server.

Select [Security] - [Job Log Settings] - [Auto Distribution Setting] - [Basic Setting] in administrator mode of
Web Connection (or in [Utility] - [Administrator] of this machine), and configure the following settings.

Setting ‘ Description
[TX Protocol]

Select the protocol used when automatically sending job logs to the serv-
er from [WebDAV] and [SMB] (default: [WebDAV]).

When the Storage Capacity of This Machine is Less than 256 GB:

Even when the storage capacity of this machine is less than 256 GB, it is now possible to acquire job logs.
Unlike the case where the storage capacity is 256 GB or more, it is possible to use only the function that
sends syslog-format job logs to the server.

1 Select [Security] - [Job Log Settings] - [Job Log Usage Set.] in administrator mode of Web Connection
(or in [Utility] - [Administrator] of this machine), and configure the following settings.

Setting Description
[Enable Settings] When obtaining job logs, set this option to ON (default: OFF).
[Obtain Log Type] Select whether to obtain job logs for each type.

e [Accounting Log]: Enables you to obtain information relevant to
paper consumption for each user or account (default: ON).

e [Counting Log]: Enables you to obtain information about paper
consumption and the reduction rate of paper used for printing
(default: ON).

¢ [Audit Log]: Enables you to obtain user operation or job history
(default: ON). You can track unauthorized actions or the leakage
of information.

2  Select [Security] - [Job Log Settings] - [syslog TX settings] in administrator mode of Web Connection
(or in [Utility] - [Administrator] of this machine), and configure the following settings.

Setting Description

[Communication Protocol] Select the communication protocol (default: [UDPY)).
[Communication Server Enter the IP address or host name of the destination server.
Settings]

[Port No.] If necessary, change the port number (default: [514]).

11
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2.12

2.13

2.14

Configuring Settings to Use this Machine with IdP Authentication

About IdP Authentication

IdP is used to centrally manage the information of users who use cloud services. When you attempt to use a
cloud service, user authentication is performed by this IdP. If user authentication succeeds, IdP associates
user information with the software on the cloud service. This allows the user to use the software on the cloud
service with only one authentication. This is referred to as "IdP authentication".

About the setting in this machine

The setting is made using the following setting items, but it cannot be used until the cloud service that will be
provided in the future is installed. Make the setting when this cloud service is installed. For details, contact
your service representative.

° [Utility] - [Administrator] - [User Auth/Account Track] - [Authentication Type] - [IdP Authentication]

. [Utility] - [Administrator] - [User Auth/Account Track] - [User Authentication Setting] - [Idp user authen-
tication settings]

° [Utility] - [Administrator] - [User Auth/Account Track] - [User Authentication Setting] - [IdP user authen-
tication information]

1 Tips

The cloud service may not be provided depending on the product you are using, so these settings may not
be available.

Changing the Print Settings when Direct-printing a PDF File

Select whether to give priority to image quality or speed when direct-printing a PDF file.

Select [Printer Settings] - [Direct Print Settings] - [PDF print settings] in administrator mode of Web Connec-
tion (or in [Utility] - [Administrator] of this machine), and configure the following settings.

Setting ‘ Description

[Prioritize Speed] Set to ON (default: OFF) when giving priority to speed in order to direct-
print a PDF file. Set to OFF when giving priority to image quality.

1 Tips

This function is available when the product you are using is a color model.

Shortcut Keys Related to the Registered Applications

If the OpenAPI application is registered on this machine, it is now possible to register an SVG file in the short-
cut key icons of the registered applications or registered application groups that can be arranged on the
home screen in basic style or in the top menu in classic style. For details, contact your service representative.
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2.15

About the Explanation of [Memory allocation settings]

A supplement will be added to the contents described in the User's Guide to explain the relevant information
again. To set [Memory allocation settings], refer to the following explanation.

[Memory allocation settings]

To display: [Utility] - [Administrator] - [Network] - [IWS Settings] - [Memory allocation settings]

Select the execution environment of the IWS application to operate preferentially (default: [Python priority]).

Assign a more memory space to the selected IWS application execution environment.

1 Tips

If you do not use the print data conversion function, background application function, or inter-applica-
tion communication, you can allocate a lot of memory to the IWS application running in the Node.js en-
vironment by selecting [Node.js priority], so you can use IWS applications that run in many Node.js
environments.

To confirm whether the target application runs in the Node.js environment, check whether Enable/Dis-
able is displayed in [Status] of [Network] - [IWS Settings] - [Registered Application List]. If Enable/Dis-
able is displayed, the target application is judged to be an application that runs in the Node.js
environment.

If [Print Data Conversion Setting], [Background Application Setting], or [Permit Access for Communica-
tion between Applications] is enabled, [Node.js priority] cannot be selected. Also, if [Node.js priority] is
selected, [Print Data Conversion Setting], [Background Application Setting], and [Permit Access for
Communication between Applications] cannot be enabled.

When the print data conversion application or background application is installed, the setting value may
be changed to [Python priority].
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