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I. Shield Guard Introduction Security White Paper

1. Introduction

Shield Guard is Konica Minolta’s multi-tenant cloud platform for MFP security monitoring,
management, and remediation. With Shield Guard, administrators can easily configure and apply
specific security policies for their entire MFP fleet, quickly assess their overall MFP security via an
online graphical Dashboard, and ensure that any potential security threats are automatically
remediated, saving both time and effort while keeping security in check. The zero footprint MFP
Shield Guard Agent allows for remote assessments and near real-time monitoring, eliminating the
need for constant pinging or scheduled assessments. Shield Guard features easy-to-use tools for
policy and device management, instant security alerts, powerful password management features,
automated remediation, advanced reporting, and more, giving you immediate piece of mind that your
devices remain protected.

At Konica Minolta, we know that the security of your data is critical to your business operation. We are
committed to protecting our customers’ data and privacy while supporting regulatory compliance.
Shield Guard has been implemented with robust security protocols in order to inspire trust and
confidence in our customers. By taking advantage of the unique security mechanisms provided by our
hosting service, Amazon Web Services (AWS), unquestionably one of the industry leaders in providing
best-in-class secure services for cloud computing, Shield Guard is an ideal, secure cloud-based
solution for monitoring and protecting your MFP fleet.

This White Paper focuses on the security aspects in relation to the usage of the Shield Guard solution,
including details on the organizational and technical controls that have been put in place to protect
customer data, as-well as the maintenance of the security posture within the MFP fleet.

Copyright © 2022-2025 All Rights Reserved.



SHIELD GUARD
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1. Shield Guard Secure Settings

Shield Guard allows administrators to create and apply policies to ensure that their Konica Minolta
MFPs are complying with the expected security configuration within the environment. The following
security-related MFP settings can be monitored:

Note: These settings are configured within the bizhub SECURE service (i.e., bizhub SECURE, bizhub
SECURE Platinum, etc.). Additional information about the MFP security features can be found in the
MFP user manual

HDD Lock Password - Admins can enable this feature to set up a lock password for the HDD to
prevent any leakage of document data if the HDD itself becomes externally accessed. Shield Guard
monitors this setting and alerts admins in the event that this feature is turned off.

HDD Encryption - When this feature is enabled, the entire contents of a bizhub hard drive are
encrypted, providing the highest level of protection if the hard drive is removed from a bizhub MFP
and an unauthorized user attempts to extract its data. Shield Guard monitors this setting, and
alerts admins if this feature becomes disabled.

Note: This function only pertains to MFP models with HDD technology. Model specific limitations
may occur - please see supported model information for further details.

Temporary Data Overwrite - With this feature, admins have the option to overwrite temporary
data stored on their MFP, a critical security feature that deletes any latent image data that might be
on the hard drive after a print, scan, or fax. Shield Guard monitors this setting on the MFP to ensure
it complies with the Shield Guard-configured policy.

Note: This function only pertains to MFP models with HDD technology.

SSD Encryption - This feature encrypts the entire contents of the SSD. Shield Guard monitors this
setting and alerts admins in the event that this feature becomes disabled.

Automatic Document Deletion - This feature automatically deletes data stored in personal or
public user boxes, as well as system boxes, at a user-defined interval. With Shield Guard, this
feature can be automatically monitored and assessed, ensuring that the time interval specified at
the MFP for auto-deletion matches the Shield Guard-configured policy setting.

Note: Model specific limitations may occur - please see supported model information for further
details.

ID + Print Deletion - When this feature is enabled at the MFP, a time period can be specified to
automatically delete files that are saved in an ID & Print User Box. Shield Guard monitors this setting
on the MFP to ensure it complies with the Shield Guard-configured policy.

Note: Model specific limitations may occur - please see supported model information for further
details.

Secure Document Deletion - With this feature, secure documents in the Secure Print user box
are automatically deleted after a user-defined interval. Shield Guard monitors this setting on the
MFP to ensure it complies with the Shield Guard-configured policy.

Encrypted PDF Deletion - This feature automatically deletes encrypted PDF files at a user defined
interval. Shield Guard can automatically monitor this feature to ensure that the time interval for
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deletion that is specified at the MFP matches the Shield Guard-configured policy setting. In addition,
potential security threats are automatically remediated.

Public Authentication - Admins can choose the authentication mode for public users of the MFP
using this feature. Shield Guard monitors this setting on the MFP to ensure it complies with the
Shield Guard-configured policy.

User Authentication - This feature enables user authentication at the MFP. Shield Guard monitors
this setting on the MFP to ensure it complies with the Shield Guard-configured policy.

Mode using SSL/TLS - This feature allows admins to select the login mode ([Admin Mode] or
[Admin Mode and User Mode]) to establish SSL/TLS communication. Shield Guard monitors this
setting on the MFP to ensure it complies with the Shield Guard-configured policy. In addition,
potential security threats are automatically remediated.

SSL/TLS Version Setting - Admins can choose the SSL/TLS version to use on the device. Shield
Guard monitors this setting on the MFP to ensure it complies with the Shield Guard-configured
policy. In addition, potential security threats are automatically remediated.

Admin Mode Logout Time - A time period can be specified after which admin-mode are
automatically logged out if no operation is performed on the device. Shield Guard monitors this
setting on the MFP to ensure it complies with the Shield Guard-configured policy. In addition,
potential security threats are automatically remediated.

User Mode Logout Time - A time period can be specified after which user-mode are automatically
logged out if no operation is performed on the device. Shield Guard monitors this setting on the
MFP to ensure it complies with the Shield Guard-configured policy. In addition, potential security
threats are automatically remediated.

FTP Server - Shield Guard monitors this setting on the MFP to ensure it complies with the Shield
Guard-configured policy. As a known security vulnerability, Shield Guard will flag this port if
enabled and auto remediation will immediately close the port.

Note: Model specific limitations may occur - please see supported model information for further
details.

FTP TX - Shield Guard monitors this setting on the MFP to ensure it complies with the Shield Guard-
configured policy. As a known security vulnerability, Shield Guard will flag this port if enabled and
auto remediation will immediately close the port.

Note: Model specific limitations may occur - please see supported model information for further
details.

Job Log - Logs can be set to be automatically transmitted to a specified WebDAV server. Shield
Guard monitors this setting on the MFP to ensure it complies with the Shield Guard-configured
policy.

Service Location Protocol - Activates Service Location Protocol (SLP) on the device. Monitors the
SLP setting on the device.

MFP Shared Folder Deletion - Deletes documents stored in the device’s Shared folder after a user-
defined period expires. Monitors the “MFP Shared Folder Deletion” setting on the device.
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Note: Model specific limitations may occur - please see supported model information for further
details.

SNMP Settings - Shield Guard will monitor and manage the SNMP settings (e.g., disable SNMP v1/v2
and enable only SNMP v3, if necessary).

Virus Scan License - If the Bitdefender embedded virus scan license (LK-116 i-Option) has been
properly installed on the device, Shield Guard will monitor and manage the Virus Scan settings.-

Option) has been properly installed on the device, Shield Guard will monitor and manage the Virus
Scan settings.
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2. Shield Guard Password Management Features
Shield Guard also provides a variety of password management features to help administrators
ensure access control on their MFPs. These features include:

Password Security Duration - You can specify a time period for the duration of the password.
If the password does not change within that user-specified time interval, devices will be assessed
as ‘Not Secure.’

Default Admin Password Remediation -Shield Guard can be configured to detect if the admin
password is changed back to its default password at the MFP and automatically change it back
to comply with the password policy setting.

Password Block List - You can define a list of passwords that users are prevented from using
as the admin password for devices.

Admin Password Generation (Random / Manual) - Admin passwords can be generated either
randomly, based on predefined rules, or manually.

Default Admin Password Check - You can configure a security policy to check whether or not
an admin password on the device has changed.

Password Rules - You can enable/disable a predefined set of password rules on the MFP.
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1. Data Collection
Shield Guard collects the following information about your organization and devices:

o e

Shield Guard security policies that have been In order for the system to operate
configured for your devices

Values of your device security settings In order for the system to operate

Basic licensing information, such as your Shield e Display purposes (e.g., provided as
Guard business plan, the license count, billing information to the Shield Guard admin)
frequency, any descriptive name that you specified e Used to modify subscriptions based on
for your plan, etc. role (when subscriptions are activated)
Your MarketPlace account’s unique identifier. System requirement for log-in identification

2. Data Storage Security

For maximum security, Shield Guard stores collected application data in an encrypted Amazon DynamoDB
table and using the RDS service, a fully-managed, durable database with built-in security features and
backup and restore functions. This data is accessible to the Shield Guard Web and Device services, as well
as a select number of specialized Konica Minolta system developers for support purposes only. To provide
an additional layer of data protection and ensure that data is secured from unauthorized access, this data
is encrypted at rest by AES-256 using encryption keys stored in AWS. Data in transit is protected using
Transport Layer Security (TLS).

To provide the highest level of data durability, availability, and security in the AWS cloud, device admin
passwords are stored in encrypted storage in an AWS S3 encrypted bucket and are not accessible to
anyone except the user.

All Shield Guard application data is stored in multi-region, load-balanced data centers located in the US
(Virginia), Germany (Frankfurt), and Japan (Tokyo) to best manage network latency and address regulatory
compliance. Content is backed up within each data center.

Note:

DynamoDB: The global table is located in Germany (Frankfurt) and replicas are located in other regions
such as US (Virginia), Japan (Tokyo). It stores tenant, user, device, policy, license, and report data on
Shield Guard.

RDS: It is stored in a global postgres database using the Aurora service. One primary cluster is created
and located in Germany (Frankfurt). This primary cluster has automatic backups within 7 days. It stores
tenant change history, orders, and encrypted passwords on Shield Guard. The backups are encrypted.
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Note: While application data is replicated in multiple regions for disaster recovery purposes, Shield Guard
does not store any personal data (e.g., user name, email address). Instead, Shield Guard requests personal
data from MarketPlace in real time as needed for usage (e.g., display, etc.).

Firewall NI —1  MarketPlace
s 7
Hawk over
PC L —" HTTPS / TLS
Web Browser
~._'m
— '~-~.,‘,_;_f \?/TL 5
Shield Guard

3. Communication
MFPs will be connected to the nearest AWS Content Delivery Network (CDN) entry point automatically. The
following URLs and their subdomains must be accessible from the MFP (over HTTPS / Port 443):

https://getshieldguard.com
https://konicaminoltamarketplace.com

4. Password Vault

To protect admin passwords from unauthorized users, Shield Guard stores all devices’ admin passwords in
a password vault. Only users with the vault’s master key can access the vault. This user defined master key
is unique for each user and never transmitted in any form. Built-in recovery options for the master key
ensures that the appropriate users will always have the needed access to the information they need, while
still maintaining the highest level of security.

The password vault is protected by the strongest available protocols:
AES CTR (Advanced Encryption Standard Counter Mode) for encryption.
HMAC (hash-based message authentication code) for authentication.

ECDH (Elliptic Curve Diffie-Hellman Key Exchange) for key agreement.
PBKDF2 (Password-Based Key Derivation Function 2) for key derivation.

In addition to storing sensitive data in the vault, password vaults restrict access to pages in the Shield
Guard portal that contain sensitive information. These pages are called “vault-protected” pages. In each
Shield Guard session, Shield Guard restricts access to these pages until the vault master key is provided.
Once the vault has been unlocked, all vault-protected pages become accessible.
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The following Shield Guard pages are vault-protected:
e Devices page
e Users page
e Policy Editor

e My Profile page

5. Tenant Isolation

Strong tenant isolation security and control features are part of the Shield Guard system via AWS
Identity and Access Management (IAM), which provides granular access restrictions to storage
instances. With 1AM, we are able to securely control who is authenticated (signed in) and authorized
to use resources.

6. Data Retention

Shield Guard abides by a strict data retention policy to address specific concerns from our customers.
Any backups of data taken to facilitate disaster recovery are automatically deleted after a 30-day
period.

Data may be retained as long as the user is an active Shield Guard customer. Once a customer
discontinues the service, data will be kept for 90 days before being automatically deleted. Customers
may request all data associated with their use of the service to be deleted permanently at any time by
contacting Konica Minolta.

7. Access Control

Access to production servers is limited to a select group of Konica Minolta personnel for the express
purpose of customer support. If any Shield Guard customer data is used by Konica Minolta for any
other purposes than customer support (e.g., to improve the service, etc.), it is used in an anonymized
form.
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1. Overview

Cookies are used to store information on web browsers and provide a seamless experience for users
of the Shield Guard online portal. The use of cookies makes it possible for users to access the
features and pages they are looking for within the site.

2. Purpose

Shield Guard cookies are primarily used for authentication purposes (verifying user accounts and
determining when users are logged in). For example, cookies are used to keep users logged in as they

navigate between Shield Guard pages so that the user does not have to keep logging into the Shield
Guard portal.

Send login info & Verify login

<
«

.~ Send cookie to
=* browser

+.> Generate
+* cookie

Important Note: Users access the Shield Guard portal using their MarketPlace credentials. As is the
case with MarketPlace cookies, Shield Guard cookies are never used to store highly sensitive or critical
information (e.g., user passwords, etc.)

3. Cookies Used

| Cookie | Name | Purpose | Duraton __________

Session BMPSID Identifies that the user is 1 month
logged into MarketPlace

session Identifies that the user is 1 week
logged into Shield

Flag ____ JPupose

HTTPOnly Protects session cookies from being stolen. This flag tells the web
browser that the cookie can only be accessed through HTTP.

Secure Protects cookie theft via man-in-the-middle attacks. This flag tells the web
browser that the cookie can only be transmitted using a secure connection
(SSL/HTTPS).

4. User Consent

As part of the European Union’s e-privacy directive that requires websites to receive user consent for
the use of tracking technologies, a cookie notification appears at the bottom of the page of the Shield
Guard Portal. This provides a way for users to give their consent over cookies usage.

5. Cookie Tracking

Shield Guard does not offer its content to any third parties.
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1. Overview

Users must create accounts on the Konica Minolta MarketPlace to obtain licenses for the Shield Guard
agent and access the Shield Guard online portal. To deliver these services, the MarketPlace collects
limited user information when users create an account, such as email address, hash of the password,
first and last name. All handling of personal information follows Konica Minolta’s Privacy Policy.

2. Secure Account Creation
To ensure that the website login process and registration forms are secure, the MarketPlace
implements the following security best practices:

« Secure login - Logins happen over HTTPS to reduce the risk of the user's credentials being
captured via a MiTM (Man in the Middle) attack.

« Email Confirmation - The user’s email address must be verified as part of the sign-up process.

« Secure password reset - To reduce automated attacks, CAPTCHA is used when requesting a
password reset to ensure that requesters are real human beings.

« Disposable email address prevention - MarketPlace accounts cannot be created with disposable
email addresses.

“B MarketPlace 2~

Home About  Market Support E

Create an Account

Complete the form below to create your MarketPlace account
Account Information

First Name *

Last Name *

Email Address *

Password * ©
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Shield Guard provides a variety of powerful user management features to ensure that admins have the
granular control they need to manage who has access to specific components within the overall
system. Shield Guard license owners/admins are able to invite other admins to join their Shield Guard
plan via the online portal; as part of the invitation process, one or more access roles can be assigned.
These roles can be easily modified at any time via the portal’s Users page. Users with no assigned
roles are restricted to read-only access and cannot modify any settings on the portal.

2. Access Roles

The following access roles are available to be assigned/modified:

e Device/Policy Management - User can add/edit/remove devices and create/apply/edit security

policies for devices.

e User Management - User can add/remove users and assign/modify user roles.

e License Plan - User can modify the license plan, edit the name of license group, and request

license termination.

Add New User

By email By link

johnsmith@abc.com

Roles

By default, all users are automatically granted read-only
access to the system. To assign roles, check one of the boxes
below.

Devices/Policies Management
Add/edit/remove devices and createfapply/edit

security policies for those devices

User Management

Add/fremove users and modify user roles.

License Plan Management

Modify license plans, edit the name of license

cense termination.

| understand this users may be able to view sensitive
information such as device passwords. * Required

INVITE
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1. Overview

Operational security is a critical component to the overall security of Shield Guard. Possible threats
are continuously identified, security holes and vulnerabilities are analyzed, with countermeasure
policies put into place. With Shield Guard, we are committed to proactively preventing potential issues
that may occur and have implemented a variety of operational best practices via AWS.

2. Monitoring

Shield Guard is continuously monitored and assessed to maintain the security, reliability, availability,
and performance of the system.

3. Vulnerability Scans

The following types of vulnerability scanning are performed:

« Web Application Security (WAS) Scans - Scans are performed on Shield Guard at periodic intervals
for each major release to detect any vulnerabilities, performing simulated attacks and analyzing the
result. This ensures that:

o There are no exploitable vulnerabilities if an unauthorized user attempts to access Shield Guard.

o An authorized user cannot breach Shield Guard’s security controls.

« Source Code Diagnosis - Source code diagnosis is performed after every code commit to discover
vulnerabilities.

13
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1. Overview

As part of our commitment to provide a service that is both highly available and secure, we
understand that informational security is mission-critical for our customers. That is why we have also
put into place several stringent administrative security practices to ensure that data is always
protected.

2. Multi-Factor Authentication

Multi-factor authentication is set up as part of our AWS service, requiring two forms of authentication
to access the AWS developer console, project infrastructure, storage, etc.

3. Tracking

Requests for access to Shield Guard storage buckets are tracked via access logging, a critical feature
for security and access audits.

4. Control

We also follow strict security measures regarding our development, staging, and production
environments to prevent data breaches. Only Konica Minolta personnel with an approved
development/administrative role may access the different environments:

+ Development - This environment is used to conduct code development and develop new features
without touching actual customer data. This environment is accessible to only a select number of
Konica Minolta developers who are working on the project.

« Staging - This is our final testing ground before code is pushed into production, used to perform
quality assurance evaluation, vulnerability testing and risk analysis, and integration testing. This
environment is further restricted to a smaller group of Konica Minolta developers.

* Production - This is the “live” Shield Guard system, available to all end users. Access to this
environment is extremely limited, available only to a few specific Konica Minolta development
administrators.

14
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1. Who has access to my data?

Shield Guard resources in AWS are controlled via strictly-defined access control lists (ACL). Except for
customer support and software development reasons, any access by Konica Minolta personnel must
have the customer’s written permission.

2. How are my device admin passwords protected in the Shield Guard Portal?
In order to access/view device admin passwords, Shield Guard admins must enter a Vault Master Key.

3. Where is my data hosted?

Application data is hosted in a data center in Germany (Frankfurt) and replicated in real time to the US
(Virginia) and Japan (Tokyo).

4. Can | have my data hosted in a single data center?
We store application data in multiple data centers to provide resilience and high availability.

5. Is Shield Guard PCI compliant?

Shield Guard is not a transaction processor or merchant in accordance with PCl terms. All purchasing
transactions are handled via the Konica Minolta MarketPlace, which is PCl compliant.

6. Does Shield Guard comply with data privacy laws like GDPR?

Konica Minolta respects the privacy of our customers and is committed to protecting our customers’
personal data to meet the highest standard regarding compliance. Our Global Personal Data
Protection policy sets forth the basic principles of our data protection and security standards to
ensure compliance with national and international data protection laws in force all over the world.

7. What happens to my data once | stop being a customer?

Once you have terminated your Shield Guard service, data is retained for 90 days. After that time, the
customer-specific data is wiped from the system.

8. What security measures have been put into place for access to the Shield Guard
Portal?

Users log into Shield Guard via Single Sign-On authentication with MarketPlace. In addition, users

cannot access a tenant on the portal unless they are members of that tenancy. Additional users must

be invited to the tenant via an email with an invitation link. Invitation links cannot be used more than

once and are set to expire after 7 days.

9. Where is MFP User Manual?

U.S.A: https://kmbs.konicaminolta.us/support-downloads/user-manuals/
Germany: https://www.konicaminolta.de/de-de/support/download-center
France: https://www.konicaminolta.fr/fr-fr/centre-de-telechargement
Italy: https://www.konicaminolta.it/it-it/supporto/download-centre
Spain: https://www.konicaminolta.es/es-es/soporte/centro-de-descargas
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