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1 Enabling bizhub ‘i Series’ Storage Security - Overview

This guide is intended to assist the bizhub ‘i Series’ Multi-Function Printer (MFP) Administrator with the
steps and procedures necessary to ensure that the appropriate Storage Security Features are enabled
and functioning.

The process and procedure involved in setting up or enabling the Storage Security Functions of a typical
bizhub MFP are outlined as follows;

v The first step in MFP security is changing the default Administrator Password to a secure password, a
strong, complex password is highly recommended (no spaces).

v' Next, itis very critical that the user not forget any of the passwords created using this guide. Some of
the passwords created in this guide will require a service technician, replacement parts and significant
cost and down time to be corrected.

— NOTE: If the Administrator Password is forgotten, it must be set again by the Service
Engineer. Contact your Technical Representative.

If the MFP is being installed for the first time or the Storage has been previously sanitized;

Enable the Encryption Setting. See Section 2

Enable Storage Lock Password. See Section 3

Enable User Box/Secure Box Auto Data Deletion Settings. See Section 4
Enable Overwrite All Data — End of Life Sanitization. See Appendix A

If the MFP is currently running and has stored information, addresses, on-touch locations, etc. already in
use, the following is recommended;

e ltis highly recommended to back up the storage using the Konica Minolta HDD Backup Utility
application.

Enable the Encryption Setting. See Section 2

Enable Storage Lock Password. See Section 3

Enable User Box/Secure Box Auto Data Deletion Settings. See Section 4

Enable Overwrite All Data — End of Life Sanitization. See Appendix A

Re-install the HDD Back copy of the MFP

Important Items to Remember...

v’ Do not leave or walk away from the machine when Administrator Settings screen is open and on the
display. If it is absolutely necessary to leave the machine, be sure first to log off from the Administrator
Settings.

v’ Do not set any number that can easily be guessed from birthdays, employee identification numbers,
and the like for the Encryption Key/Passwords. Try to change the Encryption Key/Passwords at regular
intervals.

v’ Make sure that nobody but the Administrator of the machine comes to know the Encryption
Key/Passwords.
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Enabling the Encryption Setting

v" This section will demonstrate the steps necessary to enable or change the Encryption
Settings. These settings can be completed by the MFP Administrator. A service technician

is not required.

Setting the Encryption Settings

1 select the Utility icon in the lower left hand corner of the LCD Panel

&y Utility

Job List

External Memory

Print

7 Select ‘Storage Management'.

Accessibility
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Expert
Adjustment
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Counter

Storage
Management

Reset

Scan to
Email
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Printing
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Browser
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Stop
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3 Enter the Admin password and select OK

Use the keyboard 1o enter the Administrator Password.
Press the [C1 key to clear your entry. Q

Enlarge
Utility>Storage Hanagement Setiings Display
| e N ®

(_J _)J Delete J Guidance

sl eelel ) elele o))l
wilell r Lt ylu Pl L. ]
e e o

o i o i il

Space J Shift J

JBAEnlarge ON ) cancel ) oK)

fr # Reset Stop

4 Select ‘Encryption Settings’

Use the menu buttons or keypad 1o make a selection.

@

Booknark Enlarge
Adninistrator Settings > Storage Hanagement Settings Display
Display Keypad ®

Utility 1 Check Capacity ‘J 6 Format ‘J Guidance

7 Encryption Settings ‘J =
Interrupt

‘torage Management
Settings

H

3  Overyrite All Data + Format ‘J 8 Debug Log Encryption Settings ‘J
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4 Ouerurate A1l pata J Preview
eport Settings A

Storage Lock Password

o # Reset Stop
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5 Select ‘Main Storage’

Use the menu buttons or keypad 1o make a selection.

Q

Bookmark Enlarge
Adninistrator Settings > Storage Management Settings > Encryplion Setiings Display
Display Keypad ®

Hain Storage ‘J Guidance

Utility

™

Interrupt

ag

Preview

gtorage Management
SEtings

Encryption Set.

Lt

o + Reset Stop

6 Select Yes to Encrypt Main Storage, then choose OK

Encrypt main storage or cancel encryption. It may take Q
several minutes to complete and the HFP must be restarted.
Bookmark Do you want to continue with the current settings? Enlarge [—"en —
Display
Display Keypad
®
i Guidance
Utility
=+
gtorage Management Interrupt
Encryption Set. Preview
L2l 13
Hain Storage Ll Lel
Lal Lo
Lol L#]
06/10/2019 08:43 =

# Reset
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/ Select the Encryption Passphrase Character length 20 or 64 characters and then OK

Please select the length (in characters} of the encryption password
and set it newly.

Bookmark Enlarge Meny

fdnin. Settings > Encryption Settings > Main Storage Display
Display Keypad @

Guidance

Access
Utility

=

gkprage, Managenent Interrupt

20 characters 64 characters ‘J

: g
Encryption Set. Preview
1 2 3
’ 4 5 6
Main Storage
7 8 9
* 0 #
06/10/2019 08:44 Cancel ) 5

+# Reset

8 Enter the new 20 or 64 digit Encryption Key from the keyboard and keypad.
To prevent entry of a wrong Encryption Key, enter the Encryption Key again in [Encryption
Passphrase Confirmation].

Use the keyboard to enter the new encryption passphrase.
For confirmation the encryption passphrase must be entered twice. Q
Press the [C]1 key to clear the encryption passphrase.
Enlarge Menu
Adnin. Settings > Encryption Settings > Hain Storage Display
Encruption
e K ®
ENcryption Pass— Guidance
pPhrase Confirmation
- e Delete —
Interrupt
ey
Preview
1 2 3
4 5 6
7 8 9
* 0 #
06/10/2019  08:47 JAAEnlarge ON ) Cancel ) s .
Reset

Keyboard Operation Notes:
—> To clear all characters Press the [C] key.
—> To delete the last character entered Touch [Delete].
—> To show the upper case/symbol screen Touch [Shift].
—> To go back to the Encryption Settings screen Touch [Cancel].

9 Touch [OK].
- If the Encryption Key entered does not meet the requirements of the Password Rules,
a message appears that tells that the Encryption Key entered cannot be used. Enter
the correct Encryption Key. For details of the Password Rules, see Appendix B.
- If there is a mismatch in the Encryption Keys, a message appears that tells that there
is a mismatch in the Encryption Keys. Enter the correct Encryption Key.
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10  Make sure that a message appears prompting you to turn OFF and then ON the main
power switch. Now, turn OFF and then turn ON the main power switch.
- When the main power switch is turned off, then on again, wait at least 10 seconds
to turn it on after turning it off. If there is no wait period between turning the main
power switch off, then on again, the machine may not function properly.

Image storage encryption passphrase Q
was set, changed or cancelled.
Bookmark Turn the power OFF and then ON. Enlarge | Menw |
Display
Display Keypad
@ Access
Utility Guidance
—
[ELEreo oy Interrupt
ey
Encryption Set. Preview
[y - G =R
Hain Storage Ll ke Led
Ll e ey
L e e
06/10/2019 08:48
Lel

# Reset

11 The following screen appears after the machine has been restarted.

y Flease reset the encryption password or re-format the storage.

172 Enter the Administrator Mode on the MFP display, Utility icon > Storage Management > Input Admin
Password > Select ‘Storage Management'.
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Touch [Format].

Select [Formatl or [Reset Encryption Passphrasel to release the error.

Booknark |
fdninistrator Settings > Storage Management Settings
Display Keyvpad l

Utility

+

Administrator
Settings
0 Format 4]

Storage Management
sSettings

Reset Encryplion PdSSPhFdSQJ

A confirmation message appears. Select [Yes] and touch [OK].

Do wou want to begin
the fOrmatting process?
Bookmark I &
Display Keypad l

Utility

+

fdninistrator
Settings

4

Storage Management
sSettinags

+

Format

Yes | No |

Make sure that a message appears prompting you to turn OFF and then ON the main power switch.
Now, turn OFF and then turn ON the main power switch.
— When the main power switch is turned off, then on again, wait at least 10 seconds to turn it
on after turning it off. If there is no wait period between turning the main power switch off,
then on again, the machine may not function properly.
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Bookmark |
Aadninistrator Settings > Storage Management
Settings > Format
Display Keypad I

Utility

L 4
Adninistrator f} Formatting in progress. Please wait.

Settings
+

Storage Management
sSettinags

+

Format

The encryplion passphrase was set, changed or canceled.
& Turn the main switch OFF and ON.

Booknark |
Display Keypad | "

Utility

+

fdninistrator
Settings

4

Security
Settings

+

Storage Management
Settinags

4

HDD Encryption
sSetting

Changing the Encryption Key (skip this section if creating the key for the first time)

v The Encryption Key can be changed or modified at any time by the Administrator using the Edit
Button.

v The Encryption Key can be cancelled or released at any time by the Administrator using the
Release Button.

Enter the Administrator Mode on the MFP display, Utility icon > Storage Management > Input Admin
Password > Select ‘Storage Management’.
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2 Enter the currently registered 20 or 64 digit Encryption Key from the keyboard and keypad.

The Encryption Passphrase can be changed or cancelled.
Use the keyboard to enter the current Encryption Passphrase.
Press the [C]1 key to clear vour entry.

administrator Settings > Storage Management
SeLtings > HDD EnNcryption S5etting

SBAER° ) cancel )

Keyboard Operation Notes:
—> To clear all characters Press the [C] key.
—> To delete the last character entered Touch [Delete].
—> To show the upper case/symbol screen Touch [Shift].
—> To go back to the Encryption Settings screen Touch [Cancel].

3 Select [Edit] and touch [OK].

—> |f there is a mismatch in the Encryption Keys, a message appears that tells that there is a
mismatch in the Encryption Keys. Enter the correct Encryption Key.

The Encryption Passphrase can be changed or cancelled.
Use the keyboard to enter the current Encryption Passphrase.
Press the [C1 key to clear your entry.

Administrator Settings > Storage Management
Settings » HDD Encruption Setting

SBAER° ) cancel )
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/4 Enter the new 20 or 64 digit Encryption Key from the keyboard and keypad.

To prevent entry of a wrong Encryption Key, enter the Encryption Key again in [Encryption
Passphrase Confirmation].

Use the keyboard to enter the new encryption passphrase.
For confirmation the encryplion passphrase must be entered twice.
Press the [C]1 key to clear the encryption passphrase.

Adninistrator Settings > SLorage Management
Settings > HDD Encryption Setting

Encryption

Passphrase ERES R R |
Encryption Pass—

«] -
lete

el el sl sl il el 2l e

1 2 8| 9| =) ]
8 %) ) r) ) v) A) o

2l s &) xJ

2] &) L

3 4 7 o] o -]
o) r) 1) 1) u) 1) o) v

o) 1) s =N A ~J
o) o) o) Ll o RN

Shift I
JBAERe ) cancel ) ok )

Keyboard Operation Notes:
— To clear all characters Press the [C] key.
— To delete the last character entered Touch [Delete].
— To show the upper case/symbol screen Touch [Shift].
— To go back to the Encryption Settings screen Touch [Cancel].

5 Touch [OK].

- If the Encryption Key entered does not meet the requirements of the Password Rules,
a message appears that tells that the Encryption Key entered cannot be used. Enter
the correct Encryption Key. For details of the Password Rules, see Appendix B.

- If there is a mismatch in the Encryption Keys, a message appears that tells that there
is a mismatch in the Encryption Keys. Enter the correct Encryption Key.
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6 Make sure that a message appears prompting you to turn OFF and then ON the main power
switch. Now, turn OFF and then turn ON the main power switch.
- When the main power switch is turned off, then on again, wait at least 10 seconds
to turn it on after turning it off. If there is no wait period between turning the main
power switch off, then on again, the machine may not function properly.

Turn the main switch OFF and OH.

ij The encryption passphrase was set, changed or canceled.

Booknark I
Display Keypad I

Utility
L 2

fdninistrator
Settings

4

Security
Settings

4

Storage HManagement
SetLinags

4

HDD Encryption
Setting

/ The following screen appears after the machine has been restarted.

y Fleasereset the encryption password or re-format the storage.
.

8 Enter the Administrator Mode on the MFP display, Utility icon > Storage Management > Input Admin
Password > Select ‘Storage Management'.
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Touch [Format].

Booknark |
Display Keypad |

Utility

+

fdninistrator
Settings

4

Storage Management
sSettings

Select [Formatl or [Reset Encryption Passphrasel to release the error.

Format

fdninistrator Settings > Storage Management Settings

4J Reset Encryplion PassphraseJ

A confirmation message appears. Select [Yes] and touch [OK].

Booknark |
Display Keypad |

Do wou want to begin
i} the fOrmatting process?

Utility

+

fdninistrator
Settings

4

Storage Management
sSettinags

+

Format

Yes

J No J
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Make sure that a message appears prompting you to turn OFF and then ON the main power switch.
Now, turn OFF and then turn ON the main power switch.
—> When the main power switch is turned off, then on again, wait at least 10 seconds to turn it

on after turning it off. If there is no wait period between turning the main power switch off,
then on again, the machine may not function properly.

Booknark |
Display Keypad |

administrator Settings > Storage Management
Settings > Format

Utility

+

fdninistrator
Settings

4

Storage Management
sSettinags

+

Format

Booknark |
Display Keypad I

Q Formatting in progress. Please wait.

Formatting is completed.
& Please turn the main switch OFF and then ON.

Utility
¥

fidninistrator
Settings

4

Storage HManagement
SetLinags

4

Format
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3 Enabling Storage Lock Password

The Storage Lock Password function is standard in all ‘i Series’ bizhub MFP’s. When this function is
enabled a password is applied to the Storage Device BIOS and prevents intruder access to the hard disk
data.

NOTE:Firmware version MR1.2 (G00-43) or newer recommended
If using older Firmware version MR1.1 please note that when enabling Storage Lock

Password the Storage Encryption setting is greyed out. In order to set, change or unset
Storage Encryption the Storage Lock Password must be disabled.

1 To enter the Administrator Mode on the MFP display, select the Utility icon > Storage Management >
Input Admin Password > Select ‘Storage Lock Password’.

Use the menu buttons or keypad to make a selection.

Q

Enlarge
Adninistrator Settings > Storage Hanagement Settings Display

1 Check Capacity ‘J 6 Format ‘J Guidance

Bookmark
Display Keypad

Utility

7 Encryption Settings ‘J =

Storage_Management

8ettings Interrupt

ag

Preview

Lid

3 Overwrite All Data + Format ‘J 8 Debug Log Encryption Settings ‘J

Overuwrite_All Data
— Repoit Settings 4

Storage Lock Password

r + Reset Stop

7 Enter a 20 character alpha numeric password.

Please use the keyboard to enter a new password.
For confirmation the password must be entered twice. @\
Press the [C1 key to clear vour entry.

Enlarge
in. Settings > Storage Management Settings > Storage Lock Password Display
o ®

| =] Deer | o
IODDEDEDDDEEES |
W NN IS N RO N TN N S g

Preview

Shift

JBAENlarge ON ) cancel )

0K

o + Reset Stop
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3 Re-enter the 20 character password.

— If the password entered does not meet the requirements of the Password Rules, a message
appears that tells that the password entered cannot be used. Enter the correct password.
For details of the Password Rules, see Appendix C.

— |If there is a mismatch in the password, a message appears that tells that there is a
mismatch in the password. Enter the correct password.

A Turn MFP Off, then On as prompted.

Changing the Storage Lock Password

v’ The Storage Lock Password can be changed or modified at any time by the Administrator using the
Edit Button.

v’ The Storage Lock Password can be cancelled or released at any time by the Administrator using
the Release Button.

1 To enter the Administrator Mode on the MFP display, select the Utility icon > Storage Management
> Input Admin Password > Select ‘Storage Lock Password’.

7 Enter the currently registered 20-digit password from the keyboard and keypad.
3 Select Edit to change or modify the 20-digit password.

4 Select Release to cancel or release the 20-digit password.

The HDD lock password was set, changed or canceled.
& Turn the main switch OFF and ON.

Booknark |
Display Keypad | "

Utility
¥

fidninistrator
Settings

¥

Security
Settings

+

Storage HManagement
S5ettinags

4

HDD Lock
Password
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Please use the keyboard to enter a new password.
For confirmation the password must be entered twice.

Press the [C]1 key to clear vour entry.

Set.t..lngu) Storage HManagement Settinas

Adninistrator
Cclk Password

> HDD Lo

Password

Passuword
Confirmation

<)

2 2]
KEERN
el wd
2] )

SBAER° ) cancel )

5 Tum MFP Off, then On as prompted

The HDD lock password was set, changed or canceled.
& Turn the main switch OFF and ON.

Bookmark |
Display Keypad |

Utility
¥+

fdninistrator
Settings

L 2

Security
Settings

+

St.orage Hanagement
Setti

L 2

HDD Lock
Password
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4 bizhub Box Auto Data Deletion

bizhub Box functions like User Box, Secure Print, Encrypted PDF and ID & Print allow document data to
be saved to the machine's internal storage. This data may be stored temporarily for printing or it can be
stored for a period of time for use at a later date. All of the bizhub Box functions have the ability to delete
or auto delete these stored documents.

User Box Document Deletion Settings

During the creation of a User Box the end user has the ability to set the deletion settings for that User
Box. It is highly recommended that the deletion time be set before completing the User Box creation.

1 Selectthe Utility icon in the lower left hand corner of the LCD Panel

Job List @ %
r‘.‘ 4
Scan to
Copy Email
= «]
¥
A External Memory } Web
& Utility Print Classic Style D MarketPlace

7 Select ‘Storage Management'.

® = 2 @

Accessibility Counter Utility Language Administrator
Selection

‘? . oy
Expert Storage Banner Device
Adjustment Management Printing Information
o # Reset Stop
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3 Enter the Admin password and select OK

Use the kevboard to enter the Adninistrator Password.
Press the [C1 key to clear your entry. @\

Enlarge
Utility>Storage Management Settings Display

, O ©
Jzfe)e)s)e)r)efejo) )] |
pppnnpRnEonnng
BRENEEEE R =
oo leio Ll L)

SAAEnlarge ON ) cancel ) 0K )

@ # Reset Stop

4 Select System Settings

Function Search

System Settings

D Case Sensitive

Security

User Auth/Account Track
Network

Box

Printer Settings

Store Address

Copier Settings

A

5 Select User Box Settings

System Settings

Machine Setting

Register Support Infu@vation

Reset Settings

User Box Setting

URL Document Management Setti--~
Stamp Settings

Blank Page Print Settings

Job Priority Operation Settings

System Connection Setting
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6 Select Document Delete Time Settings

User Box Setting

Delete Unused User Box

Delete Secure Print File

Delete Time Setting

Document Delete Time Setting

Delete all in SMB folder

Document Hold Setting

External Memory Function Settings

User Box Operation

ID & Print Delete Time

/ Select ‘Set by Administrator’ and scroll down

User Box Setting Document Delete Time Setting

Document Delete Time Setting
Delete Unused User Box

Delete Secure Print File Specify the deletion time for documents stored in user boxes when [Set by Administrator] is
selected. Users will be allowed to specify the deletion time for documents stored in user
Delete Time Setting boxes when [Set by User] is selected.

Document Delete Time Setting Delete Setting

Delete all in SMB folder
. @ Set by Administrator.
Document Hold Setting

External Memory Function Settings O Set by User.

User Bax Operation Delete Time Setting

ID & Print Delete Time “ Cancel

8 Setthe appropriate delete time (Note: 1 day is default) 1 — 30 Days OR 5 — 720 Minutes (12
hours). Choose OK when complete.

(®) Set by Administrator.
User Box Setti 1 day

O Set by User. 2 days

Delete Unused User Box

3d
- Delete Time Setting ays
Delete Secure Print File
7 days
Delete Time Setting O Do Not Delete 30 days
Document Delete Time Setting
(®) Specify days 1 day -
Delete all in SMB folder &

O Specify Time
Document Hold Setting

External Memory Function Settings

User Box Operation

ID & Print Delete Time “ Cancel
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Auto Delete Secure Print Documents and Encrypted PDF Documents

1 Enter the Administrator Mode on the MFP display, Utility icon > Administrator > Input Admin Password
> Select ‘System Settings’ > “User Box Settings” > “Delete Time Settings”.

User Box Setting

Delete Unused User Box

Delete Secure Print File

Delete Time Setting

Document Delete Time Setting

Delete all in SMB folder

Document Hold Setting

External Memory Function Settings

User Box Operation

ID & Print Delete Time

7 Select ON for both features and specify the days or time for auto deletion to occur. Select OK when
complete.

Reference
- Using the Time button specify 5 minutes to 12 hours (on a 1-minute basis), or select 1 day,
2 days, 3 days, 7 days, or 30 days.

User Box Setting Delete Time Setting

Delete Time Setting
Delete Unused User Box

Delete Secure Print File
Auto Delete Secure Document
Delete Time Setting h

) ) This is applied to Classic style.
Document Delete Time Setting

Delete all in SMB folder @ Specify days 1 day -

Document Hold Setting
O Specify Time

External Memory Function Settings

User Box O t
ser Sox Uperation Encrypted PDF Delete Time Setting

ID & Print Delete Time “ Cancel
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ID & Print Delete Time

Before an Administrator can set the deletion times for ID & Print the ID & Print function must be
enabled on the MFP. If it is not enabled the user will not see the ID & Print Delete Time button in
Admin Mode.

1 Enter the Administrator Mode on the MFP display, Utility icon > Administrator > Input Admin
Password > Select ‘System Settings’ > “User Box Settings” > “Delete Time Settings”.

User Box Setting

Delete Unused User Box

Delete Secure Print File

Delete Time Setting

Document Delete Time Setting

Delete all in SMB folder

Document Hold Setting

External Memory Function Settings

User Box Operation

ID & Print Delete Time

2 Specify “Confirm with User” to delete after printing or “Always Delete” after printing without
notification. Select OK when complete.

- Confirm with User will delete after printing in completed
- Always Delete will delete after print without notification

User Box Setting ID & Print Delete Time

ID & Print Delete Time
Delete Unused User Box

Delete Secure Print File Delete after Print Confirm with User ~
Delete Time Setting Confirm with User
Always Delete

Document Delete Time Setting

Delete all in SMB folder

Document Hold Setting

External Memory Function Settings

User Box Operation

ID & Print Delete Time “ Cancel
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Appendix A Overwrite All Data Function (storage Sanitization)

At the ‘End of Life’ or ‘End of Lease’ when the MFP is to be discarded the Overwrite All Data function overwrites and
erases all data stored in all spaces of the storage. This function also resets all passwords back to factory default
settings, preventing any leakage of data.

Overwrite All Data takes less than one hour at the minimum.

Setting the Overwrite All Data function

1 Select the Utility icon in the lower left hand corner of the LCD Panel

Job List o9
= o
Scan to
Copy Email

o~
B
il

~ External Memory . Web
@y Utility Print Classic Style B MarketPlace

7 Select ‘Storage Management'.

® = 2 @ %

Accessibility Counter Utility Language Administrator
Selection
Expert Storage Banner Device
Adjustment Management Printing Information
o # Reset Stop
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3 Enter the Admin password and select OK

Use the keyboard 1o enter the Adninistrator Password.
Press the [C1 key to clear your entry. @\

Enlarge
Utility>Storage Management Settings Display
| : ®

(_J _)] Delete J Guidance

LY
q w e r t y u i o] o] [ ] \
el o] )] -
o] e o)) )] 7]

Space J Shift J

0K

JBAENlarge OH ) cancel )

r +# Reset Stop

4 Select ‘Overwrite All Data + Format’

Use the menu buttons or keypad 1o make a selection.

Q

Bookmark Enlarge
Adninistrator Settings > Storage Hanagement Settings Display
Display Keypad ®

ULility 1 Check Capacity J s Fornat J Guidance

Ll

7 Encryption Settings ‘J
gEprage Manasement Interrupt
3 Overwrite All Data + Format ‘J 8 Debug Log Encryption Settings ‘J [f'
Q0
4 UELEnAEeL0HE Rak J Preview

5 Storage Lock Password ‘J

06/07/2019 08:23

Close )

r + Reset Stop
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5 Next select ‘Overwrite + Format’, or ‘Overwrite + Format + Report’ to begin the overwrite

process. Then Press ‘OK’.

Bookmark &
Display Keypad

Utility

Sethin

grorage Hanagsment

Overwrite All
Data + Format

Overwrite *r@ﬁ)rmdt SR e

Do you want to overwrite all the space in the storade and me Q
To print the report, please set the Letter D paper.

Enlarge
Display

@

Guidance

=

Interrupt

ad

HETET

Cancel Overwrite +
Cancel Format.

+# Reset

6 The next screen will appears displaying the overwrite progress.

Bookmark
Display Keypad

Utility

trator Settings > Storage Management Settings > Overi

gLorage_Management fill data is in the process of being overwritten
Settings

and deleted. Please wait.

Overwrite all
Data + Format

Q

Enlarge
te all Data Display

®

Guidance

=T

Interrupt

ad

Preview

Menu

Access

Menu

Access
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When the overwrite process is complete turn the MFP OFF and then Turn ON.

Booknark I
Display Kevpad |

Utility

fidninistrator Settings > Storage Management Seitings > Overwrite All Date

4+

Administrator All data has been overwritien and
& deleted. Turn the main switch OFF and ON.

Settings
¥

Security
Settings

4+

SGorage Management
Settings

+

Overwrite
fill Data 0 00:14

—> Check that all data has been overwritten and erased properly. Data is not erased properly if an
error occurs during the procedure. For more details, consult the Service Representative.

— When the main power switch is turned off, wait at least 10 seconds to turn it on after turning it
off. If there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.

—> If the Overwrite All Data function is executed by mistake, contact the Service Engineer. For
more details, consult the Service Representative.

Next, follow the screen commands for formatting the MFP. When complete turn MFP OFF, wait
10 seconds and turn MFP ON.
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Appendix B Recommended Password Rules

Password Rules

According to certain Password Rules, registration of a password consisting of a string of a single character

or change of a password to one consisting of a string of a single character is rejected for the Administrator
Password, User Password, Account Password, User Box Password, Secure Print Password, SNMP Password,
WebDAYV Server Password, and Encryption Key. For the Administrator Password, User Password, Account
Password, User Box Password, SNMP Password, WebDAV Server Password, and Encryption Key, the

same password as that currently set is not accepted.
Study the following table for more details of the number of digits and characters that can be used for each
password.

Types of passwords No. of digits
User Password 8 digits
Encryption Key 20 digits

Administrator Password

Account Password

8 digits or more

8 digits or more

User Box Password
Secure Print Password

WebDAYV Server Password

Precautions for Use of Umlaut
The maximum number of digits allowed for the User Password is 64, if umlaut is used with all characters,
however, the maximum number of digits allowed becomes 32 digits.

Setting or entering an umlaut from the control panel may be disabled depending on the setting made

in this machine, but not on the client PC side including PageScope Web Connection. If an umlaut is set
in a password on the PC side, therefore, the umlaut cannot be entered from the control panel, which

means that this particular password is not usable.

Characters
* Numeric characters: 0to 9
» Alpha characters: upper and lower case letters
e Symbols: L, #, %, %, &', (), 5 0ol < = >,
?1 @7 [l \’ ]’ A’ ) ‘l {’ |’ }’ ~7 +
» Characters with umlaut (95 characters)
Selectable from among a total of 188 characters

* Numeric characters: 0 to 9

* Alpha characters: upper and lower case letters

* Symbols: I, #, $, %, & ', *, +,-, ., /,=,2, @, _, ",
tLLE -

Selectable from among a total of 83 characters

* Numeric characters: 0 to 9

* Alpha characters: upper and lower case letters

*Symbols: L, #, 9%, %, & ", (), % ol < =0,
?1 @1 [l \! ]1 A! — \l {v |! }l ] +

Selectable from among a total of 93 characters

* Numeric characters: 0 to 9
* Alpha characters: upper and lower case letters

*Symbols: 1, §, %, & (), %, - [, 55, <=2, 7, @,

[1]1/\1 — \1 {v |7}1 -+

Selectable from among a total of 90 characters
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Password Worksheet

Passphrase Generation

The overall strength of AccurioPro SECURE is dependent on the strength and complexity of the
passphrases that are used to secure the system. Starting with the Administrator Password and carried
throughout the system. If our customer has a security policy in place and they want to generate their own
passwords for AccurioPro SECURE please enter those in the worksheet below. If the customer is unsure
or wants strong passphrase generation please use the following Passphrase Generation Tool.

https://my.norton.com/extspa/passwordmanager?path=pwd-gen

Please complete the required information below including any passphrases created. Keep this document
on file for future reference.

HDD Encryption Key HDD Overwrite Temporary Data
Create a 20 character alpha numeric password using upper
and lower case characters and numbers Select either:

[:] Mode 1 for single overwrite

[:] Mode 2 for 3 times overwrite

HDD Management

Setting Overwrite method
HDD Job Auto Delete
No. of Days (1, 2, 3, 7, 30) or 12 Hours Mode 1 Overwrite with 0x00
[ Mode 2 Overwrite with 0x00

Overwrite with Oxff

*will not be observed by AccurioPro SECURE notifier Overwrite with the letter “A” (0)(61) Ven'fy
Administrator Password Activate Password Policy Rules
Create a 16 character alpha numeric password using upper Create a minimum length for the administrator password:

and lower case characters and numbers

[ ] [:] Set to 16 characters
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