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WE DON'T JUST TELL YOU WHERE YOUR BUSINESS” -
VULNERABILITIES ARE - WE SHOW YOU

Depth Security’s Penetration Testing services provide organizations with real-world visibility into
threats facing their infrastructure and applications. We use the same tools and techniques as hackers
to identify and exploit vulnerabilities.



AT A GLANCE
HOW WE CAN HELP

« [dentify threats/vulnerabilities that pose the highest information
protection risk as it pertains to client data including but not
limited to: availability, confidentiality, and integrity

* Properly performed, security assessments of in-scope
applications and networks can fulfill and validate compliance
with industry regulations like the PCI DSS and PA-DSS

« Peace of mind knowing attack surface has been minimized
* Reduce risk of ransomware

* Receive quantitative results that help measure the
risk associated with your critical assets

« Find vulnerabilities that traditional control-based
testing methodologies often miss

« Uncover critical and exploitable vulnerabilities in
your existing technology, people and processes




APPLICATION PENETRATION TESTING

Web applications and mobile applications are the most vulnerable area within an organization’s environment. A vulnerable
application puts data at risk and allows attackers to pivot and attack your entire internal enterprise. The convenience of
access provided to customers, employees, and partners can also serve as the same to potential attackers. Weaknesses within
the design, development, and deployment of applications can be exploited to gain unauthorized access to confidential data
from anywhere. Our application security assessment service helps organizations identify weaknesses within their applications.
Our testing methodology emulates the methods used by an attacker utilizing both automated and manual testing.

« WEB: Our web application penetration testing services test your applications from both public (not logged in) and
authenticated (logged in) perspectives. If your app uses multiple permission roles, we'll test inter-role authorization to
ensure privilege escalation isn't possible. For multi-tenant apps, we ensure unintended cross-tenant access is prevented.

« APl / WEB SERVICES: Don’t make the mistake of thinking your B2B web service is not a target just because it has no user
interface. If it speaks HTTP and connects to a database, it better be secure. Our API / Web Services penetration testing
identifies flaws within these interfaces and verifies that they are being used as intended.

* MOBILE APPLICATION: Mobile applications are more common than ever. Unfortunately, many of the same mistakes made
during the development of web applications are made in mobile applications. Our mobile application security assessment
methodology will uncover the server-side and device-side risks in your mobile apps.

ADVERSARY EMULATION

 RED TEAM: For organizations that have attained a higher level of InfoSec program maturity, Red Team Security
Assessments can be a powerful enabler of even further gains in defensive capabilities. This is a real-world test of your
security controls’ ability to prevent a highly-skilled adversary from compromising your data.

Red Team Testing differs from traditional Penetration Assessments in that they provide increased timelines and
often multiple concurrent assessors. This additional time and work capacity allows for more advanced tactics,
techniques, and procedures (TTPs) such as evasion, social engineering/physical attacks, and the ability to achieve
very explicitly defined goals.

« EMAIL PHISHING: Our phishing simulations can be tailored to fit the needs of your organization. Our testers will
create a custom phishing scenario for your organization, considering information about your environment that may
increase trust. We can test simple user responses such as clicks, page views, and credential submissions, as well as
custom payloads meant to simulate a real-world attack on your internal networks.



NETWORK PENETRATION TESTING

» EXTERNAL DISCOVERY: It is difficult to defend yourself without knowing your complete attack surface. But more than ever,
security leadership and staff are placed in that exact position. Our Perimeter Discovery service gives you a solid view of your
external-facing systems and data. Our experts go beyond simple DNS and IP enumeration to find what you don't know is out there.

» EXTERNAL NETWORK: Performed from an internet-based attacker’s perspective, we simulate real-world attacks on your
organization by focusing on internet-exposed assets and users.

* INTERNAL NETWORK: Performed from the inside of your organization’s network, this engagement simulates an attack by an
agent with internal access to your network such as a rogue employee or contractor.

» WIRELESS: Performed from the perspective of an attacker who is within wireless range. We evaluate the wireless network’s
security posture in the context of generally accepted network security “best practices.”

» TRUSTED ACCESS: Performed from the perspective of an authorized entity with some level of access to your environment.
Common scenarios include testing with the same level of access as partners and vendors connected to your organization’s
network through remote access technologies such as VPN, SSLVPN, Citrix, etc.

SECURITY REVIEWS

» PASSWORD AUDIT: While the world moves away from passwords as a sole means of credentials, password strength is still critical.
Modern multi-factor authentication mechanisms can mitigate some of the external network risks associated with weak user
passwords. However, internally, MFA is more challenging to deploy, and password security is as relevant as ever. Plus, logic flaws
coupled with a lack of ubiquity in MFA deployments also increase the risk that weak passwords will be used to compromise the
enterprise perimeter. Our Password Audit service provides actionable advice on strengthening your password environment. We
crack your users’ passwords on purpose-built hardware, analyze their strength, and provide you with a custom level of detail
appropriate for your organization.
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