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INTRODUCTION 
In today’s Multi-Function Printer (MFP) industry, the 
use of storage media like a Hard Disk Drive (HDD), 
Solid State Drive (SSD) or a Secure Digital flash 
memory card (SD Card) is commonplace. Information 
and data that can be stored on these storage devices 
can vary – from MFP firmware, to print and scan data, 
to private and public box locations used for accessing 
stored data as well as other user related information. 

Pre i-Series devices used HDD storage media type.  
With the introduction of the i-Series, the bizhub MFPs 
offer SDD storage media technology and the bizhub 
AIOs and Printers offer a Micro SD Card.

The protection of this information and data is 
paramount to the security of any customer using 
these MFPs. Konica Minolta offers a wide range of 
security functions to protect any and all confidential 
and sensitive data that may reside or pass-through  
our MFPs (*1).

(*1) Not all functions are supported on all models.
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DEVICES WITH HDD  
(HARD DISK DRIVE) TECHNOLOGY
HDD  ENCRYPTION  —  “THE FIRST LINE OF DEFENSE”
A3 MFPs 
Any Konica Minolta MFP offering HDD Encryption should be enabled providing the “First Line of Defense” in securing any data on 
the HDD. By entering a 20-digit alphanumeric passphrase, the MFP will generate a unique device-specific 256-bit encryption key 
using the 256-bit Advanced Encryption Standard (AES-256) to encrypt the entire HDD and all of its contents (*2).  

With HDD Encryption enabled, the data stored on this HDD is protected. Even if the HDD is removed from the MFP and installed 
into a PC, the data stored on the HDD cannot be read.

A4 MFPs 

HDD Encryption function may differ between the models and firmware versions. Please refer to each A4 device for details.

However, these devices — at the very minimum — support image data and authentication data encryption.  

HDD – LOCK PASSWORD
When HDD Lock Password is set, a 256-bit key is generated from the password and a unique device-specific, data-generated value 
(MFP internal value), using Konica Minolta’s own unique key generation algorithm each time the power is turned on at the device. 
This process makes it virtually impossible to identify the authentication key by brute force attack. 

The generated key is used as disk password, which controls access to the HDD. 

With HDD Lock Password enabled, the HDD cannot be accessed (used) outside of the MFP. 

Security considerations: 
The HDD Password is different from HDD Encryption. A hard disk password does not 
actually encrypt your files. 

(*2) Older bizhub models use AES-128 encryption.  AES-256 technology was implemented with the 
release of the C364e and has continued to be the advanced encryption available on all subsequent 
models released, including the i-Series suite of products.
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OVERWRITE HDD DATA (OVERWRITE TEMPORARY IMAGE DATA)
Depending on the file size of certain jobs, the MFP might use the hard disk to temporarily hold data as an overflow for copy, scan, 
print and fax information. Temporary Stored Data is immediately deleted and overwritten (according to the selected mode), as 
soon as the data is no longer required or at the completion of a print, scan, copy or fax job. 

Overwrite Modes:

Mode Overwrite

1 0x00

2 0x00, 0xff, letter “A” (0x61) + Verify

OVERWRITE ALL DATA FUNCTION

Used to “Sanitize” the device hard disk drive at the end of a customer’s contract (when customer wants the engine taken away) to 
remove any customer-related data.

-	 Initializing NVRAM (Non-Volatile Random Access Memory) areas used for user data (NRVAM retains stored data even when 
power is turned off)

-	 Overwrite HDD according to selected mode (up to 7 times)

Mode # Overwriting Method Compliance with standard methods 

1 0x00 

Recommended by JEITA ( Japan Electronic & 
Information Technology Association)

Russian Standard (GOST P50739-95)

2 random bytes; random bytes; 0x00 US Department of National Security (NSA) 

3 0x00; 0xFF; random bytes

US National Computer Security Center (NCSC-
TG-025) 

US Navy (NAVSO-P-5239-26)

Department of Defense (DoD 5220.22M)

4 random bytes; 0x00; 0xFF Old US Department of National Security (NSA)

5 0x00; 0xFF; 0x00; 0xFF Old US Department of National Security (NSA)

6
0x00; 0xFF; 0x00; 0xFF; 0x00; 0xFF; 512 bytes of 
specified data 

NATO Standard 

7 0x00; 0xFF; 0x00; 0xFF; 0x00; 0xFF; 0xAA German Standard (VISTR) 

8 0x00; 0xFF; 0x00; 0xFF; 0x00; 0xFF; 0xAA + verify US Airforce (AFSSI5020) 

4



DEVICES WITH SSD  
(SOLID STATE DISK) TECHNOLOGY 
SSD – SELF-ENCRYPTION/STORAGE LOCK PASSWORD
The most recent generation of Konica Minolta MFPs — the “i-Series” — feature SSDs (Solid State Drives) instead of HDDs. These 
new drives also employ a self-encrypting technology.

In addition, when the SSD Storage Lock Password is set, a 256-bit authentication key (AK) is generated by entering a unique 20 
alphanumeric password and unique device-specific data (MFP internal value), using Konica Minolta’s own unique key generation 
algorithm. This process is repeated each time power is turned on at the device, making it virtually impossible to identify the AK by 
brute force attack.

The AK is then used for access control to the SSD and protects (encrypts) the Data Encryption Key (DEK) for SSD self-encryption. 
The DEK is used to encrypt the data on SSD with 256-bit Advanced Encryption Standard (AES-256) and is stored inside the MFP.

The data stored on this SSD is protected even if the SSD is removed from the MFP and installed into a different MFP or a PC. The 
SSD data cannot be read nor can it be accessed without the AK.

The self-encryption does not apply to firmware and swap-data (temporary data) areas. 

Please refer to the “Overwrite Temporary Image Data” Section.

Storage Lock Password
20 digits

Unique Device 
Specific Date

Secret Conversion

Authentication Key (AK)
256-bit

- SSD Access Authentication
- Encryption Key for DEK    
   (Data Encryption Key)

Encrypting Encrypted 
Data

Decrypting

Data Input Data Output

Encrypting

Encrypted DEK

Data Encryption Key
(DEK)

Encrypting

DEK

AES-256 AES-256

Decrypting

The advantage of Self-Encryption is the increased performance when compared to software encryption since the CPU is freed up 
from encryption/decryption calculations.

It should be noted that although there have been no vulnerability reports on the Konica Minolta SSD equipped on the i-Series 
devices, there have been several physical attack vulnerabilities reported from other SSD manufacturers.

Therefore, we advocate software-based encryption (Storage Encryption) when the customer places a high priority on data 
confidentiality. This recommendation is made to ensure the utmost security.
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SOFTWARE (FIRMWARE) BASED STORAGE ENCRYPTION

SSD data can be encrypted by entering a 20-alphanumeric character passphrase. A 256-bit encryption key is generated 
from the passphrase and unique device specific data (MFP internal value), using a Konica Minolta unique key generation 
algorithm each time the power is turned on. This process makes it virtually impossible to identify the encryption key by 
brute force attack. The data on SSD is encrypted with 256-bit Advanced Encryption Standard (AES-256). Even if the SSD 
is removed from the MFP and installed into a PC, the data stored in the SSD cannot be read. MFP firmware and swap data 
areas are not encrypted same as self-encryption. 
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OVERWRITE TEMPORARY IMAGE DATA

This function is no longer available because the SSD 
implements different technology when compared to an HDD. 
When temporary data is written in the SSD, it is compressed 
with a Konica Minolta-owned format where the data is divided 
into fixed size data blocks. As a result of this process, it is 
difficult to restore the original image data because: 

•	 The data in NAND flash memory installed in the SSD cannot 
be directly overwritten. The data must be deleted at the 
block level, which is a collection of multiple pages. When 
overwriting, new data is written to a page where data has 
not been written, and the original address is assigned as if it 
looks like it has been overwritten. Pages with the old data are 
assigned different addresses and are marked for deletion.

•	 The NAND flash memory has a limited number of erase 
cycles. In order to prolong the life of the SSD, the SSD 
controller arranges data so that the number of deletions 
and writes for each page are equalized. This is called “Wear 
Leveling” (see SSD – “Wear Levelling”). Because of this, the 
data is saved randomly and separated on the SSD and the 
address is managed by the SSD itself.

•	 To maintain optimal SSD performance, some data may be 
moved to different memory pages than where they were 
originally saved during the “Garbage Collection” process 
(see SSD - “Garbage Collection”).

OVERWRITE ALL DATA FUNCTION

Used to  “Sanitize” the Solid State Drive at the end of a 
customer’s contract (when customer wants the engine taken 
away) to remove any customer-related data.

•	 This function clears all SSD areas used for user data by 
overwriting with a series of 0x00.

•	 Also initializing all setting data to the original factory 
default settings.

The overwrite patterns typically used in the HDD Sanitization 
option are no longer selectable as the pattern is fixed to 
0x00.

For engines with an HDD, swapping the magnetic orientation 
multiple times with various overwriting patterns ensures 
clearing remaining magnetic traces. Since SSD in not a 
magnetic drive media, one time overwrite with 0x00 is 
sufficient to clear the data completely.
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COMPARING SSD TECHNOLOGY WITH HDD TECHNOLOGY 

With HDD technology, the data is stored as magnetic information on the hard disk drive. This means depending on the magnetic 
orientation of each cell, the data bit is either a 0 or 1. While overwriting (or clearing) the cells, in this manner, there is no guarantee 
that all of the cells will react to the magnetic field in the same way. Therefore, it might be possible that some remaining magnetic 
traces/variations of data could be left behind on the HDD which in turn, could be used to restore the data. This is where the 
different overwrite modes becomes effective. By running the magnetic orientation or overwrite patterns multiple times, any 
remaining traces/variations of data will be neutralized. 

With an SSD, it’s completely different. Based on the technology used inside an SSD, there is no potential of magnetic traces/
variations being left behind as in a common HDD. An SSD is basically built of multiple NAND Flash memory chips. NAND Flash 
memory  contains “floating gate – field – effect transistors” as memory cells. This Flash memory works by adding (charging) or 
removing (discharging) electrons to and from a floating gate. When the electrons are present on a floating gate, the current is 
unable to flow through the transistor, rendering the bit state at level 0 (zero). This is considered the normal state for a floating gate 
transistor when a bit is programmed.

A ”Floating Gate Transistor“ has two operational states: 

•  Current can flow (logical level 0)

•  Current cannot flow (logical level 1)

While writing the cell, a high voltage at the gate will block the transistor. Now the current cannot flow and the logical level is 
set from 0 to 1. Clearing the cell will be done by connecting ground (GND) to the gate. This will enable the current to flow again 
through the transistor and the logical level changes to 0.

Because of the 2 fixed states (current can flow/cannot flow), a simple overwrite is more than sufficient to clear the data.

By employing this method, 1-time overwrite process is more than sufficient for SSD sanitization.
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DEVICES WITH MICRO 
SD TECHNOLOGY
STORAGE LOCK PASSWORD
Unlike HDD or SSD technology, MicroSD cards do not support a lock 
password. Therefore, this function is not available.

STORAGE ENCRYPTION
This is the same software-based encryption function as for SSD 
storage encryption (Devices with SSD ->Storage Encryption). 

The 256-bit encryption key is generated from the pass-phrase 
and a unique device-specific data generated value (MFP internal 
value), using Konica Minolta’s own unique key generation algorithm 
each time the power is turned on at the device. This process makes 
it virtually impossible to identify the encryption key by brute force 
attack. With storage encryption enabled, the data stored on the MicroSD is 
protected using the  256-bit Advanced Encryption Standard (AES-256). Even if 
the MicroSD is removed from the MFP and installed into a PC, the data stored in 
the MicroSD cannot be read.

MFP firmware and swap data areas are not encrypted.

OVERWRITE TEMPORARY IMAGE DATA
This function is not available for devices with MicroSD cards since a MicroSD card uses similar NAND flash technology as an SSD. 

OVERWRITE ALL DATA FUNCTION
For devices with a MicroSD, the same Overwrite All Data function that is available with devices with an SSD is available.

This function is used to ”Sanitize” the device at the end of contract (when customer wants the engine taken away) to remove any 
customer-related data.

•	 Clears all MicroSD areas, which are used for user data (overwriting with 0x00).

•	 Initializing all setting data to the factory settings.

The overwrite pattern is no longer used as the pattern is fixed to 0x00.

For devices with an HDD, swapping the magnetic orientation multiple times with various overwriting patterns ensures clearing any 
remaining magnetic traces. Since a MicroSD Card or SSD in not a magnetic drive media, a (1) one-time overwrite with 0x00 is more 
than sufficient to clear the data completely.
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EXPLAINING SSD OPERATIONS
SSD WRITE AND DELETE OPERATIONS
The (black) memory chips mounted on the SSD board are called packages known as NAND Flash Memory. 

•	 Each flash memory is built of one or more dies. They are the smallest units that can independently execute 
commands or report status.

•	 Each die contains one or more planes (usually one or two). Identical, concurrent operations can take place on each 
plane, although with some restrictions.

•	 Each plane contains a number of blocks, which are the smallest unit that can be erased.

•	 Each block contains a number of pages, which are the smallest unit that can be programmed (i.e. written to).	
Typically, a page contains 4KB, 8KB or 16KB (determined by design). As each memory cell can address 1 bit, a page 
contains thousands of memory cells. 

When a write operation takes place, it would affect only a page (about 4 to 16 kilobytes). However, a delete operation 
would affect an entire block, which is typically 128 or 256 pages (about 0.5 to 4 megabytes).

Without TRIM (The SSD “TRIM” command allows the OS to notify the SSD in advance as to what data pages in a particular 
block can be erased, enabling the SSD’s controller to manage the storage space available for data in a more efficient 
manner.), deleting a file from the OS will just remove it for the OS view, but the memory pages 
are still in use. Once the OS informs the SSD controller to overwrite the deleted files 
memory with new data, the SSD controller will mark the previously used pages as 
invalid and that they can be cleared and will not be copied during Garbage 
Collection (SSD “Garbage Collection”).  

SSD “WEAR LEVELING”
SSD technology has an inherent issue where if data is erased 
repeatedly without writing to any other blocks, that block would 
wear out before all the other blocks – thereby prematurely ending 
the life of the SSD. For this reason, SSD controllers use a technique 
called Wear Leveling to distribute writes as evenly as possible across 
all the flash blocks in the SSD.

NAND FLASH MEMORY CHIP AND CONTROLLER

10



SSD “GARBAGE COLLECTION”

Garbage collection (GC) is a fundamental process with all solid state drives (SSDs), unlike hard disk drives (HDDs), NAND flash 
memory cannot overwrite existing data they must first erase old data before writing new data to the same location. With SSDs, 
Garbage Collection is the name for the process of relocating existing data to new locations and allowing the surrounding invalid 
data to be erased. Flash memory is divided into blocks, which is further divided in pages. Data can be written directly into an empty 
page, but only whole blocks can be erased. Therefore, to reclaim the space taken up by invalid data, all the valid data from one 
block must be first copied and written into the empty pages of a new block. Only then can the invalid data in the original block be 
erased, making it ready for new valid data to be written.

The process is illustrated in Figure 1. Column one shows pages A-D are written to block X. Sometime later that data is changed, 
so pages A-D are written and the original pages A-D are marked invalid (shown in column two). At the same time, additional data 
is written to pages E-H. Column two shows these changes and now block X is full, but is holding space for now invalid data (A-D) 
which cannot be reclaimed until the whole block is erased.

To achieve this objective, the valid data in block X must be moved to a new block so that the original block can be erased to start 
over. Column three shows the data from pages A-D as well as E-H being written to a new block (Y), so the space from block X can 
be reclaimed by erasing it. The writes from this step are not from the host system and are the 
source for increased write amplification in an SSD, meaning the flash in the SSD is being 
written more than what came from the host originally. Since flash memory has a limited 
number of erase and write cycles this operation should be minimized when possible, 
but it is still a necessary part of an SSD’s operation.

Note: Wear leveling typically occurs during Garbage Collection, as data is 
written to a variety of new blocks in order to spread wear around over the 
breadth of the SSD. Since there are a limited number of writes the flash can 
sustain over its lifetime, if data was always written to the same block, its 
life of write cycles would be exhausted prematurely compared to all other 
blocks. This continued early block retirement would eventually reduce 
the available capacity of the drive and prevent it from performing at its full 
capability. Ideally, all of the blocks of the SSD need to be worn at the same rate 
throughout the life of the drive.

1. Four pages (A-D are written to 
a block (X). Individual pages can 
be written at any time if they are 
currently free (erased).

2. Four new pages (E-H) and four 
replacement pages (A’-D’) are written 
to the block (X). The original A-D 
pages are now invalid (stale) data, 
but cannot be overwritten until the 
whole block is erased.

3. In order to write to the pages with 
stale data (A-D) all good pages (E-H 
& A’-D’) are read and written to a 
new block (Y) then the old block (X) 
is erased. This last step is garbage 
collection.
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THE PROS AND CONS OF SSD VS HDD
TECHNOLOGY
SOLID STATE DRIVE TECHNOLOGY HARD DISK DRIVE TECHNOLOGY
FAST… Really Fast!
 Up to 550 MB per second read/write speed

Slow read/write and access times
 Up to 160 MB per second read/write speed
 Slower Response Times

No Moving Parts
 Nearly Silent Functionality
 Less Power Usage
 Less Heat Generated

Many Moving and Spinning Parts
 Platters
 Spindle
 Read/Write Head
 Actuator and Arm

Size & Weight
 Smaller in Physical Size
 Less Overall Weight

Size & Weight
 Much Larger in Physical Size
 Much Heavier Overall Weight

Storage Capacity
 Up to 16 TB

Storage Capacity
 Up to 16 TB

Environment
 �Very low risk of failure due to movement, shock,  

and contamination

Environment
 VERY sensitive to Shock/Impact
 Sensitive to temperature
 Need time to acclimate from Cold to Warm

Reliability
 Mean time between failure rate of 1.5 million hours

Reliability
 Mean time between failure rate of 1 million hours

Archival 
 Not recommended for archival use

Archival 
 Best choice for archiving information and mass storage

For more information on Konica Minolta’s end-to-end security offering, including the bizhub SECURE Suite, 
please visit: http://kmbs.konicaminolta.us/security 

For complete information on Konica Minolta products and solutions,  
please visit: CountOnKonicaMinolta.com
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