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A HEAD START ON

HIGHER SECURITY FOR
K-12 SCHOOLS, COLLEGES
AND UNIVERSITIES.

Of all the resources in education, your student records and course content can be the
most valuable - and also the most vulnerable. That’s why Konica Minolta and our
authorized dealers offer lock-down protection with bizhub® SECURE Platinum for
Education: a set of enhanced password and data security measures to give your bizhub

MFP an extra level of security. We offer enhanced safeguard services provided by your
Konica Minolta Authorized Dealer field engineer. Ensure that your educational datais
more than just secure - it’s bizhub SECURE.
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bizhub SECURE PLATINUM

FOR EDUCATION

Secure measures for total peace of mind. Security features in compliance with FERPA

(Family Educational Rights and Privacy Act) guidelines are available for Konica Minolta

MFPs to identify users and restrict access with secure authentication in any form.

Advanced Solutions

That is why Konica Minolta and our Authorized Dealer
Providers understand that your school may not have
the bandwidth or infrastructure to enable, configure
and track the security functions that are required for
compliance of internal mandates.

Konica Minolta and your Authorized Dealer offer the
bizhub SECURE Platinum for Education Service to
provide you with the resource you need to lockdown
and protect any document data that might reside on
the bizhub’s internal storage media.

To secure and protect any document image data that
might be present on the storage media, the
following security functions can be enabled:

* Storage Media Encryption

¢ Storage Media Lock Password

e Automatic Deletion of temporary image data
(applies to engines with HDD)

¢ Data overwrite of electronic documents ona
timed basis

Ultimately, protecting student information is
everyone’s responsibility. Konica Minolta has led the
industry in providing enhanced security features for
the digital era - and with powerful bizhub SECURE
Platinum for Education functions activated by your
Authorized Konica Minolta IT Services Provider you’ll
have an additional line of defense against data theft
and unauthorized access to educational documents or
devices.

To order the bizhub SECURE Platinum for Education
Service, just contact your Authorized Konica Minolta
IT Services Provider, and count on Konica Minolta to
provide the MFP security services that your
educational environment demands.

Konica Minolta’s bizhub
SECURE Platinum for
Education provides the
following set of features:

Advanced network and storage media security

functionality to meet the needs of schools and
universities. Bizhub SECURE Platinum for Education

a
a

dds an enhanced layer of security to network ports
nd protocols - to further safeguard student

information (FERPA compliance).

Create a 20-digit secure alphanumeric password to
lockdown your bizhub storage media

Encrypt the entire contents of your bizhub SSD for

remarkable data security

Eliminate any trace of data even after it’s been
deleted with Temporary Data Overwrite (Temporary
Data Overwrite conforms to DoD methods)

Time your bizhub MFP to auto delete any material
located in personal or public User Boxes, System
User Boxes, Documents and Folders

Disable Non-secured and unwanted Services,
Protocols and Ports at the MFP

Enable TLS v1.2* or v1.3 on the MFP (self-signed
certificate)

Enable Network User Authentication

Enable MFP Audit Logs
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COMPATIBILITY TABLE:

Monochrome Small

mSD-based MFPs3

Color Small

mSD-based MFPs3

Monochrome

SSD-based MFPs*

Color SSD-based MFPs*

CHANGE ADMINISTRATOR PASSWORD'
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ENABLE STORAGE MEDIA ENCRYPTION
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TIMED AUTOMATIC OVERWRITE OF A FILE
IN AN ELECTRONIC FOLDER (BOX)

<

AUTOMATIC OVERWRITE OF TEMPORARY
IMAGE DATA?

SSD LOCK PASSWORD

DISABLE UNPROTECTED SERVICES,
PROTOCOLS AND PORTS

ENABLE SSL (SELF-SIGNED CERTIFICATE)

ENABLE MFP AUTO LOGS

ENABLE ADMINISTRATOR ACCOUNT
AUTO LOGOFF

ENABLE USER ACCOUNT AUTO LOGOFF
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ENABLE USER AUTHENTICATION

v

v

v

v

Tpizhub SECURE may be disabled using the customer’s unique Administrative Password. It is recommended that the customer not disclose the unique Administrative Password and keep the Administrative Password in a safe
place. The customer shall indemnify and hold Konica Minolta harmless of any claims, damages or costs relating to loss of data or disclosure of data due to intentional acts or omissions of others, end-user error or release of

Administrative Password.

2 Applies to “non i-Series” Large MFPs with a hard drive. Automatic Overwrite of Temporary Image Data not required on i-Series MFPs due to SSD (Solid-State Drive) technology.
3msD (MicroSD or micro secure digital) an internal flash memory card used for storing information
455D (Solid-State Drive) is an advanced type of storage device.

For more information on Konica Minolta’s end-to-end security offering, including the bizhub SECURE Suite,
please visit: http://kmbs.konicaminolta.us/security
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